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ABSTRACT 

 

While performing research is a required element of a path, engineering students might 

use the Early Rejection Multilevel-Firewall for as a guidance. This Multilevel-Firewall 

for Early Rejection is intended to serve as a resource for instructors as well as 

engineering university and college students who are conducting research for reports or 

theses. Each day, whether or not we use the net for extended intervals of time or surf the 

internet at the same time as working, here we need to bypass a firewall. An essential 

component of a firewall's number one universal overall performance is packet filtering. A 

lot of studies and researches done to enhance the high-universal-performance packet 

filtering components of a firewall. In this Research Project, I have proposed a firewall 

that distinguishes incoming packets or facts according to protocols like UDP, TCP and 

others. Then, the use of the larger checking machine's passing device, and or the 

structuring of the rules according to the protocols. Now, we'll look at how effectively 

each technique performed on its own and using that data as support for our excellent 

Research that merging packets or data with the usage of some strategies might perhaps 

increase firewall performance. The report also offers conclusions and recommendations 

that, in my opinion, if put into practice would enhance the firewall system. Secondly, the 

report makes findings and suggestions that, in my opinion, would improve the firewall 

system if they were applied. 
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CHAPTER 1  

INTRODUCTION 

1.1  Introduction 

The final year Research Project is the completion of the bachelor's degree program for 

students. The major goal of this Research is to motivate pupils to put the knowledge they 

have learned in university to use. It enables us to focus on one issue for a considerable 

amount of time and shows how to address issues that arise in everyday life. 

1.2  Firewall Details 

As in today's internet infrastructure, firewalls have emerged as one of the key safety 

additives. A firewall is a kind of network security system that monitors and regulates 

incoming and outgoing network traffic in accordance with the security rules that have 

been defined. 

There aren't many different kinds of firewalls available nowadays. Although there are 

five different types of firewalls in multimedia, we often only know about four of them. 

for example, 

▪ Packet filtering firewall 

▪ Circuit-Level Gateway Firewall 

▪ Application-Level Gateway Firewall  

▪ State-full Inspection Firewall  

▪ Next-Generation Firewall (NGFW) 

I’ve examined firewall early packet rejection strategies in my research project. Firewalls 

are gradually becoming the most important safety component in the new internet 

architecture. The system filters out harmful packets in accordance with user protection 

system. 

Step 1: Monitors and control traffic based on rules of firewall. 

Step 2: Act like a barrier to secure the Network with multi firewall zones & IP addresses.  

Step 3: Protocol-based Firewall working process.  
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Figure: 1.2.1 Firewall Structure 

1.3  Motivation 

This paper is motivated through the algorithm proposed by Al Shaer known as “Early 

Traffic Rejection” & also Zouheir Trabelsi’s Researches. There, it was presented that, if 

any packet does not match any of the common criteria for “allow” it should be rejected at 

its earliest without any further checking. In order to cover all of the rules in the policy, 

they combined the common field values to make certain rules. They provided significant 

amount of proof to show that their method is feasible. The second part is proposed 

hypothesis; as the packet is at first separated according to the protocol for example ‘TCP 

or UDP’. Afterwards, the packet is checked by dynamic rule. The primary key is that the 

behavior of Internet traffic still retains a number of characteristics that may be used to 

improve packet filters. 

1.4 Rational of Study Firewall 

Here we can see the problem of classification of packets has been broadly finished lately. 

The fundamental approach to packet layout is to iteratively explore the rule list until a 

match is discovered. Although this approach is reasonably memory-efficient, its 

scalability is frequently subpar since the search time is connected with the length of the 

rule. 
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Al Shaer and H Hamed A method that uses traffic characteristics to optimize firewall 

filtering settings has been put forth by them [2]. Their technique adapts to the to the 

traffic conditions, timely, using actively calculated statistics to dynamically optimize the 

rules of packet filtering. In other words, to reduce the average packet matching time, they 

employed statistical search trees to exploit traffic features. 

1.5 Research Questions 

There are multiple questions around this glove about Firewall & Early Rejection 

Firewall. I have put few questions which are asked many times about Firewall Working 

System. As, 

➢ How do firewalls choose which packets to let through and which to block? 

The static packet filtering firewall does not detect between application protocols by 

looking at fields in the packet's IP & protocol headers instead, it mainly works at the 

network levels of the OSI model.  

 

➢ What are some methods for network traffic filtering by firewalls? 

Firewalls are designed to screen out the malicious software & other dangerous 

packets from getting enter the communications. The firewall blocks data packets from 

entering our PCs' network if it identifies them as security hazards. 

 

➢ How does a firewall choose which things to block and which things to allow? 

In order to defend against attacks, firewalls extensively assess incoming 

communication in line with pre-established criteria and prevent traffic from 

questionable or suspicious sources. 

 

➢ What takes place once a packet enters? 

Similar to this, a firewall analyzes each packet of data to figure out where it came 

from, where it is heading, and then it decides whether to accept it and allow it to go 

on its path, deny it, or drop it. 
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1.6 Expected Outcome 

I am trying to show the difference between Traditional firewall principles & Protocol-

based firewall principles. Actually, a firewall is installed for reduce the event of 

unwanted network faster than a regular firewall system communication [10]. This work 

describes the filtering Representation and the Early Rejection Firewall Rule. The 

suggested model can be grasped graphically. With this strategy, an algorithm for locating 

and alerting filtering rule mistakes may be created. 

As, 

• For each policy group 𝑃 do 

• 𝑃, 𝑠𝑡𝑎𝑡𝑒 ← unfinished 

•    end for 

• for each P with 𝑃, 𝑠𝑡𝑎𝑡𝑒 = unfinished 𝑑𝑜 

• rule Generation (P) 

•    end for 

 

1.7 Project Management 

Firewall management is the process of configuring and monitoring a firewall to maintain 

a secure network. Firewalls are an integral part of protecting private networks in both a 

personal and business setting. An organization may have many different firewalls 

protecting its devices and network as standard. In order to maintain a secure network, a 

firewall must be configured and management. In both a personal and professional 

context, firewalls are essential for securing private networks. A company may use a 

variety of firewalls to safeguard its network and devices on a regular basis. 

Administrative Services 

In order to manage and maintain networks, computers, users, and applications, a variety 

of protocols, are covered in this part. which also include booting protocols. Dynamic 

Host Configuration Protocols, timekeeping protocols like ICMP and NTP, informative 

protocols like Syslog and SNMP, routing protocols like RIP and OSPF, and (DHCP). As 

necessary, we also talk about the tools, such as ping and traceroute, that employ these 

protocols. 
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1.8 Report Layout and Working Principle 

This section will compare and contrast the classical firewall concept with the protocol-

based firewall philosophy. By filtering incoming and outgoing network traffic, a firewall 

is a system that offers network security based on a set of user-defined rules. In general, a 

firewall's job is to lessen or stop the occurrence of malicious network connections while 

allowing all valid communications to pass freely. 

The Early Rejection Firewall Rule and its filtering Representation have been defined in 

this work. Using this method, an algorithm for locating and reporting filtering rule flaws 

might be created. Then, with the development of an anomaly-free firewall rule editing 

system, it will be much easier to create and amend rules in the 2/21 firewall policy [8]. 

With the assistance of my advisor, I want to incorporate these strategies into a future 

product using the Java programming language. 

Figure: 1.8.2 Firewall Layout and Working Principle 

Here, we can observe how firewalls inspect packets for harmful attack methods that have 

been recognized as known threats. If a data packet is identified as posing a security 

concern and is blocked from accessing the network or our machine by the firewall, it is 

marked and blocked. 
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CHAPTER 2  

BACKGROUND AND RELATED WORK 

2.1 Preliminaries of Early Rejection in Firewall 

The topic of early packet filters has received a lot of attention for two main reasons. The 

first is to protect firewalls against DoS attacks that target the standard deny rule. In order 

to lower the filtering cost brought on by discarding unnecessary data, the second step is to 

establish approximation policies that may swiftly filter out discarded traffic. 

Packet filtering is crucial to the operation of many network devices, such as firewalls, 

routers, and intrusion detection and prevention systems. Many studies on packet 

classification have been proposed in hopes of improving packet filtering. Unfortunately, 

the vast majority of research uses deterministic techniques and disregards traffic 

dynamics. The early packet rejection techniques employed by firewalls are the subject of 

our investigation in this research. Both the merits and downsides of the strategies are 

covered.  

Figure: 2.1.1 Early Rejection System Basic Diagram 

However, while early packet rejection is crucial for enhancing firewall performance, 

most packet classifiers rarely optimize it. A few changes have also been proposed. This 

study can serve as a basis for providing new ideas that enhance existing techniques. 
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2.2 Related Works 

We can notice that most of the packet difficulties in the categorization have just been 

resolved. Searching the rule list iteratively until a match is discovered is the fundamental 

strategy used in packet layout. Due to the trade-off between search time and rule length, 

this strategy, although being very memory-efficient, frequently has limited flexibility. 

E. Cohen and C. Lund had proposed and measured decision tree classifiers with common 

branches. These classifiers proved that their data had comparable average and worst-case 

time performance while having linear worst-case memory constraints and requiring 

substantially less memory than traditional decision tree classifiers [13]. They claim that 

"common branches resourcefully leverage the structure that is available in real-time data 

sets". 

Al Shaer and H Hamed has proposed a method that makes use of traffic attributes to 

enhance firewall filtering rules. In their approach, statistics are actively computed for 

dynamic packet filtering rule optimization in response to the traffic conditions at hand 

[22]. To lower the average packet matching time, they employed statistical search trees to 

take advantage of traffic characteristics. Another method by Al Shaer & H Hamed 

maximizes early rejection of undesired flows with the least amount of influence on other 

flows. 

2.3 Background Study 

The main duty of packet filters, in security policies, is to sort packets based on a set of 

rules that characterizes the filtering policies. The protocol, source IP, source port, 

destination IP, and destination fields which are typically controlled in various header 

fields of the packet are the data employed for packet filtering.  

In firewall, the packets are matched with rules and then forwarded or blocked as 

(“Allow” or “Deny”) to a specific boundary. 

A packet filtering rule set is arranged in a firewall policy. The packets are serially 

compared against the provided rules until a matching rule is discovered or matched [28]. 
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If there is no match found, then the packet will be “Denied” by default system. The 

packet organization for routing is, purely, based on the destination IP address & location. 

The rules of firewall are stated as IP address formula. 

2.4 Comparative Analysis and Summary 

The performance of network firewalls against DDoS assaults has recently been under 

intense scrutiny. The general security of the protected network is at great risk if network 

firewalls are not built well enough to withstand DDoS attacks. In order to forecast how 

successful and efficient network firewalls are during DDoS attacks, there is a rising 

demand for evaluating, modeling, and simulating the performance of network firewalls. 

In order to do the necessary tweaking for optimum performance, this will assist firewall 

designers and system administrators in locating bottlenecks and important variables that 

affect the operation of the firewall. Numerous design and operational concerns may be 

quickly resolved with performance analysis. This will assist firewall designers in doing a 

first-cut design to narrow the pool of design choices, and then using simulations or 

experiments to evaluate the performance of a few excellent ideas before constructing and 

deploying the system into their actual network environment. 

2.5 Scope of a Problem in Early Rejection Firewall 

Since the sequence of rules in the filtering rule list directly affects the semantics of the 

firewall security policy, a new rule must be added to the policy in the proper order to 

prevent shadowing or redundancy from being introduced. The user can insert new rules in 

the appropriate places by using the policy editor. Also, it locates anomalies that could 

develop as a result of properly inserting the new rule. 

2.6 Challenges 

According to research, source and destination IP addresses are frequently stated in terms 

of address ranges or system runs, or both, when defining firewall rules. There are a few 

problems or security advice that must be followed. Having to deal with issues of this 

nature is frequent.  
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The challenges rules can contain fixed matches, prefix matches, or range meets over 

various fields of the packet header. The most common problems and challenges for the 

Early Rejection Multi-Firewall comes in-front of us are. 

▪ Build a firewall that satisfies our requirements  

▪ Creating particular effective combinations.  

▪ successfully updating the firewall.  

▪ Following rules and regulations.  

▪ Removing erroneous results when traffic is obstructed. 

▪ Guaranteeing efficient setups. 

▪ To observe the laws and regulations. 

▪ To stop fake and harmful traffics while avoiding false positives. 

For choosing the proper firewall we are up to stop fake and harmful traffics while 

avoiding false positives. 

What if Firewall Fails? 

All type of data packets can enter and leave the network without restriction when a 

firewall is disabled. This encompasses both legitimate traffic and malicious data, placing 

the network at danger. Unwanted access across a poorly built firewall can result in 

breaches, data loss, and IP that has been taken or demanded as ransom. Unexpected 

interruptions: A misconfiguration may prevent a customer from interacting with a 

business, and this downtime costs the company sales. 

 

Figure: 2.6.2 Firewall Disable Situation for packets. 

All we can see if the Firewall is Disable to process packets them, all type of wanted & 

Unwanted data packets can enter and leave the network without permission when a 

firewall is disabled. 
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CHAPTER 3  

RESEARCH DETAILS  

3.1 Research on Early Traffic Rejection  

Firewall rules are written mainly to secure the internal network from the outside thread. 

These rules filter the unwelcome packets or thread which are found in the incoming node 

of traffic. The main target of firewall rules is to remain handle the exceptions and match 

the exception with the default deny rule. This problem costs highly matching overhead 

rather than other policies in the firewall rule-set. But the annoying data packets are 

dropped according to the denial policies. These midway denial rules are not optimized if 

these are optimized then it will have great impact on firewall act. In this segment, I have 

proposed a technique which reduce the matching time of firewall rules. So, we will pick 

the minimum early rejection rules which have got the maximum denial rate. 

Obviously, the address space of the traffic matching the default deny rule is the addition 

the address space represented by all previous rules.  

3.2 Details of the SA-BSPL Techniques 

The packet will be rejected as soon as possible without more examination of the 

remaining data if the two lists do not share any common rules. Other than that, the 

following field is checked. The list of matched rules will cross the prior list if the 

pertinent packet field matches this field, and so on. Due to the early discarding of 

undesired packets brought about by these 2 major improvements, the packet processing 

time is expected to improve. 

Table: 3.2.1 Table of Early Filtering System  

Algorithm FVSC PBER Trial Details 

Policy 

Estimating 

To get close to the 

policy, use the set 

cover algorithm. 

Boolean 

expression can be 

used to estimate 

the policy. 

There isn't any 

estimating done. In a 

other approach, the 

exact policy is stated. 
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Off-Line 

Phase 

Creating RR rules 
Create a BDD 

policy tree 

Create policy hash 

tables, then splay 

Traffic Flow 

Security 

RR rules 

added/removed 

according to traffic 

statistics 

Traffic statistics are 

used to alter the 

depth and layers of 

BDD tree traversal. 

The use of splay trees 

makes the method 

adaptable to 

fluctuations in traffic. 

But no traffic numbers 

are mentioned. 

Policy 

Execution 

Packets are delivered 

to the original policy if 

no choice is made 

using RR rules. 

If a certain BDD 

depth cannot 

produce a decision, 

the packet is routed 

to the initial policy. 

The initial policy was 

represented using hash 

tables and splay 

Filtering 

System 

Early filtering for 

rejected packets 

Early filtering for 

rejected and 

accepted packets 

Early packet rejection 

and accept filtering. 

Limitations 

Appropriate for 

simpler security 

settings with little 

variation in field 

values. 

Appropriate for 

extensive and 

complex security 

policies. 

The data storage can 

be increased by the 

values of range fields 

into prefixes using 

prefix conversion 

technique. 

 

Logically, when the rules were not satisfied the data packets then the data packets will be 

removed as early as possible to reduce the memory consumption according to the 

protocol. The early Rejection Rules can upgrade combinations of values from common 

fields. I have provided that the firewall laws are easy to find when the number of field 

values are fairly small. For illustration. If every positive rule uses a specific subnet or port 
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number as the destination, packets without this address or port can be safely rejected without 

more delivery. 

As, 

Definition 1: Let 𝒱(fj) = {𝒱𝒦 |∃ a policy provision that has the value 𝒱𝒦 for fj}, then Sk
j
 = 

{ri|fj
ri = 𝒱𝒦, i = 1……n, j = 1…5}, where fj

ri represents main value of field j in the rule i. 

Intuitively, Sk
j
 is the of rule that has the same value as 𝒱𝒦 in field fj. 

A bunch of different sets (Sk
j
) 

in all fields of decision laws is alike to the number of different needs (∑j=1
5 |V(𝐟𝐣)|). 

Finding a subset of the Sk^j's is the difficulty because every legal provision now belongs 

to at least one of them. 

Definition 2: Let the A signifies the set of all possible Sk
j
, and let A’ ⊂ A presents a 

selection of Sk
j
’s such that ⋃ Sk

j

S
k
j

∈A′
 = S. 

This means that all rules in the regulation are addressed by the set of rules. 

Formula 1: After NP-complete, there is a problem of identifying a collection of minimal 

size field values such that each law rule has at least one of these field values. The set 

cover issue with the component's low frequency serves as an instance of this (if the 

frequency is exactly 2) Refer to Using an approach, we will create an RR for the whole 

proof. 

So, there would be a rejection term (RT) for each Sk ^ j∈ A’ that will construct RR 

respectively. This paper, where Pkt (fj) is the value of field fj in packets to be examined, 

 
Figure: 3.2.2 Rejection Rules  

is used interchangeably by RR and A '. A standard law, for example, 

 
Figure: 3.2.3 Rejection Rules in Standard Laws 
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3.3 Host Based Firewall 

A host-based firewall is a type of firewall software that is installed on a single computer 

or other networked device. These kinds of firewalls provide granular protection for 

individual hosts against viruses and malware while also limiting the spread of these 

damaging infections across the network. 

The different conditions of this firewall is It’s faithful to the Local Configuration & it 

Travels with the only Computer it’s connected. 

 
Figure: 3.3.4 Host Based Firewall Working Procedure 

A firewall program that is installed on a single computer or other networked device is 

known as a host-based firewall. These kinds of firewalls prevent the network-wide spread 

of these harmful diseases while also providing granular protection against viruses and 

malware for specific hosts. 
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3.4 Data Collected Using Optimizing Rejection Address Space 

 

Since it is nearly impossible to look for the minimum size solution as the size of the rule 

increases. In fact, we need other alternatives for detecting different types set of flows 

which have been rejected. The ratio for the first one is around 1+ln(|S|), For the five 

fundamental firewall rules-protocol, source-IP, destination-IP, source Port, and 

destination Port-the first method employs strict integer programming and yields an f-

estimate ratio, where f is the maximum number of subsets to which each element may 

belong. 

For almost all policy size,rules the latter algorithm is better because it delivers better calc

ulation result, but both results can help to generate more effectual solutions. 

Dynamically Rule Selection 

Here, I am proposing to discuss about a calculating technique that generates a group of 

"A'" (i) to reject data packets. Then again, locating the perfect answer to denial is by no 

means easy, and this results in perplexity. Therefore, the phase's awareness is on 

designing each issue using arriving packet reports and policy information to establish the 

right collection for rejection regulations RRS. In the actual international setting, not one 

of the positive checking techniques is effective, yet all of them perform nicely in less 

controlled situations. This is usually the case because early rejection would benefit the 

most from linear search strategies. Assuming that each person has the equal risk of 

rejecting a packet and that simplest the default policies follow to rejected visitors  

Take the proportion of site visitors that may be brushed off early average and the 

percentage of site visitors with a purpose to be early conserved the use of RRs. The range 

of rules for rejection need to be installed by using, with the intention to lower the 

standard number of comparisons within the early rejection regulations. 

 

Figure: 3.4.5 Dynamic rule formula 
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Then it will take us to, 

 

Figure: 3.4.6 Expected Result 

 

Use of Algorithm-1 here, 

 

Figure: 3.4.7 Formula of Algorithm-1 

 

After this we reach to, Algorithm 2 Dynamic Rule Selection 

 

Figure: 3.4.8 Formula of Algorithm-2 
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The first, second, and third terms on the right side of the inequality reflect the average 

values of early rejection rules rejection, law rejection, and standard rules rejection, 

respectively. The left term in the inequality displays the average number of correlations 

per packet despite early rejection. As long as new rules continue to reject packets, we can 

see that the boundary for all values of increases. Therefore, as long as the bound is met, 

we may add more RRs to enhance filtering. 

To judge the result of adding a particular RR, more careful analysis is required. Now let α 

be the traffic portion approved by the legislation, and after adding ϒ early denial rules, 

we have 𝛽ϒ, 𝛿ϒ 𝑎𝑛𝑑 𝛾ϒ respectively, the traffic segment denied by the RRs, the law 

denies rules, and the default rule 3 

Now, after adding the ϒ RR, we can determine the typical quantity of comparisons per 

packet as follows: 

           

Figure: 3.4.9 Formula of Determining the Average Number. 

So where c is the overall cost of the RR, now it’s usually related to the number of terms 

included with the statute. now, 𝜕𝛿/𝜕𝛾>0, 𝜕𝛽/𝜕𝛾, 𝜕Υ/𝜕𝛾>0, 𝛼 + 𝛽𝛾+Υ𝛾+𝛿𝛾 = 1. 

Now, Let △ 𝛿𝛾 be the portion of the total traffic the 𝑟𝑡ℎ RR refuses. Then we can 

clearly see that, 

 

Figure: 3.4.10 Portion of the total traffic analysis System. 

It is meant to flood the victim network with unwanted traffic in order to prevent actual 

traffic from getting through to the primary victim system. There are mainly two types of 

attacks that use up bandwidth. The first type of assault is a flood attack when a victim 

system is chosen and additional victim systems are exploited to saturate it with traffic. 

Eventually, the bandwidth of the victim system would get congested. 
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Data plus a header make up a packet. By applying the rules successively, an IL program 

analyzes whether a certain packet is approved or rejected. The result depends on the first 

rule header that matches with the packet header (Accept or Deny). 

After matching packets, Algorithm-3 For Early Rejection Filter, 

 

 

Figure: 3.4.11 Following Condition for Early Rejection. 

To explain the implementation of the law of 𝜸𝒕𝒉 RR: 𝑨𝜸 − 𝑨𝜸−𝟏<0 must be in place. 

Therefore, we can derive the following condition from (3) and (4): 

 

Additionally, it can also be translated as 

 

To improve runtime evaluation based on the kinds of statistics stored at the firewall. 
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The added rule can be evaluated after each time window based on (5) or (6) to decide 

whether to use or delete the 𝑟th RR as defined in Algorithm 2. Because shorter rejection 

rules are easier to evaluate and cover more ground than longer ones, we should first add 

them in order of length. 

As the traffic data demonstrate each RR's effectiveness, they will be utilized frequently to 

optimize the procedure by continually selecting the most crucial rules for early rejection. 

In addition, RTs is sorted system according to its efficiency within each rule; to 

maximize running time by evaluating each RR's shortcut. The three algorithms 

demonstrate the early rejection module's main operations. In Algorithm 1, we use 

different solutions to the set cover problem to construct the candidate rejection rule list.  

Algorithm 2 is responsible for the periodic removal of rules depending on the output loss 

of each rule.  

Set of Algorithm-2 updates the records necessary for early rejection in addition to 

displaying the early rejection zone in compared to conventional packet filtering. For 

every packet window, it also triggers the dynamic rule selection method to update the 

active early rejection rule listing. To keep away from computing new answers at runtime, 

which is noticeably costly to utilize in actual time, an Algo-1 pre-processing step is used 

to generate a set cowl.  

To avoid computing new solutions at runtime, which is exceedingly expensive to utilize 

in real time, an Algo-1 pre-processing step is used to generate a fixed cover. 

3.5 Statistical Analysis on Optimizing Rejection  

The firewall are designed to let valid packets flow. By comparing a packet's header 

information with the established regulations, it may be determined whether or not it is 

legitimate. A packet that is rejected by the default rule will consume significantly more 

computer resources and processing time than packets that are subject to several rules. If 

the attacker is aware of how the firewall works, it may get stuck and consume a lot of 
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resources handling these packets. On firewall devices, certain early packet rejection 

mechanisms for unwanted packets are suggested as defense against this attack. 

In Figures 1 and 2, The differences between the default firewall and the firewall with an 

extra early packet rejection module are displayed. The basic firewall rules instantly filter 

the packets, as seen in Figure 1. Whereas Fig-2: The packet is filtered by a module that 

performs early packet rejection before filtered by the original firewall rules. 

 

Figure: 3.5.12 Traditional Firewall Rule Matching 

3.6 Regular Traditional Based Packet Filter 

Traditional firewall has a rule-set to execute actions according to incoming and outgoing 

packets of network. The data packets are mainly checked in the listed rule of a firewall 

and then if the packets match with any rule, after that it will be passed according to the 

predetermined allow or deny action. It consists a huge number of rule-set which are well-

ordered according to importance. How the original firewall and the firewall with an 

additional early packet rejection module differ from one another is seen in Figures 14 and 

15. Fig. 14 shows that the first firewall rules directly screen the packets, but Fig. 15 

shows that the early packet rejection module filters the packet first and then the initial 

firewall rules filter it. 
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Figure: 3.6.13 Proposed Protocol Based Early Rejection Firewall Model. 

3.7 Proposed Methodology on Protocol Based Packet Filter 

Protocol-based firewall mainly works as a subsection of traditional firewall which means 

it divides the long traditional firewall into many sub-firewalls classified by protocol. Here 

incoming traffic is sorted against various types of protocol after that it goes into the exact 

firewall for further rule matching. In this model, firewalls are shorter and also effective 

for rule matching because in the protocol-based firewall the rules are classified by the 

protocol.  

Table: 3.7.2 Proposed Protocol Filter Model Table 

Direction Source Destination Protocol 
Source 

Port 

Destination 

Port 

ACK 

set UDP 
Rules / Notes 

In Ext Int UDP >1023  1812  [2] 

Authentication query 

for external client to 

internal Radius server. 

Out Int Ext UDP 1812[1] >1023  [2] 

Authentication response 

internal Radius server to 

external client. 

In Ext Int UDP >1023  1812[2] [2] 

Authentication notification 

for external client to 

internal Radius server. 

Out Int Ext UDP 1813[3] >1023 [2] Authentication response 

internal Radius server to 
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external client. 

Out Int Ext UDP >1023 1812[1] [2] 

Authentication query for 

internal client to external 

Radius server. 

In Ext Int UDP 1812[1] >1023 [2] 

Authentication response 

external Radius server to 

internal client. 

Out Int Ext UDP >1023 1812[2] [2] 

Authentication notification 

for internal client to 

external Radius server. 

In Ext Int UDP 1813[3] >1023 [2] 

Authentication response 

external Radius server to 

internal client. 

Packet Filtering Characteristics 

UDP port 1812 and UDP port 1813 are used for RADIUS authentication and accounting, 

respectively. The ports 1645 and 1646 that were utilized in early RADIUS implementations 

are no longer in use.  

Here we can see there is few equations as (1) UDP has no ACK equivalent, (2) Early 

operation or implements might use 1646 & (3) Early operation or implementations use 

1645. 

There is never a need for router discovery to pass via one. Router discovery is solely 

meant to communicate details about the local network. Therefore, it is secure and 

recommended to exclude it from all packet filtering routers. 

Recent studies indicate greater awareness of and developments in firewall functioning 

and technology. asks for: The firewall is one of the most used network security although 

it has limits and can be abused by hackers. It may be able to protect the network from 

external threats, but it's not designed to do that if the threat or hacker occurs from within 

the network. 
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There has been an improvement in knowledge about firewall technology, operation, and 

improvements, according to firewall study. asks about: The firewall is one of the most 

widely used network security solutions, despite having limitations and being vulnerable 

to malicious hacking. However, if a threat or hacker comes from within the network, that 

threat or hacker is not designed to achieve that. The network may be safeguarded against 

external threats. 

 

Figure: 3.7.14 Packet Filtering Structure for Internal Network. 

3.8 Implementation Requirements for Protocol Based Firewall 

I'm trying to use the FLIP tool to integrate the methods and algorithms discussed in this 

chapter into a software module. Conflict analysis and the generation of basic rules are 

performed using the implementation tool FLIP. Building the implementation in Java will 

be preferable. I'm trying to describe my evaluation method in this part for the analysis of 

the FLIP's usability and performance. 

The FLIP tool has been used to try to incorporate the ideas and methods described in this 

chapter into a software module. Fundamental rule generation and conflict analysis are 

done using the implementation tool FLIP. The implementation should be created in Java. 

I'm aiming to lay out my evaluation process in this part as I look into FLIP's usability and 

usability. 
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Figure: 3.8.15 Packet Filtering Structure for Internal Network. 

SYN is activated during the first two packets of a connection to establish sequence 

numbers. In order to provide the second packet with a number to acknowledge, the initial 

packet of a connection must have SYN on and ACK off because it is not a response to 

anything. More information about sequence numbers is given in the section that follows.  

In order to establish sequence numbers, SYN is engaged during the first two packets of a 

connection. The initial packet of a connection must have SYN on and ACK off as it is not 

a response to anything in order to provide the second packet a number to acknowledge. 

This is because several policy groups are applied to each domain crossing; hence, 

different policy groups' rules must be reviewed independently in order to detect conflicts. 
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Figure: 3.8.16 These are the approximate amount of generated through FLIP 

In an effort to assess FLIP's scalability, I'm trying to run some simulations. I've created 

three sets of definitions for policy groups and domains. The target domains on which the 

policy groups are used do not cross in the first set. In the second group, 20% of the target 

domains overlap, and in the third set, 40% of the target domains overlap.  

The B-class IP network that my proposal simulates is the aim, and we may suppose that 

each policy group clearly defines 20 high-level rules and applies to a different domain. 

FLIP is the main tool I am trying to use to assess these policy groups and look for 

conflicts with other policy groups. The outcome makes it clearly apparent that the time 

required to identify conflicts grows as the number of intersecting domains rises. 

This is the result of the fact that each domain intersection is applied to many policy 

groups, and that in order to identify conflicts, the rules from various policy groups must 

be examined together. 
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CHAPTER 4  

PROPOSED PROTOCOL BASED FIREWALL  

4.1 Traditional Filter Firewall  

Traditional firewall has a rule-set to execute actions according to incoming and outgoing 

packets of network. The data packets are mainly checked in the listed rule of a firewall 

and then if the packets match with any rule, after that it will be passed according to the 

predetermined allow or deny action. It consists a huge number of rule-set which are well-

ordered according to importance. In the character ‘Traditional Firewall Rule Matching’ 

it’s shown as that, there are many rules to execute. In a result “if any packet does not 

match with the rule then it will cross a long path to match the default discard rule”.  

A traditional firewall is designed for the flow of traffic that goes in and out of a network. 

As example, if one packet matches with the rules then it would cross a long path of rule 

list. It consumes more time and processing overhead to pass the data into the secured 

network. In traditional firewall there is no group based on any section of 5 tuples.  

 

Figure: 4.1.1 Traditional Filter Firewall 
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4.2 Experiment on Protocol Based Packet Firewall 

Protocol-based firewall mainly works as a subsection of traditional firewall which means 

it divides the long traditional firewall into many sub-firewalls classified by protocol. Here 

incoming traffic is sorted against various types of protocol after that it goes into the exact  

firewall for further rule matching. In this model, firewalls are shorter and also effective 

for rule matching because in the protocol-based firewall the rules are classified by the 

protocol. For example, (If a TCP packet goes for the TCP firewall rule set, the UDP 

packet will go for the UDP firewall rule set in the same way, then packets will match the 

rules of their specific firewall rule set. This method will help to reduce the matching time 

and processing procedures. 

 

Figure: 4.2.2 Protocol Based Firewall Rule Matching 
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There are many types of firewalls have been used to secure the internal network from the 

outside world. 

Firewall matches network traffic with the rule set in its table. Once the rule is met, the 

network traffic related action is applied. Handling out going traffic from source is little 

bit easy and less important than handling the incoming traffics. Incoming traffic can 

come from different end point among them some are dependable and some of them are 

false. 

In the traditional firewall all protocol (UDP, TCP, ICMP, HTTP etc.) have same firewall 

rule-set. But the rules are not branded according to protocol before. As a result, when the 

firewall started matching the rules from the list for the different packets of different 

protocols, then the packets need to traverse a long path to match the rules because all the 

rules for different protocol are in the same list. In my proposed model I have mainly 

categorized the incoming data packets according to protocol and bypass them to the 

protocol-based firewall for matching the rules. In this theory, I have mainly divided the 

long firewall rule-set into many protocol-based firewall rule-set which will be shorter and 

real than the previous ones.  Because now in my model the packets will navigate less path 

to match the firewall rule-set.  

 

Figure: 4.2.3 Network Accessing Protocol analyzing System. 
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4.3 Experimental Result on Research 

In this section, we analyze the Fire Wall using both simulations with TCP and UDP and 

real-world case studies. We initially conducted a number of simulations runs to evaluate 

the accuracy and scalability of our approximation algorithms in comparison to the best 

solutions. In order to ascertain how well Fire-Blanket will perform in a real-world 

network environment, we use Fire Wall to evaluate the campus network for an academic 

institution. From there, we may try to design security configurations for various budgets. 

I'm trying to do a sizable number of simulations and packet trace analysis tests to 

investigate the performance gain of my proposed rule order optimization method in 

firewall filtering. Using my adaptive rule optimization approach instead of linear packet 

matching with the original, unoptimized rule list results in an average decrease in the 

number of packet header comparisons against the policy rules, that is how the 

performance gain is determined. 

4.4 Research Outcome 

In order to generate a set of rules that can swiftly reject a large number of unwanted 

packets, this approach looks at the firewall policy rules. It is an issue, and the answer is to 

use an approximation strategy that pre-processes the firewall policy offline to produce a 

number of almost perfect solutions. 

In the research when the router arranged the rules according to the number of significant 

bits in the source address, the more specific rules are implemented first. So, regulations 

that apply to more precise IP source addresses would take precedence over those that 

apply to less particular IP source addresses. The regulations would then be implemented 

in the Early Rejection Rules order in this situation. If the rules are applied in order then, 

Table: 4.4.3 Source of Traffic Incoming 

 

 

 

 

Rule Source Address Destination Address Action 

Y 10.1.99.0/23 188.16.0.0/16 Deny 

X 10.0.0.0/8 188.16.6.0/24 Allowed 

Z Any Other Any Other Deny 
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Here are a few examples of packets with the new results if the rules are applied in the 

sequence of Early Rejection rules; we point out the differences between the new results 

and the previous case. 

Table: 4.4.4 Source of Traffic allowing & Disallowing. 

Packet Source Address Destination Address Desired Action Actual Action 

1 10.1.99.1 188.16.1.1 Deny Deny(Y) 

2 10.1.99.1 188.16.6.1 Allowed Deny (Y) 

3 10.1.0.1 188.16.1.1 Deny Deny (Z) 

4 190.168.4.3 188.16.1.1 Deny Deny(Z) 

5 10.1.1.1 188.16.6.1 Allowed Allowed(X) 

 

4.5 Discussion on Firewall Rule  

To improve packet matching capabilities in firewalls, I am representing the issue of 

optimizing packet filtering rules. Here, the general problem in polynomial time is 

challenging to solve. We provide a heuristic method of estimation that runs in polynomial 

time and achieves results that are close to the best for the most well-known firewall rules. 

IP-Sec filtering rules will be the focus of this discussion in this part, but others may 

model and evaluate other filtering policies using the framework that is being provided. 

Definition-1: An access policy, or {P = R1, R2,,, Rn,} is a list of n filtering rules that 

decide the proper course of action to be taken with regard to each incoming packet. 

Definition-2. A filtering rule, Ri, is made up of a set of restrictions on a set of k filtering 

fields, {F = f1, f2.., fm }, and an action, chosen from the set of all actions. A. Each rule 

may be expressed. It's crucial to note that we see this method as an offline procedure that 

occurs before the actual deployment of the filtering rules in the firewall rule table. We 

place greater emphasis on accuracy and usability than computation complexity and 

algorithm optimization since the "Firewall Policy Advisor" is a tool available. When the 
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filtering rules are eliminated, the rules may be arranged in the best way possible by 

simply sorting them according to their weights in a non-increasing manner. It’s not an 

option since weighted ordering of the rules could be incompatible with rule 

dependencies. 

I've attempted to show how to improve packet filtering rules here so that we can see how 

firewalls may improve their packet-matching skills. The more general polynomial-time 

problem is challenging to resolve in this case. We provide a heuristic estimate method 

that yields results that are almost optimum and runs in polynomial time for the most 

popular firewall rules. Although other people may create and evaluate alternative filtering 

policies using the provided structure, the discussion in this part will be focused primarily 

on IP-Sec filtering rules. 
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CHAPTER 5  

OPTIMIZING RULES IN ORDERS  

5.1 Impact on Society of Protocol Based Filtering Firewall 

The maximum number of children one parent is capable of having is how we regulate the 

inheritance links between groups (degree). Greater tree depth results from lower degrees. 

By extension, this means that kid groups receive additional regulations from parent 

groups. In this experiment, it is assumed that 20% of domains are IP-range-defined and 

20% of high-level rules are exception-free. Both policy groups and domains are created 

by us. In order to execute the experiment with varied degree values, we fix the 

relationship between the policy group and domain. The outcome of the quantity of low-

level regulations is depicted in Fig. 3.10. We might infer from this conclusion that the 

degree of change has little impact on the total number of rules. 

Table: 5.1.5 Impact of Exception Rules for Early Rejection Protocol. 

 

Since several rules are necessary to adequately represent the user's goals, it is crucial in 

my research to translate exception rules. By examining the number of rule modifications 
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in proportion to the percentage of exception rule changes, I'm aiming to illustrate the 

level of 5, 20% of IP-defined domains. Figure 5.1.1 shows the result. This graph shows 

that the overall number of low-level rules does not increase much when exception rules 

increase. 

5.2 Impact on Environment of Matching Recency 

When the actual packet matched quality significantly deviates from the ideal matching 

expected, this form of update is instantly initiated. I am using the routine factor ε to 

measure the nonconformity from the optimal average number of matches measured in the 

last update of the rule list for the actual average number of matches. The period between 

two successive rule list update occurrences is referred to as the update interval. 

Therefore, ε is given using the equation below: 

 

𝜖 =  
∑ 𝑝𝑖 𝑑𝑖

𝑛
𝑖=1

∑ 𝑞𝑖 𝑑𝑖
𝑛
𝑖=1

 – 1     (12) 

 

Here 𝑑𝑖  is the 𝑅𝑖 rule length, 𝑝𝑖 and 𝑞𝑖 are the 𝑅𝑖  packet proportions, respectively, in the 

current and previous update pause. Although this equation efficiently measures It costs a 

lot of money to monitor the deviation from optimal matching for each packet that the 

firewall receives in real time. Therefore, I have used an exponential moving usual ℎ̅ to 

calculate the average number of packets matches as follows: 

 

ℎ�̅� = (1-𝜔) ℎ𝑗−1
̅̅ ̅̅ ̅̅ +  𝜔ℎ𝑗     (13) 

 

Where ℎ𝑗  is the filtering rule depth consistent to packet j. The quality variance can 

therefore be valued at any time using ℎ̅ as follows from the above equations: 

 

휀 =  
ℎ̅ 

∑ 𝑞𝑖𝑑𝑖
𝑛
𝑖=1

 -1 = Kℎ̅ -1     (14) 
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Where 𝑞𝑖𝑑𝑖 is a constant when determined when optimizing the rule list. The deviation 

factor is calculated after each packet matches the rule list and a new optimized rule list is 

built if its value exceeds a certain deviation threshold. A user configurable limit to 

determine the maximum appropriate deviation from the optimum average matching is the 

deviation edge ε𝑡ℎ𝑟. 

The rule recentness 𝑇𝑖 can be represented in the time break as the time 𝑡𝑖 ratio in which ru

le 𝑅𝑖  is finally matched in the same interval to the time 𝑡𝑙𝑎𝑠𝑡 till the last rule is 

matching in firewall. 

𝑇𝒊 =
𝒕𝒊

𝒕𝒍𝒂𝒔𝒕
     (7) 

𝑇𝑖 =
𝑝𝑖

𝑃
     (9) 

Due to the locality of matching property outlined in Section 3, rule frequency and 

regularity are crucial because they show how probable a rule is to match a packet in the 

future. According to our Section 6 evaluation research, the rule's frequency is more 

responsive to heavy-weight bulky flows than it is to long-lived burst flows. A weighted 

average of these two variables is the weight 𝜔𝑖 of rule 𝑅𝑖  as follows: 

𝜔𝑖 = (1 − 𝜌)𝐹𝑖 + 𝜌𝑇𝑖     (10) 

The recentness of ratio 𝜌 specifies the weight of the rule would be dependent on the 

recency of the rule. The traffic types has an impact on the recency factor value as ( Bulky 

vs Bursty) Section 6 further explores the impact of the recency ratio. I have removed the 

frequency and recency values found in Equations (8) and (9) to avoid the division 

operations in the calculation of law weights. 𝜔′𝑖 can be extracted from a computationally 

simplified weight 𝜔′𝑖 of rule 𝑅𝑖 as follows: 

𝜔𝑖 = 𝜌
𝑝𝑖

𝑃
+ (1 − 𝜌)

𝑓𝑖

𝑃
 

=
1

𝑃
[𝜌𝑝𝑖 + (1 − 𝜌)𝑓𝑖] 
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𝜔′𝑖 = P𝜔𝑖 =  𝜌𝑝𝑖 + (1 − 𝜌)𝑓𝑖           

Notice that 𝜔′𝑖 does not require any division activities, but still tests the value of rule 𝑅𝑖 

as per other policy regulations. Therefore, in Algorithm 1 𝜔′𝑖 can be used directly to fix 

rule weights with much less overhead processing. Note also that the algorithm's weight 

optimization limit should be multiplied by the total number of P packets. 

5.3 Ethical Aspects on Optimal Rules in Ordering Problem 

The ideal rule ordering challenge in a protocol-based firewall is to fill a real rule order 

that receives the fewest packet matches due to an assembly of filtering rules with inter-

rule trust. Only when the existing relationships between the rules are preserved is the 

ordering of rules acceptable. If all packets are in serially matched in order to the policy 

containing of ‘n’ filtering rules with 𝒅𝒊 as the policies order of rule 𝑹𝒊 and 𝒅𝒊 is a weight 

that resembles 𝑹𝒊's power in packet matching, we can then define ORO by the following 

minimization: 

𝒎𝒊𝒏 ∑ 𝝎𝒊𝒅𝒊
𝒏
𝒊=𝟏             (1) 

In order to solve the ORO problem, it can be formalized as a binary integer program 

(BIP) as follows. 

𝒎𝒊𝒏 ∑  ∑ 𝒌𝒏
𝒌=𝟏 𝝎𝒊𝒙𝒊𝒌

𝒏
𝒊=𝟏      (2) 

Subject to ∀𝒊 ∑ 𝒙𝒊𝒌
𝒏
𝒌=𝟏  =1 (3) 

 ∀𝒌 ∑ 𝒙𝒊𝒌
𝒏
𝒊=𝟏  =1 (4) 

∑ 𝒌𝒙𝒊𝒌 − ∑ 𝒙𝒋𝒌 < 𝟎 𝒏
𝒌=𝟏

𝒏
𝒌=𝟏 if 𝑹𝒊 →  𝑹𝒋  (5) 

𝒙𝒊𝒌 𝝐 {𝟎, 𝟏}, 𝒊 𝝐 {𝟏, … , 𝐧}, 𝐤 𝛜 {𝟏, … , 𝐧} 

 

Where 𝑥𝑖𝑘 is a binary function, 𝑥𝑖𝑘 = 1 if rule 𝑅𝑖 is set to position k in the law, and 𝑥𝑖𝑘 = 0 

otherwise. The objective minimize function (2) is similar to the optimization problem 

described in (1) where the rule 𝑅𝑖 depth 𝑑𝑖 is given by the ∑ 𝑘𝑥𝑖𝑘
𝑛
𝑘=1  k𝑥𝑖𝑘 expression and 
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𝜔𝑖 is the rule weight. The rule weights calculation is defined later in Section 5.1. 

Constraint (3) ensures that each rule is located exactly at one place, while Constraint (4) 

ensures that exactly one rule applies to any specific location. Constraint (5) maintains the 

ordering precedence between dependent rules by certifying that if 𝑅𝑖 has a higher 

precedence over 𝑅𝑗  rule (referred to as 𝑅𝑖 → 𝑅𝑗), then 𝑅𝑖 's order in the law will precede 

𝑅𝑗 .The validation of the above-mentioned BIP allows iterative numeric ways to solve the 

ORO problem. It is possible to obtain a lower limit as the ORO problem by soothing the 

binary variables through the linear variables & helps to solve the BIP calculations like a 

issue with linear programming. To minimize the impact of creative explosion and find the 

best solution, the branch-and-bound technique can be used in connection with the 

gradient projection method. Nonetheless, a more effective approach is required to 

calculate the solution, due to the fact that the branch-and-bound technique cannot provide 

a polynomial computation time in the number of rules. In the section that follows, I 

outline my heuristic approach to the ORO issue, which can produce a close to optimum 

result in polynomial time. By simply sorting the rules in non-increasing order based on 

their weights, the best rule ordering may be discovered after the filtering rules have been 

eliminated. However, since most firewall policies have dependent rules, simple sorting is 

ineffective since rule dependencies could clash when rules are arranged in accordance 

with their weights. The ORO issue is comparable to the scheduling of work for a single 

machine with historical constraints. 

5.4 Optimal Rules Ordering ORO Procedure 

Although several approximation algorithms have been put forward to solve the 

1|𝛽|𝑛 ∑ 𝜔𝑖𝐶𝑖
𝑛
𝑖=1  problem of the best guess provides an optimal solution (2 − 

2

𝑛+1
),  

There are different policies. The range of policies is n. This answer is two times larger 

than the appropriate one, even though there are between 100 and 1,000 restrictions. 

Numerous work scheduling theories also rely on simulating the issue as a linear system 

and solving it, which is a dynamic and assistance-extensive approach for actual firewall 

application. I have developed a special heuristic estimate technique for using the ORO 
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issue it is more effective and practical for use. in firewalls as a result of these factors. 

Real firewall filtering strategies consider three key characteristics. The dependency 

intensity is so profound because of the rule weight distribution, which is notably biased 

so that a few rules match the majority of internet users.  

My heuristic's specifics are described in Algorithm 1. The rule list to be optimized and an 

optimization limit, also known as the active rules, are inputs to the algorithm. The 

optimization limit indicates an upper bound on the overall weight of the selected rules 

throughout the optimization process. Then a Max Heap of weight-based sorting criteria is 

generated. 

The Max-Heap data structure keeps the item with the greatest weight at the top so that it 

may be restored in constant time. 

 Algorithm 1 Optimize Active Rules  
 

1: weight ← 0 

2: H ← Build Max Heap (H, rule list) 

3: while H is not empty do 

4:      Rb ← Heap Extract Max (H) 

5:      for each Rd ϵ {rules dependent on Rb} do 

6:         if Rd  ∉  active rules then 

7:  current ← List Tail (active rules) 

8:         while current ≠ nil do 

9:     Ra ← List Get (current) 

10:    If weight (Ra) < Weight (Rd) and Ra not reliant on Rd then 

11:  List Remove (rule list, 𝐑𝐝) 

12:    end if 

13:    end for 

14: List Insert Tail (active rules, Rb) 

15: List Remove (rule list, Rb) 

16: if weight ≥ opt_limit then 

17:     break 

18:     end if 

19:     end while 

20: for each Rm ϵ rule list do 

21: List Insert Tail (active rules, Rm) 

22:     end for 

23: return to active rules 
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This is the policies are successively selected from the pile in descending order of their 

weights. The optimized energetic rule listing (traces 6–17) gets rid of each base rule from 

the heap together with all structured guidelines that have to come earlier than it, and then 

installs them in the right order. Every based rule is protected in the powerful rule set, 

which arranges the regulations inside the list in keeping with their weights in descending 

order. The optimized list is then up to date to encompass the simple rule that changed into 

eliminated from the heap. The algorithm optimizes a set of n rules in O(𝑛2) running time, 

thus, theoretically. It leads to a decrease in the total number of iterations in the outer loop, 

as well as a reduction in the heaping time. Therefore, when considering only the most 

effective rules, using the optimization weight limit greatly reduces the number of 

iterations in the inner while loop. Here in this analysis in Section 6 shows that optimizing 

the most effective 25-45% of the policy rules is necessary. Clearly, the space complexity 

is bounded by O(n) as the algorithm only carries two lists of filtering rules. 

To decrease the time required to insert the rule, my approach employs a dual-linked rule 

list operation. Also, the collection of rules preceding each policy rule is easily accessible 

via a linked list of pointers established during the policy pre-processing step. Such pre-

processing occurs only when the firewall is booted or a filtering rule is modified. 

5.5 Dynamic Rule in Order for Protocol 

I have described the basics of the way the guideline order optimization method is applied 

in real firewalls here. A version tool that activates the best optimization set of rules while 

it's miles important based on the maximum current visitor’s systems is likewise blanketed 

inside the implementation.  

The process for calculating filtering rule weights to represent the matching cost of each 

rule relative to others is discussed. I am trying the rule as like. 

As, 

• For each policy group 𝑷 do 

• 𝑷, 𝑠𝑡𝑎𝑡𝑒 ← unfinished 

•    end for 

• for each P with 𝑷, 𝑠𝑡𝑎𝑡𝑒 = unfinish 𝒅𝒐 

• rule Generation (P) 

•    end for 
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Computation of rule weights 

Every rule in the filtering policy is assigned a weight that matches the traffic controlled 

by the firewall to indicate the authority of this rule. Two conditions are used to determine 

the rule weight: (1) Matching rate to determine how often the rule was triggered & (2) 

Using matching timeliness, you may find out when the rule was last triggered during the 

packet's matching phase. 

5.6 Integration with packet matching 

The optimized rule list is created to fit incoming packets to the firewall based on the 

chosen rule weights. When the future distribution of traffic over filtering rules is exactly 

in line with the distribution when the list is produced, the reduction in matching is at its 

greatest. The primary reason is that because Internet traffic flows across filtering rules are 

dynamic, it is necessary to dynamically alter rule weights in order to replicate the present 

distribution. 

As a result, I'm suggesting two different types of rule list updates: (1) performance-based 

triggered updates, and (2) periodic updates based on time. By limiting these changes to 

prevent processing overhead, it achieves the objective of dynamically adjusting the rule 

weights to create an order that is as near to the ideal as feasible. 

Algorithm 2 Matching Packet 

1: The packet counts ← packet count + 1 

2: time ← Get Current Time () 

3: H ← Get Packet Header(p) 

4: rule ← Match Rule (H, rule list) 

5: if rule ≠ nil then 

6: action ← rule action 

7: rule frequency ← rule frequency + 1 

8: rule recency ← packet count 

9: action ← DEFAULT_ACTION 

10: end if 
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11: if the solution is = ALLOW then 

12: Forward Packet(p) 

13: else 

13: if ε > 𝛆𝒕𝒉𝒓 

14: Calculate Rule Weights (rule list) 

15: Optimize Active Rules (rule list, OPT_THR) 

16: for every single rule ∈ list of rules 

17: rule frequency ←0 

18: rule recency ←0 

19: end for 

20: count of packet←0 

21: update ← time 

22: end if  

5.7 Performance-Based Triggered Updates 

If the observed packet matching quality differs noticeably from the desired matching, this 

form of update is rapidly initiated. The performance component is used to calculate the 

difference between the real average number of matches and the suitable common variety 

of fits as described via the most current rule listing update.  

The update c programming language is the period of time among 2 successive rule listing 

update activities. Consequently, it the usage of the following equations: 

𝜖 =  
∑ 𝑝𝑖 𝑑𝑖

𝑛
𝑖=1

∑ 𝑞𝑖 𝑑𝑖
𝑛
𝑖=1

 – 1    

Where 𝑑𝑖  is the 𝑅𝑖 rule length, 𝑝𝑖 and 𝑞𝑖 are the 𝑅𝑖 packet proportions, respectively, in the 

current and previous update pause. Despite measuring the deviation from ideal matching 

effectively, this equation is quite costly to use for each packet that the firewall receives in 

real-time. Therefore, we use an exponential moving usual ℎ̅ to calculate the average 

number of packets matches as follows: 
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ℎ�̅� = (1-𝜔) ℎ𝑗−1
̅̅ ̅̅ ̅̅ +  𝜔ℎ𝑗      

 

Where ℎ𝑗  is the filtering rule depth consistent to packet j. The quality variance can 

therefore be valued at any time using ℎ̅ as follows from the above equation: 

휀 =  
ℎ̅ 

∑ 𝑞𝑖𝑑𝑖
𝑛
𝑖=1

 -1 = Kℎ̅ -1      

Where 𝑞𝑖𝑑𝑖 is a constant when determined when optimizing the rule list. The deviation 

factor is calculated after each packet matches the rule list and a new optimized rule list is 

built if its value exceeds a certain deviation threshold. A user configurable limit to 

determine the maximum appropriate deviation from the optimum average matching is the 

deviation edge ε𝑡ℎ𝑟. 

5.8 Sustainability Plan for Packet matching algorithm 

Algorithm 2 specifies how adaptive rule order optimization is implemented in a typical 

firewall packet matching module. The algorithm executes the common packet matching 

procedure by comparing the packet header to the rule list and performing the associated 

filtering action. As packets are received, the global packet counter will increase, the rule 

frequency and recentness will change, and Equations 13 and 14 will be used to calculate 

the current average number of matches and output variance. The procedure for enhancing 

the rule order raised after computing the new rule weights is employed if the current 

variance exceeds the appropriate threshold or the most recent periodic update interval has 

passed. Then the global packet counter is reset to zero (Lines 22-26) as well as the 

frequency and recency of each law. 

It’s important that the other processing applied to the packet matching algorithm presents 

minimal overhead processing. On the one side, each packet's storage requires just six 

mathematics operations, when reviewing the rule list, caused and frequent updates are 

rarely performed. 



©Daffodil International University  41 

 

CHAPTER 6  

FUTURE RESEARCH FOR IMPLEMENTATIONS 

6.1 Summary of the Study Research 

The Firewall and Early Rejection summary is a type of first-level security procedure for 

the private network from outsiders and attackers set by the creation of a firewall. The 

sorts of attackers that are active online are briefly described in this section. There are 

many other ways to classify these assailants; however, we can't really do credit to the 

wide variety of assailants we've encountered over the years, and any rapid overview of 

this kind always provides a very stereotypical perspective. However, this description may 

be helpful in identifying the main types of attackers. There are traits that all attackers 

have in common. They make an effort to hide their name, true location, and physical 

characteristics because they don't want to be discovered. 

If they manage to obtain access to our system, they will undoubtedly try to keep it, if at 

all feasible, by adding other access points. They believe we won't notice these access 

points even if you discover the attackers themselves. The majority of them interact with 

others who share their interests and will typically spread the knowledge they get through 

assaulting our system. It's possible that a second round of assailants won't be so kind. 

6.2 Solutions 

I have focused mostly protocol-compliant exclusive traffic and the firewall rule-set in my 

examine report. Because the packet would not should undergo a lengthy listing of rules 

like an anticipated firewall, my recommended method works in multilayer security as 

well as high pace testing. This approach yields matching reductions of nineteen% while 

the full rejected site visitors is as little as 25% of the overall traffic and 50% when it 

accounts for up to 75% of all traffic. Only 4% to 10% of the firewall policy is made up of 

early rejection criteria that have been covered. 

I believe my projected model will reduce the rule checking time and processing above 

because the checking is shorter than ever. But we can also find some drawback, if a 
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different type of protocol randomly hits the firewall it may cost some time and processing 

above as I have not tried it in real world. 

6.3 Conclusion 

There are many various types of firewalls accessible nowadays, as we can see. Different 

firewalls operate at various network tiers to protect the internal network from internet 

threads. The performance of firewalls may, however, constantly be improved. So that the 

firewall system may be improved, I worked on firewall policy and a few other 

algorithms. Two algorithms were combined in my report paper. These algorithms operate 

discretely, and their performance is generally good. 

Early Traffic Rejection is actually checking the data packets of incoming traffic, if the 

data packets are unauthentic then it discards the packets in the early stage as a result the 

threads cannot get the access into the internal network in the other side, the Rule of Re 

Ordering algorithm mainly changing the rule position of firewall rule-set giving the 

actively calculated weight of rules. I have also proposed a model of firewall which is 

considered by the packet protocol. 

6.4 Future Related works on Multi Firewall 

There are several notes of research arising in this work that should be followed carefully. 

This project has not been implemented physically, so that’s why I am not fully sure about 

real-world impact. I hope there is a good chance to find a lot of new innovations or 

problems solving solutions during implementation.  

In my project I have considered traffic data as per protocol but it can be characterized in 

different ways to check the result deviation. Selected attacks on probabilistic filtering 

strategies are very important in future work. In few algorithms there are few rules are 

reordered dynamically for actively calculated statistics so that it works better for the same 

type of data packets but in for random data packets it might work slight less.  

That’s why I believe here is also an opportunity to optimize it more professionally. 
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6.6 Appendices of Research 

Most firewall security problems don't show up until the network is under a lot of stress. 

Large volumes of traffic make it easier for attacks to conceal themselves, possibly 

causing problems just when network outages are most destructive. As their workload 

increases, firewalls often have among of. In the report, we made an effort to assess how 

well the most popular firewalls currently in use on the market performed during a DDoS 

assault. To the best of the author's knowledge, firewall performance is not given the 

proper weight in the majority of currently conducted and publicized study work on DDoS 

and is instead focused on other factors. We have made an effort to compare the 

performance of various firewalls based on actual installation. 

In order to ensure that the increased security does not result in performance declining 

beyond what is acceptable for the company, more research and test findings will be 

helpful in identifying pre-deployment capacity planning and testing network 

performance. The variety of tests run will help determine how well the firewall performs 

and behaves under diverse DDoS attacks. Because it was challenging to generate DDoS 

attacks, the authors examined a variety of open-source tools for creating traffic and came 

to the conclusion that Curl Loader was the best choice for the setup. 

Through a variety of studies on firewall-based computer network security, I have tried to 

identify early rejection system solutions through a number of researches on firewall-

based computer network security in this research. I believe I'll be able to apply one of 

these methods in the future. 
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