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ABSTRACT 

 

Humans have made a lot of progress in terms of science and technology. With the 

advancement of science and technology, many improvements have been made in the 

communication system. Nowadays, messaging apps are one of the most important means 

of communication. Using messaging apps has made people's communication easier. We 

have built our app to facilitate human communication and to provide various facilities for 

communication. People will benefit from using our app to communicate with each other 

easily. This app built by us is completely free and ad-free. In this app, users can open 

accounts and communicate with each other using their mobile numbers. In addition to 

messaging without interruption, users can make calls as needed. Using it, users can open 

groups for group-based communication, and many people can communicate 

simultaneously. Users can share photos, videos, and documents with the same app as they 

need. Security is very important when it comes to communicating through messaging apps. 

We have worked on the security of the users in the app. We have provided a secret chat 

option in this app through which users can communicate with each other while maintaining 

privacy. We have worked to protect users from shoulder surfing issues. Through shoulder 

surfing, others can see users' personal information and use the information to harm users. 

We came up with an idea in the field of messaging to solve this problem. While messaging 

using our mobile app, the user must tap on the message sent by the user to decrypt the 

message before viewing the message. After some time after decrypting the message, it will 

automatically be encrypted again. As a result of this process, users can avoid shoulder 

surfing. Moreover, users can report any problem to the authorities through feedback. 
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CHAPTER 1 

INTRODUCTION 

 

1.1 Introduction 

“EnChat” is an Android-based full-featured chatting software, whose main goal is secure 

communication for users. Which users can use very easily and safely. This will add a new 

level of security to the users. 

1.2 Motivation 

Most internet users use chatting apps to communicate, where security is a big issue. The 

main objective of the App is to create a secure communication system for users by solving 

security problems. 

1.3 Objectives 

It is a real time messaging platform based on AES algorithm for encrypted messaging. By 

using this app, users can freely communicate with each other. It is safe and secure, so users 

don't have to worry about their data being stolen. By using this app, users can enjoy 

maximum security in sharing information with each other. They can use this app in an easy 

and reliable way. There is no possibility of users stealing or leaking any information. Even 

if someone tries to hack somehow, it will not be possible to decode it without the user's 

private key. Users can easily send messages to any part of the world without any changes 

by this app.  

1.4 Expected Outcomes 

a. Security will be much stronger for those who are concerned about their personal safety 

in the internet world. 

b. It will be possible to secure communication so that users can freely communicate with 

each other with security. 
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1.5 Project Management and Finance 

We can learn more about project management and finance from the table and Gantt chart 

below. 

TABLE 1.5: Project Management and Finance 

 

 

 

Task Name Date Day to Complete 

1. Splash Screen 15 Dec 2021 6 

2.Home 22 Dec 2021 15 

3.Call List 11 Jan 2022 10 

4.Create New Massage 23 Jan 2022 14 

5.Conversation Page 10 Fab 2022 16 

6.Secure Chat 2 March 2022 63 

7.Private Key Generate 10 May 2022 17 

8. Implement Massage Encryption  5 June 2022 15 

9. Secure Chat Conversation Page  25 June 2022 9 

10. Create Group 11 July 2022 7 

11. Profile  20 July 2022 13 

12.Feedback Page 7 Aug 2022 25 

13.Firebase 2 November 2022 34 
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Figure 1.5: Gantt Chart According to the table 1.5 

 

1.6 Report Layout  

Report layout describes a summary of all the chapters. A brief summary of all chapters is 

given below: 

• Chapter 1: Describes an introduction of the EnChat, Motivation, Objectives, 

Expected Outline, and the Report layout. 

• Chapter 2: Describes the background, the related works, Comparative Analysis, 

Scope of the problems, and Challenges of the EnChat. 

• Chapter 3: Describes the Business Process Modelling of EnChat, Requirement 

Collection and Analysis, Use Case Modelling and Description, Logical Data 

Model, and Design Requirement.  

• Chapter 4: Describes the Front-End design of EnChat, Back-End design, 4.3 

Interaction Design and User Experience (UX), and Implementation Requirements. 

• Chapter 5: Describes the Implementation of Database Implementation of Front-

end Design, Testing Implementation, Test Results and Reports of EnChat.  

• Chapter 6: Describes the Sustainability of our app, Impact on Society, Impact on 

Environment, Ethical Aspects, and Sustainability Plan.       

• Chapter 7: Describes the Conclusion, Limitations and Future Scope of our app. 
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CHAPTER 2 

BACKGROUNDS 

 

2.1 Preliminaries/Terminologies 

The inclusion of technologies from today. Every day, it gets better. As information sharing 

has improved in the current era, the risk of data breach is increasing day by day. Currently, 

all types of information, data, government documents are exchanged through the internet. 

Due to the development of technology, communication system is also advancing day by 

day. In today's world people prefer internet as a medium of easy communication. As a 

result, they exchange all their information differently through the app. People always look 

for a secure platform to share this information. Nowadays, hackers use various platforms 

to breach people's information. Cyber security experts are constantly inventing new 

security methods to prevent them. 

With this mind, we are thinking of creating a mobile application that will help for people 

all over the world, especially security concern people, government, Army, or National 

security agencies etc. The most important thing for a messaging app is not viewing one 

person message to another. In this app user get a private key and a public key. Here, Phone 

number is public key for every user, but the private key is generated by the app or user can 

enter it manually under secure chat option. After getting messages from a contact, the 

messages always in encrypt form. After viewing messages, it will be encrypted form again 

for the security purpose. If anyone does not want this system, he/she also can change it to 

regular chat.  

2.2 Related Works 

Different types of chatting apps related to our mobile applications are used worldwide. 

Among the various apps used worldwide, the most notable are WhatsApp, Messenger, 

Telegram, Instagram, etc. Because it enables users to communicate between users in real 

time through text, voice, and file sharing, the app is popular with users of mobile and 

traditional computing devices (ex:  personal computers and laptops). 
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2.3 Comparative Analysis 

A popular and frequently used app named 'Messenger' is related to our app. Our software 

is linked to Messenger's main security feature named 'Go to secret conversation'. Facebook 

Messenger allows you to exchange information, images, videos, documents, stories, and 

days. Messenger takes up a lot of space on the smartphone because it has so many 

functions. Messenger occasionally crashes on phones with limited RAM. Messenger's Go 

to Secret conversion offers a message disappearing option. As a result, useful messages are 

frequently erased automatically. There is no way to access the message afterwards. They 

also feature end-to-end encryption, however the message on the user interface or 

conversation area is not encrypted. As a result, the user is vulnerable to a shoulder surfing 

attack. 

In our application, however, information, photos, videos, and documents can be 

transmitted. Our app takes up very little space on the phone. As a result, our app will work 

on any smartphone. We also offer two alternatives for communication: regular chat and 

secure chat, similar to messenger. Our app's secure chat feature enables encrypted message 

exchange and reverts to encrypted mode after viewing the message. As a result, 

communication is secure, and no solder surfing attacks are possible. This communication 

can later be accessed using a private key which produced automatically by the app or 

manually by the user.  

2.4 Scope of the Problems 

In today’s era, as cybercrime is increasing, people’s fear of data theft is also increasing. It 

is often heard that various private information and conversations of the people are sold on 

dark web. These increases the risk of human life as well as undermines the privacy of 

people.  

2.5 Challenges 

Challenges include anything that potentially ominously affect our system from the outside, 

such as deliver chain issues, changes in market demands, or a shortage of recruitment. It's 

important to anticipate difficulties and make progress toward them before we become 

victims of them and experience a stop in our growth. 
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Nowadays many tech companies have released their own messaging applications in the 

market.  They are monopolizing their influence on this side.  As the number of their users 

is increasing day by day, the surveillance of hackers towards these tech giants is also 

increasing.  For example, 50 million Facebook accounts were hacked in 2018.  It was one 

of the company's biggest data breaches.  In this way, Google and Twitter are constantly 

becoming the target of hackers.  

Consequently, facing out against companies like Google, Facebook, WhatsApp and 

Telegram is a huge task for us. Even though our whole structure is based on systems that 

allow for the sale or sharing of applications, Copyright declaration issues are also present. 

Another challenge we have is that we must run our application at low internet speed.  

Because people in remote areas of our country do not get proper internet service.  3G 

internet service is not fully available to them yet.  We may also take measures to ensure 

that no one can use our application for unethical activities. 
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CHAPTER 3 

REQUIREMENT SPECIFICATION 

 

3.1 Business Process Modelling 

Figure 3.1 displays the fundamental business process model. This is a flowchart model that 

displays the processes that can be performed to represent the business processing model 

from beginning to end. Through visual representation, we may understand the specific 

process. If we understand the entire process through code, it will be quite difficult; 

nevertheless, anyone can easily understand the concept of the process using flowchart. In 

the case of our project, the user will first go to the home screen when they open the 

application.  

Figure 3.1: Business Process Modelling 

The user can access the menu bar, search icon, call, new message, group, and profile 

options from the home screen in addition to viewing the user's entire conversation history. 
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The user has a variety of options on the home screen, allowing them to navigate between 

pages with ease. The user will be taken to the next activity if they select the call list, then 

user go to create new message page by clicking call next icon which is mentioned by ‘Plus’ 

sign. Every choice from the bottom will work in this way. On the conversation list, the 

Secure chat is in the upper right corner. Notifications & Sound, Privacy & Security, Chat 

settings, Feedback, Privacy Policy and Blocked options can be accessed by clicking the 

Profile icon. Users can immediately contact the administrator through the feedback option 

to express their thoughts and make suggestions. This will enable us to improve the app's 

usability in the future. 

3.2 Requirement Collection and Analysis 

There are several talking applications accessible via which we may communicate 

messages, videos, information, and so on. However, cybercrime is becoming more 

widespread by the day. Everyone who uses the internet to communicate information now 

need a secure real-time messaging program. As a result, several well-known firms, such as 

Meta (Messenger & WhatsApp), Telegram, provide various secure features, but they have 

certain flaws. Cyber criminals somehow found a technique to steal someone's information. 

We considered every aspect of a messaging app before developing this app.  

Figure 3.2: Security Threat of Existing social media 

61%

42%

17%

18%

SECURITY THREAT OF EXISTING SOCIAL MEDIA

Facebook(Massanger, Whats app) Linkdin Twitter Myspace
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We implement security while sending a message to be seen, and we additionally encrypt 

the message after seeing it.  A private key is generated automatically by the app or manually 

by the user and shared with another user in order to begin a conversation.  

We utilized an encrypted messaging mechanism here. We will also provide basic chat 

options, such as text message, audio calls, group creation, and so on, similar to a standard 

chatting program.  

3.3. Use Case Modelling and Description 

We have built our app by analyzing the data from the internet on the problems faced by 

security concern people. If we look at our use cased diagram, then here are two actors. One 

actor is user, and another actor is admin. Here, the primary actor is the user. Here, user can 

view chat, calls, Create new message, group list, and profile option. User can also view 

Secure chat option on the top right corner. By clicking on Lock icon which is secure chat 

icon, a new interface up and show generate or enter private key and join button. By clicking 

profile option, Notifications & Sound, Privacy & Security, Chat settings, Feedback, 

Privacy Policy and Blocked option can be accessed. User can give feedback about 

problems and opinion through text message. 

Figure 3.3: Use Case Modelling and Description 
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Admin can view feedbacks and take necessary steps or delete feedbacks.  

Use Case: Home 

Actor: User, Admin  

Primary Actor: User  

Description: user can view chat, calls, group list, profile, and new message and secure chat 

option. User can also view menu option on the top left corner.  

Pre-condition: Users must have the app installed on their Android phones. 

Post-condition: Before using the app and send message, the user needs to connect to the 

internet. 

3.4 Logical Data Model 

A diagram of entity-relationships is shown, providing a logical representation of the data 

model. It outlines the system's design, the nature of each entity, how they interact, and how 

logically dependent they are on one another. It will assist us in determining the components 

we require for our project and the relationships we can create between those components.  

Figure 3.4: Logical Data Model 
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Multiple tables, including Home, Chat, Call, New Message, Group List, Profile, and Secure 

chat, are present in the database. From the home page, the user can access all entities. The 

entity labeled home includes a Secure chat entity in the upper right corner, and the secure 

chat has a new interface where user enter or generate private key manually. After enter key 

two user join e secret conversation. Email and message attributes are present in the 

feedback entity. Only the admin can view the feedback messages, act accordingly, and 

delete the feedback from the database. 

3.5 Design Requirements 

Users can easily send messages, invite others, keep their data protected, and feel 

comfortable using it since we gather and analyze the references we need. We developed it 

with that in mind, regardless of where it is.  

Home Page: We utilized a chat list view here, as well as a nav bar at the bottom of the 

homepage. We retain five options in the navbar. Like chat list, call list, create new message, 

create new group, and last is profile menu. In the upper right corner, we placed a lock icon 

which indicates secure chat option. 

Figure 3.5: Design Requirement 
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Call list: Here, the user may find another person from their contact list or search for them 

by name. These contacts are shown as a list to the user. Users may summon their preferred 

user with a single press. 

Create a new Message: By tapping this button, users may select one individual or search 

for them by name and select from their contacts. After selecting, they proceed to our main 

conversation page and send a message. 

Create New Group: Here, the user may create a group with their friends and family from 

their contacts. 

Profile Menu: From here, users may change their name, username, bio, and access many 

other features such as Settings, Notification & Sound, Chat settings, Language, and Privacy 

policies, and so on. 
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CHAPTER 4 

DESIGN SPECIFICATION 

 

 
4.1 Front-end Design  

Android Studio, Visual Studio, Droid Script, and more IDEs are available for building 

Android apps. Visual Studio Code was used in our project. Because Visual Studio Code is 

the best IDE for developing Android apps. Using VS Code as an Android programming 

environment has several advantages. Here, we may make use of a variety of extensions that 

are useful for writing and organizing code. With syntax highlighting, bracket-matching, 

auto-indentation, box-selection, snippets, and other features, VS Code allows us to be 

productive quickly. This software application allows for front-give-up and back-give-up 

improvement in a simple environment. 

4.2 Back-end Design 

For developing the back-end part of our project we have used Dart as a programming 

language and Flutter as a framework. Flutter is a mobile app development platform created 

by Google. It enables developers to build online, desktop, and cross-platform applications 

for Android and iOS devices. Flutter makes use of the Dart reactive programming 

language, which makes development faster and easier than traditional approaches. 

Actually, the primary goal of Android expansion software became to create a platform 

software environment that could operate on any device. Flutter is a mobile app SDK that 

enables the development of high-quality native iOS and Android apps. That is why we 

picked Dart as the programming language for our app.  

4.3 Interaction Design and User Experience (UX)  

We have designed the interface of our project using Flutter. Flutter is a UI software 

development kit developed by Google and is open source. It is utilized to create cross-

platform apps. We used Dart programming language to perform our work in the flutter. 

Dart is an object-oriented language that uses a syntax similar to C. It supports programming 

constructs like classes and interfaces.  
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Below are some screenshots for ease of understanding. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.1: Splash Screen 

After Privacy policy and terms and conditions are very important things. First of all, users 

will know about our terms and privacy policy. Users need to agree with our terms and 

privacy policy to create an account. After agreeing with the terms and conditions and 

privacy policy, users need to send their number using the app to create their account. 
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Figure 4.2: Login Screen 

After users send their number, an OTP code will be sent to their personal mobile phone 

through a message. Users can verify their account creation through the OTP code sent to 

them. After verifying the account using the OTP code, the user can enter the home page. 
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Figure 4.3: Home Page & Conversation page 

By clicking Call icon from homepage user will be able to see call list and a search button 

on the top of call list page. Here user can call easily by find or select contact. User also call 

another user from their chat conversation page.  
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Figure 4.4: Call List 

From call list user can go Create new message icon which is indicates by ‘Plus’ sign. Here 

user can select a contact to create a new message. Then it takes the user to conversation 

page. 
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Figure 4.5: Create new message 

Users may choose the group symbol to create a new group with relatives or friends from 

their contact list. They also have the option of naming their group and selecting all desired 

connections.  
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Figure 4.6: Create new group 

The profile menu icon allows the user to edit or enter settings. After clicking the profile 

menu button, the user is shown with such options like username and bio. They also can 

change the information on this page. They may also change the notification and sound 

settings, the privacy and security settings, the chat settings, the language setting, the 

privacy policy, and the block settings. They can also send feedback to us using Feedback 

option from this page. 
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Figure 4.7: Profile Menu 

When a user wants to access the secure chat option, they must tap the secure chat button in 

the right upper corner of the homepage to access the secure chat interface. In this interface, 

the user can manually enter or generate a private key. After clicking the join button, the 

user is sent to a conversation page where they can securely message others. 
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Figure 4.8: Secure chat  

After entering the secure conversation page, the user can send a message in encrypted form. 

When the receiver taps on the message, it is displayed as normal text. It will automatically 

revert to encrypted form after two seconds.  
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Figure 4.9: Secure conversation interface 

 

4.4 Implementation Requirements 

Several steps were taken to complete this project. It is essential to outline what was 

necessary to carry out this project. This project requires the Flutter and Dart programming 

languages. We worked with the flutter and Dart languages in Visual Studio Code. The 

project made use of certain real-time databases. When dealing with a real-time database, 

we must be familiar with Firebase. We also store our app data and real-time 

communications using firebase. We need to understand real-time communications as well 

as encrypted messaging systems. We also need a thorough understanding of the encryption 

process and how to apply it.   
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CHAPTER 5 

IMPLEMENTATION AND TESTING 

5.1 Implementation of Database 

A database is a structured collection of information or records that is often kept 

electronically in a computer system. Database security and record safety are strictly 

enforced. A secure database is the core of an automated system. In our project, we use 

Firebase database below room database to keep entries.  

Firebase is a Back-end software program. It is a real time database. It is a NoSQL database 

hosted in the cloud that allows us to store and sync data between our users in real time. It 

is a Google-developed real time database for interactive internet applications, Android, and 

iOS apps. As a result, we can state that it is a Google back-end tool that provides first-rate 

services such as app crash resolution, analytics recording, and monitoring. A database in 

Firebase is kept in a single file, which separates it from other database engines.  

The primary reason for using Firebase is that we can utilize various Google or third-party 

plug-ins or packages such as: firebase_auth, cloud_filestore, permission_handler, 

network_image, Cached_video_player (for media play in app). These plug-ins and 

packages are available for free here. It also expands the functionality of our app. Because 

our database is a real-time database platform, users may quickly contact other users who 

are using our app through their contacts. The database table is stored as a hierarchical 

approach right here, which makes it very simple to gain right of entry to the primary key 

by contacting the basic data.  

In firebase, our secure chat option is very adequately protected. When a user sends a secure 

message to another, it is encrypted and remains encrypted in our database. This message is 

only accessible if the private key is accurate. When a user detects or encounters an issue, 

he can notify us using the feedback option. This option can be found in the profile menu. 

They must enter their email address to send feedback messages. Following that, our 
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administrative staff will investigate and resolve the issue. We can simply provide an 

explanation for the information in the following database snapshot. 

 

Figure 5.1.1: User & User authentication in Firebase 
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Figure 5.1.2: Chat & Secure Chat Database (encrypted) 

5.2 Implementation of Front-end Design  

The term "front-end design" refers to the graphical user interface. The front-end of a mobile 

app is everything the user sees, including the app's design. Front-end design interacts 

directly with the user. This is a synonym for "User Experience" or "UX". 

In our project, we use flutter as a framework. We write flutter programming to provide a 

decent and simple "user interface" to our users. Our app design back-end code is mentioned 

below to help you understand it better. 
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Flutter Code: 

Login Screen 

After accepting the terms and conditions, the app will redirect the user to the phone number 

and OTP page. 

Figure 5.2.1: Login Screen Design 
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Homepage 

Our homepage has seven options, including a Chat list in a list view and others indicated 

by various icons. 

 

Figure 5.2.2: Homepage Screen Design  
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Chat List Page 

Here user can view all conversation list and see who is online through the green light.  

 

Figure 5.2.3: Chat List Screen Design 
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Call List 

Here user can see call list with time.  

 

Figure 5.2.4: Call List Screen Design 
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Create New Message 

From this screen, the user can select a preferred contact and compose a new message to 

begin a conversation. 

 

 

Figure 5.2.5: Create New Message Screen Design 
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Create a Group 

 

 

Figure 5.2.6: Create Group Screen Design 
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Secure Chat 

A safe and secure conversation using a private key can be started here. Only the right 

private key is permitted to see messages. When you tap the secure icon, a private key enter 

page appears. 

Figure 5.2.7: Secure Chat Screen Design 
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5.3 Testing Implementation 

Software testing is an essential procedure that evaluates a specific software program to find 

bugs or faults and ensure that it satisfies the client's expectations. Furthermore, the software 

testing process assures that a produced program is free of faults and mistakes, as well as 

that quality requirements are met. It evaluates the usability, reusability, performance, 

reliability, scalability, and portability of a software program.  

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5.3.1: Messaging Testing 

In our project, some features need to be run perfectly and flawlessly. One of the key 

features of our app is the ability to send and receive messages. Our major emphasis feature 

is secure messaging. We must keep track of whether these functions are functioning 

properly. The internet connection is essential in our application. Our app is a messaging 

app that operates in real time. This implies that in order to send or receive a message, we 
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must have an internet connection. Firebase is a real-time database that is available over the 

internet that we utilize for our data sharing. If a user's internet connection is off, any 

message he sends will not reach the database, and the person to whom he sent the message 

will not get it. 

Because of any faults, all exceptions must be carried out during testing. All test and error 

messages must be fully demonstrated. Some testing results are given below. 

5.4 Test Results and Reports 

The procedure of implementation and all test findings determine how successful this 

project will be. This app has a nice interface. This app has a nice interface and is easy to 

use. Having occasional issues with language settings but everything else is working 

perfectly. From exchanging messages to the rest of the important tasks are running 

smoothly. Several screenshots are shared through which we will understand the test results 

better. The user can enter their name, email address, and a feedback message here. When 

the user presses the send button, the message is saved in our database under the feedback 

area. If the user leaves any of these three blanks, the message will not be sent to the 

database, and a warning will be sent to the user.  

Figure 5.4.1: Feedback Testing Result 

Figure 5.4.1 shows that our feedback option is operational. It is a very helpful function 

for both users and administrators since users may quickly provide suggestions or report 

straight to administrators. Admin act based on user suggestions or reports. 
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CHAPTER 6 

 

IMPACT ON SOCIETY, ENVIRONMENT, SUSTAINABILITY 

 

6.1 Impact on Society 

EnChat is an android application that will act as a secure communication medium for 

people. It will contribute in various ways to our life. The achievements and contributions 

of the APP are listed below, 

1.This application can make human communication safe and easy. 

3.This will ensure maximum security in users communication. 

2.Communication through the ''EN'' chat is completely free. So, there will be no cost to the 

users to use the app. 

3.It makes messaging smooth with its excellent navigation system. 

6.2 Impact on Environment 

Environmental impact is always important. Our app has no direct environmental impact. 

6.3 Ethical Aspects 

It is a thorough report that outlines the objectives of the project, including its technical, 

linguistic, and financial components.  

Our top priority is to protect user privacy. Providing complete privacy to users on the 

Internet is important because it gives users control over their identity and personal 

information. 

If a user faces a problem through the app, they can give feedback about the problem. In the 

case of nudity, violence, terrorism, harassment, and other harmful messages, the user can 

give feedback against them and if any user is involved in any such activity, his/her account 

will be cancelled, and the user must accept it. User data is never shared with third parties 

through this app. 

6.4 Sustainability Plan 

The modern era is dominated by technology and rife with rivalry. A new app was made 

today, and after some time, a different app with some additional features would appear, 

lowering the worth of the first app. We have some ambitious ideas for this competition to 

make our app viable. 
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This mobile app is accessible to users without charge, so there is no cost to users to 

download the app. Being ad-free makes it much more comfortable to use. There is no 

subscription fee to use the app. The app has a beautiful and easy-to-use interface that will 

be fun for the users. It is user friendly so people of any age can easily use it. The app is 

designed with the idea that users can easily communicate with each other while keeping 

their privacy intact. In case of any problem, users can give feedback to the authority, and 

the problem will be solved. Measures have been taken to avoid shoulder surfing issues so 

that no one else can monitor your messages and learn your information. 
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CHAPTER 7 

CONCLUSION AND FUTURE PLAN 

 

7.1 Discussion and Conclusion 

Since the introduction of Android, the market for mobile software has seen significant 

growth in the developed world. The fact that Android is an open-source operating system 

is the main driving force behind this. Nevertheless, there are numerous Android messaging 

apps accessible. However, the Internet's security is deteriorating day by day. As a result, 

everyone is constantly concerned about message theft in conversation. In addition, several 

techniques, such as malware, phishing, MITM, DDoS attacks, SQL injection, zero-day 

exploits, social engineering, etc., are being used to hack into people's social media 

accounts. Although there are already several strategies used to stop them, this software will 

surely contribute to a significant change in this industry.  

This program will undoubtedly be beneficial to individuals all around the world. It is 

specifically created for people who are concerned about their security. Those who are less 

concerned about security, on the other hand, can benefit from this application. Nowadays, 

different enticing advertisements or lures steal people's social media credentials. They then 

enter into their account and use their private communication, private photos, and videos to 

harm one or more people. If such a messaging app can be made for them, they will be 

protected from such events. Currently, there is an important aspect of cyber security that 

many ordinary citizens in our country do not properly understand. As a result, they are 

continually confronted with such issues. This program is based on Message Encryption 

System. To view messages in conversation, a private key is required, which is not usually 

stored in this app. If the user prefers, he can use regular chat option instead of using secure 

chat. As a result, if someone else wants to view his conversations, he won't be able to do 

so unless he has the private key. This app also has the ability to make regular calls and send 

messages. 
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Overall, this application is really simple to use. For individuals who can't remember their 

private key, the regular chat option comes in useful. It also secures. Because the app is for 

messaging, it will work on any internet-connected smart phone. Users who utilize this 

application will no longer have to worry about their conversions being stolen or exposed. 

7.2 Limitations 

• To use EnChat user must need an Android phone. 

• To send messages, users must have at least 3G internet access. 

• Firebase free database limit 1 GB. 

• Only 100 users can connect simultaneously. 

7.3 Scope for Further Developments 

We are presently preserving all the basic messaging features within the app. As a security 

feature, it currently offers message encryption and decryption. This option can be upgraded 

and made more secure in the future. We may also work on interface to make it extra user 

friendly. In addition, the app's user interface enhancement and different functionality, such 

as encrypted folder sharing and private key with biometric identity, can be added. It will 

also be available to iOS users. Moreover, depending to government clearance, a more 

secure version of it can be opened for use by the country's security forces.  
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APPENDIX 

 

Appendix-A Backend Code 

This element is an expand a part of chapter 4.2: Back-end design. Here we've got proven 

the real Dart code of a particular task. 

Login 

 

Figure A1: Login back-end code 
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Homepage 

 

Figure A2: Homepage back-end code 

 

Chat 

 

Figure A3: Chat option back-end code 
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Secure Message 

 

 

Figure A4: Secure Message back-end code  
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Firebase Database Connection 

 

 

Figure A5: Connection with Database 
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Appendix-B Database Design 

This section is an expand a part of chapter 5.1: Implementation of Database. Here we have 

given screenshot of firebase.  

Figure B1: Realtime Database of Chatting 

 

Appendix-C GUI Design 

This section is an expand a part of chapter 4.3: Interaction Design and User Interface. 

We've shown a few major GUI features from our project. Here, we've also included a few 

additional interfaces for our project's sub-activities.  
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Figure C1: Exit Option 

The exit option is shown in Figure C. After enjoying the app's features, users may return 

to the main page. They may be accessed from the main page by hitting the back button. A 

pop-up message will appear if you click the back button. There are two possibilities, one 

of which is yes, and the other is no. By pressing yes, the user exits the app; by clicking on 

it, the user returns to the home screen.  
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