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ABSTRACT

Access control systems are electronic systems that can make life easier for your workers, save you
plutocrats, and keep your plant secure. Whether you're a business proprietor importing the pros
and cons of an access control system, or a director looking for reasons to get one, this companion
has your answers. An access control system is a security result that permits or prevents access to
a particular structure, space, or position. The operation of an access control system is simple and
can be done ever, furnishing those in charge with complete and total control over who comes and
goes where it counts. I've worked IT departments of this Company. “Internet control system” It's
an essential part of any association. Every business, small or large, needs an effective and
dependable IT department. A good IT platoon enables an association or business to stay
competitive and potentially reduce IT costs. Also, businesses gain lesser inflexibility through IT
support, which allows them to make advanced gains. Pharmaceuticals Company is one such
organization with various services of the internet control system for their business process easily
handle. They need a smooth internet service system with a strong control security system. Through
this internship, 1 feel the need for an internet control system in real life and understand its usage

process. It helped me gain professional experience as an IT specialist.
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CHAPTER 1
INTRODUCTION

1.1 Introduction

We still see many organizations not controlling what their employees are doing on the Internet.
It's a problem. The problem is that workers' Internet habits outside of work are now clear and
present in their daily work environment. An access control system is needed to solve this problem.
IT analysts are recorded generation professionals who manipulate records systems' analysis,
maintenance, and enhancement. They evaluate, and increase records solutions, using their

competencies to become aware of possibilities and dangers for the business.

1.2 Motivation

We always know that security is the most important part of a company. It is a priority for all sizes
of businesses. If we want the best employee then you should know the benefits of internet access
control systems. An access Control system is an electronic means of restricting access to a building
or designated area, like a restricted room. Access control systems are electronic systems that can
make life easier for your workers, save you plutocrats, and keep your plant secure. Access control
systems are a great way to implement a top level of security. That's why I'm finding out for my

BSc degree in Computer Science and Engineering which is in the Networking sector.

1.3 Internship Objectives

Security is very important and critical for all pharmaceutical companies, whether you store
confidential client information, or have inventory, or equipment. Basically, they need access which
you should provide. Actually, an access control system has a digital control panel to manage all
permission settings. There are so many activities. they are:

a) It’s a great time saver

b) It can increase your skill

c) Iteliminates traditional keys

d) It can save money, and energy.

e) Management simplified

f) It can track all activities

g) Easy to manage

© Daffodil International University 1



1.4 Expected Outcome
There are some outcomes:
a) ACS provides some protection and helps to reduce crime

b) There are well-designed access control and door entry systems can store valuable data for
a business

¢) Remote control, CCTV also maintained which is very beneficial
d) There are physical and logical access control system is available
e) It controls who can view and use the given resource

f) It can reduce theft and improve the employee experience

© Daffodil International University 2



CHAPTER 2

Internship at Pacific Pharmaceuticals LTD

2.1 Introduction to the Company

In Bangladesh, Pacific Pharmaceuticals LTD is one of the fastest-growing pharmaceutical
companies. After its success in the local market, Pacific is the most popular Bangladeshi company
in the global marketplace for its high-tech hepatitis products. It is also producing generic products
for the local market and gaining goodwill for that. Pacific is going to introduce international
standard cephalosporin products through manufacturing from its own new cephalosporin facilities.

Pacific Pharmaceuticals Ltd. is the most reputed company in the Diabetic field.

2.2 Product and Market Situation

Pacific Pharmaceuticals Limited offers a wide range of products to meet the unmet demand of the
local as well as the international medical community. The following product forms are

manufactured by Pacific:

a) Sterile Products

b) Non-Sterile Products

c) Cephalosporins

d) Ophthalmic

e) Nasal Sprays & Drops

f) Soft gelatin & semi-solid
g) Liquid & Tablet product

Promotions of products and the unique selling points of the product, the molecule benefits, the
brand benefits, and product-related gifts make the user remember the product throughout a regular

day. Pacific Pharma Limited steps forward in overseas business with peak precedence. Currently,

© Daffodil International University 3



Pacific has overseas marketing networks in Nepal, and Myanmar, with a view to providing
healthcare globally. Among the many countries where the Pacific is preparing to receive regulatory
approvals are Georgia, Vietnam, Sri Lanka, Pakistan, Bhutan, and several African countries.

2.3 Target and vision

Successful discovery, development, and commercialization of pharmaceutical products to prevent,

diagnose, alleviate and cure diseases.

2.4 Organizations Structure

The management team is Pacific Pharma's executive committee, dealing solely with the affairs of
the commercial company. The management team consists of the Managing Director, CEQO,
Director, and various vital managers throughout the company. The managing director is the head
of the group. The Control Team strives to achieve the Company's strategic goals and commitments

as set by the Board.

Address:

Head Office

5, Wyre Street, Wari, Dhaka (1203), Bangladesh.
(To the west of & adjacent to Baldha Garden).
Phone Number: 02957692326

Fax: 8802-9565530

© Daffodil International University 4



CHAPTER 3
PROJECTS, AND ACTIVITIES

3.1 Introduction

This chapter first introduces the concepts of the difference between control over a network and
control of a network. As a special type of network control system, the Internet-based control
system uses the Internet as a shared communication network and brings the Internet into the control
loop as a control system component. In both networked control systems and Internet-based control
systems, there are several common challenges that must be faced. This chapter highlights these

challenges and as a whole aim to provide solutions to these challenges.
Sample:

The following figure 1 shows basic multicast service.

figure 3.1: Shows basic multicast service

© Daffodil International University 5



3.2 Definition of access control system:

The access control system has a security technique that is a fundamental component of data
security. In this system, a user is verified by various login credentials, which can include a
username and a strong password. Including locked gates that can be opened using identity
authentication such as pin codes, face recognition, and fingerprints to allow entry. Some note is

here:

The ability to grant or reject specified security features in accordance with a specific security
model. The capacity to permit only authorized users, programs, or processes to access the system
or resource. A comprehensive collection of actions taken by hardware, software, and
administrators to monitor access, identify users requesting access, log access attempts, and
authorize access based on whether access is given or denied in accordance with predetermined

rules.

Simplified Access Control Architecture

Alarm Processing

Workstanons

Video

s g
Video router/ swarch
\lunihch ~

Network

H
: = d
Multi-channel 3 <

4 r Control Panel 1
=5 ! ~ Alarm ! ;
AL SR + Nom | Video Recorder
| — 1 T »y'! 1
| 1
1 1 | Reader Doar Control ) ¢
| | —— ‘ W “’
Server :‘:‘::; : ’ ¥ | Body Scanner
Server 1 Do CCTV Camens ! ‘ Server
' v Caash m———— | S
Panel-door wires: . : o K Jr— : Dashed line .
Reader 7, ) i rapresents one
door status 2, | REX i Access Pont and
Rex 2 | : typical devices
% o e e

: .
strike power 2, Body Scanner

strike actuator 2,

total of 15 wires.

Figure 3.2: Access control system diagram

Using Mikrotik Router:
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In this Factory data distribution for used Mikrotik cloud core routers.

Figure 3.2.1: Using mikrotik router internet control system they use

3.3 Configuring IP Access

Because the MAC connection isn’t veritably stable, you must first configure a router to make the
IP connection available

» Add ground interfaces and ground anchorages.

» Then add an IP address to the LAN interface.

» Then Set up a DHCP garcon. Setting the ground and IP address is easy.

Prefer WinBox/ WeBfig as a configuration tool. Open the Bridge window, and name the Bridge
tab; Click the button to open a new window; input the original ground name and click OK. Select
the Port tab and click to launch a new dialog; To apply the settings, choose the Ether2 Interface
and Original Form drop-down menus and click the OK button; near the ground dialog. Start the
IP->Addresses dialog; click the button to open a new dialog box. Enter 192.168.10.6 as the IP

address.

© Daffodil International University 7
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To set up a DHCP server,

The configuration tool is mainly available in WinBox/WeBfig:
Firstly, open the Ip DHCP Server window, and the DHCP tab should be selected; Next button.

Follow the wizard to complete the setup.
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Figure 3.3.2: DSCP set Mikrotik router
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3.4 Configuring Internet Connection

The next step is to connect the router to the internet. There are several sorts of Internet connections,
but the most prevalent are as follows:

» Dynamic public IP address
» Static public IP address
» PPPOE connection.

Dynamic public IP

The most basic is dynamic address setup. On the public interface, a DHCP client must be
configured. DHCP clients will receive information from an ISP and configure an IP address, DNS,
NTP servers, and default route.

Static Public IP
In the case of stationary address configuration, your ISP gives you parameters, for illustration:

¢+ 1P:10.0.0.100/ 24; Gateway: 10.0.0.1; DNS: 8.8.8.8

These are the three initial factors you'll need to get your internet connection up and running. To
establish this in Router OS, we'll manually create an IP address, a virtual route with a specified
gateway, and a DNS garcon.

PPPOE connection

PPPoE connections also provide a dynamic IP address and the ability to establish robust DNS and
dereliction gateways. In most cases, your service provider (ISP) assigns you a username and
password for the connection. Winbox/ Webfig conduct open:

%+ Open PPPoE window, Interfaces tab elected. A new window appears after clicking the +
button and selecting PPPoE Client from the dropdown list. To apply adjustments, choose
interface etherl from the selection list and click the OK button.

© Daffodil International University 10
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3.5 Blocking Unwanted Websites

Block specific websites on occasion, comparable to restricting employees' access to

entertainment venues, pornography, and so forth. This may be accomplished by converting
HTTP business into a deputy garcon and utilizing an access list to prohibit or allow specified
websites. First, we may configure a NAT rule to direct HTTP traffic to our deputy. We utilize

RouterOS, which was built in deputy garcon and runs on harborage 8080.

© Daffodil International University

11



i

2l IPvE I Accounting General | Skabus | Lockups | Inserks | Refreshes
7 MPLS I nddresses Enabled - Cantel
&, Routing [ doud ..
: ' | “T""dn | apply
{57 System DHCP Client . ;
Pdrt: |a080 =
g Queues DHCP Relay |: Clear Cache
' (] AnonyInous
[ Files DHCP Server Reset HTML
L] teg Dhiz : | |v Access ]
. Radius Firewal N v
Cache
& Tadls Hatspok
& Mew Terminal IPsec Cache A : |webmaster | & Direct
Gy Neighbors Masf Cache Sizet [unlimted | % K
[ it .
#5 Partition Packing Max Cachle Object Size: 2045 KiEi Cache Cantents
| J Make Supaut. rif Pool [ cache On Disk
€ Manual Routes
@ Mew WinBox - Max, Glient Connections: |6EID |
E Exit SMME IMax., ferver Connections: |GDU |
— Max Fresh Time: |3d 00:00:00 |
Settings [ setialize Connections
Socks [ | Always From Cache
LAl Cache Hit DSCP (TOS): |4 |
Traffic Flow
tlF'nF' ,l‘ Cache Path: |web-pr0xv1 || 3|
Web Proocy

|st0pped

Figure 3.5: Block network set Mikrotik router

Web Pr
'|'| ‘='| | Reset Counters || Feset Al Countl 5c) address: |: |- | ok I
# Ms |Dst. Address Dst, Part |Dst. Hast |Pat Dt Address: | |v 1 cancel
I v, Facebo, . ' '
Dst. Part: [ | I |/ Apply
Local Part: | |v

‘} Dist, Host: |:||www.Facebook.corn |‘ IW‘
l Path: | |v IT‘

Method: | |v
[ Action: |deny ";' ] IW
Redirect To: | -

Hits: |0 |

1 item

IO T TS T T T

|enabled

Figure 3.6: Block network set Mikrotik router

© Daffodil International University

12



3.6 Office Network Diagram:

Production Building

PACIFIC PHARMACEUTICALS LTD

BSCIC,Kanchpur,Narayangon]

Factory Network Diagram

Switch |

Admin & VAT, VAT & TAX,
FP Store,RM Store

PM Sir,Tablet,Lequied &
Engineering Room.

Main

Incoming

Mikrotik || sween |22

QC lab-1, Production,Microbiology,
Packinging Receive, QC lab-2,Support.

Heac of QA,QC Manager,Astt.Manager QC,

Switch

User

Deputy Manager PD,PD lab,
soft gelatin section, Ointment,

Packing Room.

Project Office

Generator Building

|

o\ |
-1

Manageable Switch

_Iv_ switch | |v_ Engg.Spare Parts _

|

[ Admin Manager

Penicillin |

*#*+ Conceal Cable line through the PVC conduit pipe.

Figure 3.7: Network Diagram of pacific
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CHAPTER 4
Smart Plan & Reflections

4.1 Tipsoi Device

Tipsoi Device used for their Daily Attendance record monitoring. Using Tipsoi device they collect
their employee daily, monthly, and Yearly all records.

I~
@ W Home Tipsoi Tipsoi Face HRM Story Contact HRM Login & English -

Indigenous Solutions For Digital Attendance

Ensure attendance easily through Tipsai

Figure 4.1: Tipsoi device
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Admin = seachemp Q L +88013133509203  [3®

HR Manager

# Dashboard ATTENDANCE Home / Atte

B Reports Saturday, 03/12/2022

I Emplayees

_ Present \ Absent On Time Late ATTENDANCE FEED
£ v 84x ) sug 15% | 62 71% J 201 135 | 54
i e

shift Management Fingerprint

i‘“] Dhaka, Bangladesh (21120)
© Leave - Today 02:38PM momen
DEPARTMENT WISE ATTENDANCE
© Pending Approvals i
-
H Devices Dhaka, Bangladesh (21120)
", Today 02:36PM momen

@ Overtime Menu

Y

’ [ - Face
B sample Office (Face) (40025)
Today 02:36PM 5 minut

Quality Assurance

Figure 4.1.1: Tipsoi device

PROFILE OF PROTTOY KUMAR BISWAS Home | Prafile of Prottoy Kumar Biswes

Profileinformation  AttendanceReport  Leave  EnrolEmployee  Device Permissions

ATTENDANCE REPORT OF PROTTQY KUMAR BISWAS

Figure 4. 2: Tipsoi device

Here | create a new employee ID with all official required information and daily attendance check
and monitoring employee records.
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4.2 Datalogger device

A data logger device represents a fixed place Temperature and humidity within the report form. We can
easily check areas’ Temperature and humidity online. I check it and the delivery report manager. |

configure data logger devices and their actual range and duration .it is so important for the pharm sector.

Logger « | Select

% G enviro

technologies

@  Program
@\ Read Data
% Show Data (Tabular)

ﬂﬂm Show Data (Chart)

I el B Mode}No / Serial No

‘_A smm—

Figure 4.3: Data logger device
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50 56.4 7

3:BS 102 TS 30 Bank Store
Required value Actual value
25 236C

4:BS 102 RHS 30  Bank Store
Required value Actual value
50 5217

‘ PACIFIC PHARMA LTD

PACIFIC PHARMA LTD

PACIFIC PHARMA LTD

PACIFIC PHARMA LTD

| 5:BS 102A TS 31 Bank Store

Required value Actual value
25 230°C

6: BS 102A RHS S——

Actual value
3

Required value
50 56.4

7:BS 102A TS 32 Bank Store

Required value Actual value
25 235C

8:BS 102A RHS Fm————

Actual value

Required value
s0 527%

[ PACIFIC PHARMA LTD

| 1:rRM 101 TS 01 RM Store

| Required vaiue
; 20

Actual value
244C

PACIFIC PHARMA LTD

2:RM 101 RHS 01 RM Store

Required value Actual value
50

4997

PACIFIC PHARMA LTD

3:RM 101 TS 02
Required value
20

RM Store

Actual value
242-C

PACIFIC PHARMA LTD

4:RM 101 RHS 02 RM Store
Required valpe Actual value
50 513 %

Figure 4.4:
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4.3 ERP Software

Assiduity- leading enterprise resource planning (ERP) pall results act as their integrated operation
of business processes and operations, to achieve resiliency and real-time dexterity, situating for
growth.

File Help Window

r Login

* Entry Form

User Hml I I |

Password I Software I I jl

User Verify | Login/Connect

Action Edit Query Block Record Field Help Window

Date: 03-Dec-2022

= Manufacturing Software (Pacific).
01 Basic
<02 Procurement
03 Inventory
+-04 Product Development
+-05 Production
+-06 Quality Control
+-07 Quality Assurance
08 PPIC
<09 Accounts

+-10 Engineering

Figure 4.5: ERP software

I create user id, permission to create user problem solving, production, selling statement report

daily/monthly/yearly monitoring.
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4.4 CC Camera Control

Office all cc camera configures and monitoring.

SMART PSS Devices  Live View(l) |

Organizations

v % Default Group

» @Rinside

» PRoutside

Figure 4.6: CC Camera controlling
4.5 Server Monitoring:
Office all Laboratory computers connect with a server network where all documents are stored.

connected.

-

Figure 4.7: Server monitoring
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4.6 Endpoint Security software for Windows

Protected endpoint devices and sensitive data with data loss prevention, web threat protection, and
user activity monitoring features.

Email Alerts by Files ©

< ALERTS

File Operations

O an Created Copied [J Deleted [J Saveas [J Rename-oldfile [J Rename- new file

Set Alerts For

(® Specific file names () Allfiles BRSPS (g m

FILE LIST ALERT LIST
Search Files Q Search Files Q
[ select All [J select All
[ social media Reports.pdf [l s
[ TelerikWinFormsExamplesLauncher.exe O zip
O trojan.zip [J .cad
[J URL Categories Visited.pdf 0 xisx

[J URL category Summary.pdf
Ozr

& EXPORT & IMPORT APPLY

Figure 4.8: Endpoint security control

4.7 THREATS PROTECTIONS

Protected sensitive data against negligent and malicious insiders with insider threat detection and
prevention tools.

1. Stop data theft
2. Monitor user activity
3. Restrict user internet and app access
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4.8 REMOTE MONITORING SYSTEM

Use Current earthenware’s remote hand monitoring software to ameliorate productivity and
safety — no matter where your platoon members work

a) Improve Productivity Track unproductive online browsing, app usage, and idle time to
identify time wasters.

b) Save time by using intuitive reports. Reports and dashboards for stoners make it simple to
understand how your remote pool works.

Enhance Visibility
See how your remote and hybrid employees spend their time on the internet applicant.

€ & Jared @Loggedin o & Jared v B2 LastWeek -
Users / Marketing / Jared

Active Time @ Productivity Productive Time Unproductive Time

46h 45m . 4sx 61% ~ox 25h 10m . a2% 14h 43m . 75%
Productivity & m Productive Unproductive Neutral
an 55
03 n
o~ en o b‘\w“‘ 2
ooV 2™ =

. I I I

13-Nov 14-Nov 15-Nov 16-Nov 17-Nov 18-Nov 19-Nov

Figure 4.9: Remote employee monitoring software control

4.9 IT responsibility
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Configuring computer hardware, software systems, networks, and scanners Computer system and network
monitoring and maintenance Responding to service concerns and requests in a timely way providing
specialist assistance within the organization. Creating accounts for new drug users. Repairing and replacing

clothing as needed. Putting innovative technologies to the test Possibly training inexperienced personnel.

Roles and Responsibilities of IT Project Manager

This slide covers the core responsibilities andfunctions of IT projectmanagerwhichincludes planning, organizing, leading, time management, monitoring,
communicating and risk managementthatevery projectmanager should undertake.

Time Management

> Manage time to complete
particulartask

»  Acquire knowledge to handle
technicalissues

Leading

Develop strategies to
coordinate withteam

rembers Monitoring
Text here > Measure and evaluate the
outcomes resulted from
projectcompletion
Corrective action should be
taken to control deviations
Organizing
Describe the jobroles of = IT Projecf a Communicating
projectmanager a s Text here
Implementthe projectidea @ Manager »  Text here
s Text here
Planning . . Managing the Risks
> Create a roadmap forreaching E Ho > Text here
endvision of project > Text here
Define the tasks assignedto < > Text here
managers === T

This slide is 100% editable. Adapt it to your needs and capture your audience's attention.

Figure 4.10: Roles and Responsibilities of IT Project Manager
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CHAPTER 5

Conclusion and Future Career

5.1Conclusion

Control systems for the Internet of Things have a profound impact on how machines work together
and with business systems and their services, making everyday work easier. Specialist books are
not enough to acquire knowledge. Access control has reduced innumerable ordinary corporate
operations; it has updated security and marked a shift in how firms monitor their actions. A firm
may build an access control system with twice, if not treble, the functionality for less than the
expense of hiring a team of security officers. As technology advances, access control will become
even more specialized and adaptable, making workplace security a breeze.

5.2 Future work

Information technology has permeated and benefited all industries. IT professionals develop,
support, and maintain hardware and software for a variety of industries and custom applications
and are in high demand for their skills and experience. The National Association of Software and
Service Companies forecasts that India's software exports will grow 12 percent to US$112 billion
in 2015-16. Perhaps the country's only, or at least the biggest, obstacle to achieving this growth
rate is the lack of trained and skilled IT professionals.

“I would like to fill this gap and develop further as a trained IT expert”.
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ACCESS CONTROL SYSTEM FOR PHARMACEUTICALS COMPANY

ORIGINALITY REPORT
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