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ABSTRACT

In this project, IP telephony feature and secured IP telephony system have been
considered to setup the PBX system. IAX trunk is created and configured so that
extension of one server can call to the extension of another server of same network.
Elastix call center is also installed and configured so that campaign for incoming and
outgoing calls could be made and which allowed the interaction between agents and
telephony subscribers. Openfire and Spark have been installed and configured so that
instant messaging between people could be made on same network, even network joined
by a WAN, instant messaging also possible to external people by using the openfire
gateway plug in. The packet passing over the network has also been analyzed by
wireshark. And, finally, server has become secured in 3 levels by Bactrack and it is
ensured the privacy of the system and no one can hack and destroy the system modify it

as one want.
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Chapter 1

Introduction

1.1 General Introduction

IP telephony feature has been installed. IP Telephony represents the next generation of
telecommunication services. As the price for IP Telephony equipment decrease it rapidly
becomes more cost competitive. In IP Telephony synergistic effects can also be produced by
utilizing the existing knowledge base that exists within the telecommunication and computer
networking community. Elastix is an open source PBX which has been used. Elastix is a
command line program. This means that you have to open a command line interface (a
DOShbox,a shell) and type in an appropriate elastix command. This also means that there is no
graphical user interface. It is an Open source program. SIP refers to as Session Initiation
Protocol, Widely used in IP telephony system. It is request-response method. Inter-Asterisk
exchange (IAX) is acommunications protocol native to the Asterisk private branch
exchange (PBX) software, and is supported by a few other softswitches, PBX systems, and
softphones. It is used for transporting VolP telephony sessions between servers and to terminal
devices.IAX now most commonly refers to IAX2, the second version of the IAX protocol. The
original 1AX protocol is deprecated [1]. Openfire is an instant messaging and groupchat server
that uses XMPP server written in Java [2]. XMPP refer to as Extensible Messaging and Presence
Protocol (XMPP) is acommunications protocol for message-oriented middleware based
on XML (Extensible Markup Language) [3]. Spark is an Open Source, cross-platform IM client
optimized for businesses and organizations. It features built-in support for group chat, telephony
integration, and strong security. It also offers a great end-user experience with features like in-
line spell checking, group chat room bookmarks, and tabbed conversations [4].

1.2 Object of our thesis

In this project secured IP telephony system has been considered and implemented so that hacker

could not able to hacked the system or modify the system configuration. Security system



configured in 3 level’s through Backtrack. SIP INVITE packet and RTP packet over the network
has been analyzed. Openfire has been configured combined with Spark for instant messaging.
IAX trunk has been created between two servers of same network so that extension of one server
can call extension of another server in same network such as intercom, it is costless and secured.

Call center installed and configured for interacting between agent and telephone subscriber.

1.3 Organization of the thesis

There have already been cases of hackers taking over IP clients, due to lack of administration
passwords in one case, and due to vulnerabilities associated with unauthenticated configuration
server access in another. Like any application, a risk assessment of IP telephony needs to be done
to assess its intrinsic value, to understand the implications of loss, and to formulate a security
policy. We can start this assessment by making some key observations on telephony and data

security in general.

In Chapter 2, basic theory has been discussed.

In Chapter 3, configuration and installation has been discussed.

In Chapter 4, SIP and RTP packet has been analyzed by Wireshark.

In Chapter 5, Security system has been implemented.



Chapter 2

Theory

2.1 IP telephony

Internet Protocol telephony apply the Internet Protocol's packet-switched connections for

exchanging voice, fax and other terms of application as an alternative of dedicated circuit-

switched connection of the Public Switched Telephone Network (PSTN). In short we can say

that, IP-Telephony is the process of routing voice over the internet. By using the Internet, a call

passes over the internet as packets of data on shared line and it’s avoiding the tax of the PSTN.

2.2 Elastix

Elastix is a composition of Open Source products and tools made simultaneously to become an
integrated IP PBX.

2.2.1 Major component of Elastix

The major components that make up Elastix are given below

AN N N N SN

D N N NN

Asterisk (currently v1.4) - the core PBX (Made by Digium)

vTigerCRM® and SugarCRM® - CRM systems

A2Billing® - Calling Card platform and billing application for Asterisk.

Flash Operator Panel -a screen-based operator’s console

Hylafax® - a software based FAX System

Openfire® - Jabber Compliant Server for Instant messaging, presence management, SIP
Phone

Conferencing - control application

freePBX® (embedded and standalone) - a web User Interface tool for Elastix.

A report system — the part of Elastic (and freePBX) that provides CDR reporting.

A Maintenance system - also part of Elastix, which provides low level interfaces to

some components and real time system information

3



OSLEC - Software Based Echo Cancellation
Postfix® - a well known mail server.

Round Cube webmail — Webmail Interface

D N N NN

CentOS® - a version of Linux related to a very well known Enterprise Linux (but
without the branding and support) [6].

2.3 Asterisk

Asterisk is “Open Source PBX software” which once installed in PC hardware along with the
correct interfaces, can be used as a full featured PBX for home users. Asterisk is much more than

a PBX. It allows real time connectivity between PSTN and VolP networks.

2.3.1 Used of ASTERISK

v’ Extreme cost reduction.

Telephony system control and independence.
Easy and rapid development environment.
Feature rich.

Dynamic content on the phone.

Flexible and powerful dial plan.

Open source running on top of Linux.

AN N N N N

Asterisk architecture limitations.
2.3.2 Asterisk Dialplan

Heart of any Aserisk System is its dialplan which defines how Asterisk maintains inbound and
outbound calls. It defines how Asterisk handles each and every call to the PBX. Most of the dial
plan is enclosed in the extensions.conf file at the /etc/asterisk directory. The dialplan is made up

of four main parts: contexts, extensions, priorities, and applications.



2.3.3 Protocol
Asterisk supports:

SIP

H.323

IAX Vvlev2

MGCP

SCCP (Cisco Skinny)

AN N NN

Brief description of Asterisk Protocol is given below-
A) H.323

The H.323 standard is a basis method for the transmission of real-time audio, video, and data
communications over packet-based networks. It specifies the components, protocols, and
procedures providing multimedia communication over packet-based networks Packet-based
networks include IP-based (including the Internet) or Internet packet exchange (IPX)-based
local-area networks (LANS), enterprise networks (ENSs), metropolitan-area networks (MANS),
and wide-area networks (WANS). H.323 can be applied in a variety of mechanisms—audio only
(IP telephony); audio and video (video telephony); audio and data; and audio, video and data.
H.323 can also be applied to multipoint-multimedia communications.H.323 provides point to
point or point to multipoint communication. The components of H.323 are-

v" Terminal

v’ Gateway

v Gatekeeper

v" Multipoint control unit

B) MGCP

MGCP — Media Gateway Control Protocol —is the most important protocol in next generation
networks because it is responsible for implementing the migration from PSTN to IP telephony at



large enterprises, ISPs, and carriers by converting today’s TDM circuits into tomorrow’s voice
packets. MGCP is a protocol that operates between a Media Gateway (MG) and a Media
Gateway Controller (MGC). Media Gateway - Terminates PSTN lines and packetizes media
streams for IP transport [7].

C) Skinny Client Control Protocol

When Telephony systems are moving to a common wiring plant the end station of a LAN or IP-
based PBX must be simple to use, familiar and relatively cheap. While the H.323
recommendations are pretty expensive, an H.323 proxy can be used to communicate with the

Skinny Client using the SCCP. Skinny client control protocol uses the following items:

v TCP/IP to/from one or more Cisco Call Manager(s) to transmit and receive a stimulus.
v' RTP/UDP/IP to/from a similar Skinny client or H.323 terminal for audio [8].

D) Inter Asterisk Extension Protocol

IAX is the Inter-Asterisk exchange protocol, which facilitates VoIP connections between servers,
and between servers and clients that also use the IAX protocol. The protocol is highly optimized
for VolP calls where low overhead and low-bandwidth consumption are priorities. This
pragmatic aspect makes IAX more efficient for VolP than protocols that consider possibilities far
beyond current needs and specify many more details than are strictly necessary to describe or
transport a point-to-point call. Furthermore, because IAX is designed to be lightweight and
VolP-friendly, it consumes less bandwidth than more general approaches. IAX is a binary
protocol, designed to reduce overhead, especially in regards to voice streams. Bandwidth
efficiency, in some places, is sacrificed in exchange for bandwidth efficiency for individual
voice calls. For example, when transmitting a voice stream compressed to 8 kbit/s with a 20 ms
packetization, each data packet consists of 20 bytes. IAX adds 20% overhead, 4 bytes, on the
majority of voice packets while RTP adds 60% overhead with 12 additional bytes per voice
packet. IAX also uses the same UDP port for both its signaling and media messages, and because
all communications regarding a call are done over at the same point-to-point path, NAT traversal
is much simpler for IAX than for other commonly deployed protocols.



E) Session Initiation Protocol

The Session Initiation Protocol signaling protocol, for creating, modifying and terminating

sessions. These sessions can be multimedia conferences, Internet telephone calls and similar

application consisting of one or more media types as audio, video, whiteboard etc.SIP is a textual

protocol based on the client-server model, with requests generated by one entity (the client), and

sent to a receiving entity (the server) which responds them. A request invokes a method on the

server and can be sent either over TCP or UDP. The most important SIP method, of the currently

six, is the INVITE method, used to initiate a call between a client and a server. A SIP network is

composed of four types of logical SIP entities. Following are the four types of logical SIP

entities:

2.34

USER AGENT: In SIP, a User Agent (UA) is the endpoint entity. as follows:

v User Agent Client (UAC)—a client application that initiates SIP requests.

v' User Agent Server (UAS)—a server application that contacts the user when a

SIP request is received and that returns a response on behalf of the user.

PROXY SERVER: A Proxy Server is an intermediary entity that acts as both a server
and a client for the purpose of making requests on behalf of other clients. Requests are
serviced either internally or by passing them on, possibly after translation, to other
servers. A Proxy interprets, and, if necessary, rewrites a request message before
forwarding it.
REDIRECT SERVER: A Redirect Server is a server that accepts a SIP request, maps
the SIP address of the called party into zero (if there is no known address) or more new
addresses and returns them to the client. Unlike Proxy servers, Redirect Servers do not
pass the request on to other servers.
REGISTRAR: A Registrar is a server that accepts REGISTER requests for the purpose
of updating a location database with the contact information of the user specified in the
request [9].

Codec and codec translation

There are several codec available for Asterisk and these codec can be transparently translated

from one to another. Some codec in Asterisk are supported only in pass-through mode, and these



codec can’t be translated. The following codec are supported:

Codec Codec Bit rate(Kbps) | Normal Ethernet | Approx. MByte user
Bandwidth(Kbps) per hour
G.711 64 87.2 39.24
G.729 8 31.2 14.04
G.7231 6.4 21.9 9.86
GSM 13.2 28.7approx. 12.92approx.
iLBC 15.2 30.83approx. 13.87approx.
G.723.1 5.3 20.8 9.36
G.726 32 55.2 24.84
G.726 24 47.2 21.24
G.728 16 31.5 14.18
Table 1: Codec
2.4 Softphone

A softphone is a software program for manufacturing telephone calls over the Internet using a

general reason computer, rather than using dedicated hardware. Often a softphone is designed to

act like a traditional telephone, sometimes appearing as an image of a phone, with a display

panel and buttons with which the user can act together. A softphone is usually used with

a headset connected to the sound card of the PC, or with a USB phone.

Figure 1: Soft Phone
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2.5 Openfire

Openfire is an instant messaging and group chat server that uses XMPP server. Its written in
Java and licensed under the Apache License. previously known as wildfire & jive messenger
[2]. Open fire is a free, open-source and full featured Jabber-based Instant Messaging server
[12]. This server allows for Instant Messenger programs to interconnect to each other via this
server [13].Open fire is a real-time collaboration (RTC) server dual-licensed under the Open
Source GPL. It uses the only widely adopted open protocol for instant messaging, XMPP
(Extensible Message Presence Protocol). Open fire is easy to set up and administer, but offers
rock-solid security and performance [14]. One of most attractive Open fire’s features is Instant
Messaging Transports that provide connectivity to multiple external Instant Messaging services..
When we register to use a messaging transport (IM client), the user ID and password for that
instant messaging service are stored in encrypted form on the XMPP server. When we delete or
remove the transport from the XMPP client, these IM-based credentials are removed from the
server as well [15].

2.6 XMPP

XMPP (Extensible Messaging and Presence Protocol) is a protocol based on Extensible Markup
Language (XML) and desired for instant messaging (IM) and online presence detection. It
functions two or more servers, and facilitates near-real-time operation. The protocol may
eventually permit Internet users to send instant messages to anyone else on the Internet,
regardless of differences in operating systems and browsers” [16]. XMPP resulted out of the
early XML streaming technology developed by the Jabber Open Source community and is now
the leading protocol for exchanging real-time structured data. XMPP can be used to stream
virtually any XML data between individuals or applications, making it a perfect choice for
applications such as IM [17]. The Extensible Messaging and Presence Protocol (XMPP) is an
free technology for real-time communication, using the Extensible Markup Language (XML) as
the base format for exchanging information. In summary, XMPP provides a way to send small
pieces of XML from one entity to another in close to real time.[18]It supports different
communicating methods, such as unicast , multicast and group talk fashion. Quite a few
protocols and frameworks that support the IM service have been created already. In addition,



Session Initiation Protocol based design, SIMPLE (SIP for Instant Messaging and Presence

Leveraging Extensions) and IM extension also perform the same functionality.

e Sequence of Interaction
The sequence of the initial interaction between client and server is as follows:

1. The client connects to the server and sends credentials like the username and password.

2. The server authentication the received credentials against its user database and send a response
to the client.

3. When authentication is successful, the client receives a response containing presence
notification data. This is a collection of presence data from different buddies of the user, which
the client authenticated to the server [19].

v" Message: It is carried out in a "store and push™ mechanism through which one entity
pushes information to another, such as, exchange messages between two users .
<message from’ safi@ example.bd/laptop’

to="hemel@.example.bd’ />
<body>Hello</body>

</message>

v Presence: When multiple entities receive information about a given entity it is broadcast
to which they’ve subscribed, such as, entity’s availability.
<presence from="safi @example.bd/laptop
to="hemel@example.bd’ />

v 1q: It is a request-response mechanism, similar to HTTP, that lets entities make requests

and receive responses from each other, for example: file transfer, roster retrieve.

<iq type="get’
from="safi @.example .bd/laptop’>
<query xmins="jabber:roster’/>

</iq

10



All primitive XML stanzas must reside in the <stream/> block, which stands for a XML stream.
The meaning of these XML stanzas should be treated as the content of a XML stream. Spark web
is an open source, web-based IM client. It featured built in support for group chat and strong
security. It also offers a great end-user experience with features like group chat room bookmarks,

and tabbed conversations.
2.7 Call Center

Objective of call center is to generate calls automatically to numbers that have been previously
uploaded in a CSV file format. It also monitors calls received through a queue. To use the Call
Center Module, we must have to select a few options and provide some necessary data. Here's
the order in which it is recommend to enter this data.
1. Enter information for the agents.
2. Enter types of breaks (if necessary).
e For incoming calls:
v" You can upload a CSV file with customer information so this information can be
displayed on your screen when a call is being received
v' Select the queue to be used for incoming calls
e For outgoing calls:
v Create forms to collect information from customers that agents are calling.
v Create outgoing campaigns that indicate telephone numbers to call, hours of calls, etc
[10].

11



Chapter 3

Configuration & Installation

In this project softphone has been installed, extension created, trunk created, I\VR created, IAX
trunk configured, callcenter installed & configured, openfire installed & configured, spark
installed & configured, wireshark installed & configured, backtrack installed & configured . We
briefly described in this chapter why and how we have been configured 1AX trunk, Call center,
Openfire, Spark. Wireshark will describe in chapter 4 and backtrack will describe in chapter 5

3.1 Soft phone configuration

In our project we used Xlite soft phone. A soft phone is a software program that runs on a PC

that emulates an IP telephone.

Calle & Contacts b

* O dvnisbie

Wl Conlacls

Rame &
£ Inends
L Home
£ Work

Figure 2(a): Xlite soft phone

The X-lite is the phone that will be configured to work with the extension made previously in
Asterisk PBX. After installing Figure: 1 will appear on your screen. Than right clicked on Xlite

12



monitor, an option appeared that is “‘SIP account setting”, clicked on that option than add page
will appeared. After clicked on add button the configuration page will appeared.
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Figure 2(b): Xlite soft phone configuration

Now we have to configure account settings. On the display name we have to give a name which
will show in the phone monitor, it could be anything as you want. Than user name, it will be the
user extension number which we created on Elastix PBX server. After that password, It will be
the user extension secret number. Authorization user name is not necessary. Than domain,
domain will be the domain address actually the Elastix PBX server address where we create the

extension.
3.2 IAX Trunk Set up

Suppose you have two branch of office, one branch in the Dhaka city and another branch are in
the Chittagong city. You want that call cost between two branches will be low. Therefore we
have two configure two asterisk servers in two branch office of same domain server and setup
Inter Asterisk Exchange between two servers. Than call between two branches acts as intercom
call and its toll free. After login in the Elastix server page, we will show PBX above, on the left
side there will be trunk set up, after clicking on trunk set up some option will appear like *“ SIP

13



trunk setup”, “IAX trunk setup” and so on, We will select IAX trunk set up, than Figure 3 will
appear on your screen.

qqqqqq

(=) =lascix

Audcl LAKE Trumdk

............

Figure 3: IAX trunk setup

Enter the details for IAX trunk. Only the settings below need to be modified - any other values
can be left as default.

v Trunk Name: enter a name for the trunk

v Outbound caller ID: enter the telephone number that you wish for the trunk to present to
the called party

v CID Options: set to Allow Any CID

14



In the Dialed Number Manipulation Rules section, delete match pattern and enter a period (.)
instead. Now scroll down to Outgoing Settings. Now set the Trunk Name to anything like. In the
PEER Details field enter:

“host=www.diu.edu.bd

user name=[as set by admin]
secret=[as set by admin]
type=peer

qualify=yes”

Click Submit Changes.

After that a page will appear where we have to click on [ABPINICORTGUEHONCHaRGEFERE

3.3 Outbound route configure

On both systems, we need to setup an outbound route to tell it what to do when a caller in Dhaka
wants to call an extension in Chittagong.
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1 Time Srowps: -~ P nen e Fouts— -~ ]
v —— —
= Route Positian wen e Changs--» —
Qu-dis Preoritias
Queues
Ring Growps
Time Conditions [
- PIN Sat Fone [ |

e Groups

Ciml Patberns that will e ihin Bouls

prepara - pemta [ Cmbmria 18
prepara * prata [melch peflmm Cuburid 118
PN Sets = fadd More Cuel Feler # e
Pagang and [ACarcom Drial paccarna wizards (pisk ana) Lo |
Parking Let
Syatem Raserdings Truni S e Sl b Rt
WaiceMail Blasting
2 | dhaka [ |
Callbach: ¥ 4
DISa —
Unambedded freeaFBx
St s

Figure 4(a): Outbound Route configuration
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Enter a name for the route and within the Dial Patterns that will use this Route section change
match pattern to a period. In the Trunk Sequence for Matched Routes section select the trunk
we've just created in position zero using the dropdown box. Click Submit Changes to complete
the configure. After that a page will appear where we have to click on ESBRNICORHGUREHIOH

(- B hitps://17216.2.20/config.phpdisplay=routingBlextdisplay=4

'F| PEX Configuration

| Apply Configuration Changes Here

Extensians Edit Route Add Routs

Feature Codes : § 3_outside
3  Delete Route dhaka

General Settings 1 dhaka

Outbound Routes

Figure 4(b): Outbound route configuration
3.4 Openfire configure

Openfire provides comprehensive group chat and instant messaging (IM) services using the
XMPP protocol.

m e Elastix

6 @ https://17216.2.20/index.phpfmenu=im e I.'v

OpanFire

QOpenFire

The Openfire service is not active at this moment. If you want to activate it please click here

Figure 5(a): IM tab in Elastix Graphical User Interface
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Go to IM tab in Elastix GUI and start the installation. Then we clicked the click here option.
Then select the language & click continue button.

SR o= T I

€ @ htps:/17216.2.20/index. php?menu=im

Setup Progress
| ——

+ Language Selection Welcome to Setup

Server Settings

Deatasne Satbhas Welcome to Openfire Setup. This tool will lead you through the initial setup of the server. Before you continue, choose your preferred language.

Profile Settings

Admin Account Choose Language

Czech (cs_CZ}

Deutsch (de)

/ English (en)

) Espaiiol (ss}

11l

2 Frangais (fr}

D Hederlands (nl}

@ Polski (sLPL}

T Portugués Brasileiro (pt_BR}
@) Pycexwi (ru_RUj

D siovendina (sk)

@ B3 (E44E) simplified Chinese (zh_CN)

Figure 5(b): Openfire language selection

Now configure the server settings & go to next step click on continue.

S pr o= T

€& | @ nhttps://17216.2.20/index.phpimenu=im

elastix’

System Agenda |

OpenFire

" OpenFire =k x 7

G openfire Openfire 3.7 1

Setup

Setup Progress
[ I——
/Language Selection

Server Settings
» Server Settings

Below are host settings for this server. Note: the suggested value for the domain is based on the network settings of this machine
Database Settings

Profile Settings Domain: alastixi0.edu.bd

Admin Account Admin Console Pert:  ggag

Secure Admin Console Port gos1

Buitt by Jive Software and the IgniteRealtime orq c

Figure 5 (c): Openfire Server settings
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Then select the Database settings as Embedded Database & continue.

B © o | |

¥ https://17216.2.20/index.php?menu=im c

System Email

| openFire

Ca' openfire

Setup

Setup Progress.
— 0000909 |

Language Selection Database Settings
vServer Settings
Choose how you would like to connect to the Openfire database.
» Database Settings
Profie Seiing -, Standard Database Connection
e P Use an external database with the buili-in connection pool
@ Embedded Database
Use an embedded database, powered by HSQLDB. This option requires no external database configuration and is an easy way to get up and running quickly.
However, is does not offer the same level of performance as an external database.

Built by Ji

Elastisis i tind. b i 2006 —2013.

Figure 5(d): Openfire Database settings

Select Profile Settings as Default Server & Continue

o T+ I
& | [~ Google

OpenfFire

OpenFire

O openfire®

Setup

Setup Progress
1 al
v'Language Selection :
Profile Settings
' Server Settings
Choose the user and group system to use with the server.
+Database Settings
Profile Settings @ Default
Admin Account ~  Store users and groups in the server database. This is the best option for simple deployments.
=, Directory Server (LDAP)
Integrate with a directory server such as Active Directory or OpenLDAP using the LOAP protocol. Users and groups are stored in the directory and treated as
read-only.
Clearspace Integration
Integrate with an existing Clearspace installation. Users and groups wil be pulled directly from Clearspace. Clearspace will also be used for authenticating users
Please be aware that Clearspace 2.0 or higher is required

Figure 5(e): Openfire Profile settings
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Now administrator account settings. Enter admin Email means the domain address which must
have to be a valid domain address. After that we have to enter password and re enter the
password again. Than clicked to continue

i OpenFire | =k % 7
{ ) openfire”

Setup

2

Setup Progress
EE——
ol o ge SeeC Born Administrator Account

v'Server Settings
= Enter settings for the system administrator account (username of “admin”) below. Itis imponant to choose a password for the accountthat cannot be easily guessed —for

vDatabase Settings example, at least six characters long and containing a mix of letters and numbers. You can skip this step if you have already setup your admin account (not for first ime
«Profile Settings users)

+ Admin Account

Admin Email Address: admin@example.com
A valid email address for the admin account.
HNew Password: ssssss

Confirm Password: ssssss

Figure 5(f): Openfire Administrator account settings

The Openfire setup is complete.

P|OD7F . ERSESE—

G' openfire-

Setup

Setup Progress

|
+Language Selection Setup Complete!
vServer Settings

This installation of Openfire is now complete. To continue:
vDatabase Settings

+Profile Settings

+’Admin Account

Built by Jive Software and the lgniteRealtime. org community

Figure 5(g): Openfire Setup Complete Console

Now login into the Openfire using username & password.
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6" openfire-

Looin

Administration Console

Figure 5(h): Openfire Administrator Login Console

Now see the server information go into the server manager option.

[ Brefoc =

> ] € Elastix

€= @ https:/17216.2.33/index.php?fmenu=im

OpenFire

OpenFire

G openfire-

Server Manager

Users/Groups Sessions

Server Ssttings | Media Services

* Server Infermation
System Froperties
Language snd Time
Clustering
Cache Summany

Detotase Server Uptime:

Version:
£ Server Directory:

Email Settings e

Security Audit Viewsr

Environment
Jawa Version:
Appserver:
Host Name
OS¢ Hardware

Loeale / Timezone:

Group Chat

Server Information

Below you will find server information, ports being used and latest news about Openfire.

Server Properties

Plugins

mn

i . 1
2 hours, 11 minutes  started Nov 22, 2013 2:26:38 AM Ignite Realtime News

Openfirz 2.7.1

The ignits f==d is cumently unavails
‘optiepentire

elasticll edu bd

The lgnits Feed s

1.5.0_24 Sun Microsystems Inc. — Javs HotSpot{Th) Senrer VI
JStT 0. 2-SNAPSHOT

elastixil edu.bd

Linusx ¢ i2866

en s Bangladesh Time (8 GMT)

Jawa Memory EE=——————m 11.24 MB of 121.81 MBS (9.2%) used

farvar Pors -

Figure 5(i): Openfire Server information console

Enter the Servers/Groups option & create users.

[ oo ey—

~ [ @ Brastix

€ @ retps//17216.2.22 indexphp?menu=im < |[2m-

OpenFire

G openfire
—ld

Groups

Server
users |
User Summan

 Create Mew User
User Ssarch

Advanced User Search

Sessions Group Chat Plugins

Create User

Use the form below to oreate @ new user.

Create Mew User

0

Username: = sbe
Mame: abe

sbc@example.com

Is Administrater?

[ (Grants sgmin scoess to Openfire)

| (s | (i

- Requirsd fiskds.

Figure 5(j): Openfire user creation
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3.5 Spark

Spark is an Open Source, cross-platform IM client optimized for businesses and organizations. It

features built-in support for group chat, telephony integration, and strong security. It also offers a

great end-user experience with features like in-line spell checking, group chat room bookmarks,

and tabbed conversations. Combined with the Openfire server, Spark is the easiest and best

alternative to using un-secure public IM networks.

To configure the Spark Client, simply click on the account and fill in the following:

Username:

Password & Confirm Password: Put desired password and confirm

® Spark

U=sername i-al:n:

Password '_-:--- -

Server 'TI Eﬂiéél} . |
kA Save password

] Auto login

Accounts# Advanced Login

Figure 6(a): Spark user create

Put desired

username

Server: Put Openfire Server IP here or domain if using a DNS infrastructure

Then click on Actions & enter start a chat option.

21
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e conforeancos |

Figure 6(b): Spark Start chat

In the box enter an address of another user, with whom | want to do chat

Enter acdres=
=

[S=eFfercla=stoc1 O _=u

[ il [(e=aoeet ]

- Spark chat

- = E= B8 pe— =8 o T e iy B e TR B e S C =

e =t = = — - — —
i

A s wem b O e S Lacss e STl == e s s i o

CO T e g o B

Ci A e R e Toa el ==tz 1 O e cliua _ Eedd s s b

— 1 =

[rae wror—torio—

=
Figure 6(d): Spark Chat Bar
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Then start chat using Openfire & Spark.
3.5 Callcenter

For call center configuration we have to configure some feature of call center Queue, Form,
Group, Campaign and Agent Login.

Queue: Queues are designed for receiving calls in a call center. They allow monitoring of calls
received by an agent and help to determine if a call was connected successfully or failed to be

received.

T v T L —— T —|

[=1 Fo0 At Eprmars

T m e i ik Pk Tk metmemiy (=]

MASITCE (Fy i AQIaTE ves ® pg

Al et i sl an Distad -

=

=]

=|

WA L TR O sasmnain [=]
Cail acording L

Evant Whan Colled oo [m]

Figure 7(a): Queue configuration
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Form: This window allows the creation of forms, which are created with

collecting data to run a campaign and make calls from the agent console.

Q elastix’

Agent Options

Breaks Forms

Reports

Configuration

the objective of

‘--F:er Designer b . '::J New Form A
Form Preview "E| |'ﬁ| * Required field
Name: * ‘DIU Description: EIE
Histary
Form Designer New Field |MI Add Field Successfully: ID
Agent Console Field Name: * Order: *
PBX Configuration
Dashboard Diez: e yreilert E'
Campaigns || Delete | order | Field Name ‘ Type Values | Options
B 1 Name Text Edit
B 2 D Text Edit

Figure 7(b): Form configuration

In the form window, we gave name DIU, you can give anything as you want. You can choose
fields like as we choose ID, Level and Term. You can choose field type as we choose Text type

and List type.

alls Agent Options Ireaks

Agent Console Outgoing Calls Ingoir Reports Configuration

‘j View Form |

‘ Form Designer 4

AR ST | Edit H Deactivate H Delete H Cancel ‘
Name: DIU Description:  ETE

History | Order | Field Name | Type Values

1 Name Text

Form Designer
2 (] Text

Agent Console 3 Level List 1,2,34,

: " 4 Term List 1;2:3;

PBX Configuration

Dashboard

Campaigns

Figure 7(c): Form configuration
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Group: Creation of users and agents is important for the operation of the call center. For security
reason and control, must restrict the access for this user. It is necessary to create a group with
restricted access to the interface. To create the group go to : System-> User-> Group ->Create
new group.

1]
eelast _
2] TR R T

Dashboard \ | Shutdown Hardware Detector Updates Backup/Restore Pre

| Users || & View User \ @ H * ?
Groups | Edit H Delete |
Group Permissions Login: 201 Name (Ex. John Doe): 201
Password: S i Retype password: Ltk
Group: agent Extension: 201
History
7 Mail Profile
Users
Webmail User: Webmail Domain:
Dashboard Webmail Password:

Form Designer

Agent Console

PBX Configuration

Figure 7(d): Group Configuration

Agent: This allows us to enter the data of the people going to operate the system and have been
named agents. Each agent must have a number and password assigned in order to make or

receive calls. In this window, Agent number will be the extension number which you create on

PBX and password will be the extension secret password.

Agent Console Qutgoing Calls Ingoing Calls Agent Options |

Agents b &3 Editagent "201" \_ @ H x ?
‘ ECCP Users ‘ Apply changes || Cancel | * Required field
Callback Extensions Agent Number: = 201 Name: = ‘201
Password: * |»o Retype password: = ‘ou
History
ECCP Password: | ---------------------- Retype ECCP password: ‘ ----------------------
Agents

Agent Consale
Users
Dashboard

Form Designer

Figure 7(e): Agent configuration
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Campaign: This section is used to create what is known as outbound campaigns, which is

information that generates a series of calls automatically to telephone numbers that are uploaded
ina CSV file.

Reports Configuration

Campaigns »| | [E] Campaigns List @ 4 * ?
Do not Call List ; ) | | — 7
Y Show Filter & | j | Page [1 of1
External URLs
Name  Range Date Schedule per Day Retries Trunk  Queue Completedcalls  Averagetime  Status Options
" 7 DIUETE 2013-11-22-2013-11-23  00:00:00 - 23:59:00 2 SIP/New 2001  N/A N/A Active  [Edit] [CSV Data]
History
Campaigns
Agents

Agent Console
Users

Dashboard

Figure 7(f): Campaign configuration

Agent login: The Agent Console provides agents the ability to conduct a Telephone Campaign

(Default is surveys to telephone numbers), by an agent of the call center.

[E8]=S)

@ Agent Consale: 1 - Whoever
Connected to call 00:01:50|

Hangup call Information call Script call Form
Take Break
Call Information
Transfer No information available for this call

VTiger CRM

End session

Figure 7(g): Agent login console
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Chapter 4

Packet Analysis

4.1 At first we have to know actually what is packet analysis. Packet analysis is a process which
describes the way of capturing and interpreting live data as it passes over a network. It’s also
refer to as protocol analysis and it’s used for better understanding what is happening on the
network. There are various types of packet sniffing programs, including both free and
commercial ones. A few of the more popular packet analysis programs are tcp dump (a
command-line program), Omni Peek, and Wireshark (both GUI-based sniffers).

4.2 Wireshark

In our project we used WIRESHARK, which is a protocol analyzer, or "packet sniffer"
application, used for network troubleshooting, analysis, software and protocol development, and
education. It allows the user to see all traffic being passed over the network by putting the

network card into promiscuous mode. Wireshark is an open-source program.

i< k NCRRRHRReyccr [Wireshark 1103 (SUN Rev 53022 from /trunk-110)] ﬁ

Ele Edt View Go Copture Analyze Sististics Telephony Tools Internals Help
GO AL BRERE Aes e TE aeaan @aEmxl 8
Filter [] Expression... Clear Apply Save

The World's Most Popular Network Protocol Analyzer

_ e
WI RESHARK Version 1.10.3 (SVN Rev 53022 from /trunk-1.10)

e e onine
= Open Website
No interface can be used for capturing in this system with

. . Open a previously captured file Visit the praject’'s website
the current configuration. pan 2 previously cap o

Open Recent:

(Couldn't run C:\Users\Hers\Desktop\dumpcap -D -Z none g User's Guide
in child process: The system cannot find the file specified. (2)) Ci\Users\Hera\Dewnloads\ctr.pcapng (10 ME) The Users Guide flacsl varsion, F installes)
See Capture Help below for details. s :
@ ample Captures @ Security
a Ref'esh lﬂterfaces A rich assortment of example capture files on the wiki Woark with Wireshark 2s securely 25 possible

Get 2 new fist of the local interfaces

Capture Help

® How to Capture

Step by step 1o a successful capture setup
Network Media

@ Specific infarmation for capturing on:
Ethernet WLAN, -

Ready to load or capture No Packets Profile: Default

Figure 8: Wireshark console
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At 1% Have to make call between two IP telephony in our network.

2" Have to go to the wireshark packet capture option.

3" Click to Start

4™ Start packet capturing

5" Stopped  packets capturing. Go back to Wireshark, and from the Capture menu, select Stop
to stop capturing packets. Then, look at the content of the captured packets

M ctrpcapng [Wireshark 1103 (SVN Rey 53022 from ftrunk-1.10]] =IEI
[Ele Edt View Go Copture gnalyze Stotistics Telephony Tooks Intemsls Help
ceAmd BREXE AevaTL QaabD @D® & @

Fikter: [=] Bxpresion... Cles Apply Save

:No. Time Source Destination Protocol Length Info

1 0.00000000 78:45:cc:a6:7c:9¢  FIFF:FF:FF:FFff  aRp 60 who has 172.16.2.17 Tell 172.16.2.18

21.23133900 78:45:cézab:Te:9c  foff:ff:ffiffiff  arp 60 who has 172.16.2.17 Tell 172.16.2.18

31, 627700172, 16, 1,20 173, 16.2.17 5iP 664 REGUEST: NOTIFY S1p:200@472,16.2.17:28066 |

4 1.62708800172.16.2.17 i72.16.2.20 SIP 408 status: 200 ok |

51.83196100172.16.2.17 172.16.2.20 uep 46 Source port: 57423 pestination port: 5060

6 5.62808200172.16.2.20 172.16.2.17 SIP 664 Request: NOTIFY sip:201@172.16.2.17:28066 |

7 5.62B848800172.16.2.17 172.16.2.20 SIP 406 Status: 200 OK |

B 5.62552400 fe80: :d967:8dd7 :d6affO2::1:ff9b:107a ICMPVE 86 Neighbor solicitation for fe80::a856:8e54 :4d%:107a from 08:00:27:00:5¢C:43
9 §.23822400 ec:i9a:7e:55:16:c6  08:00:27:F0:68:86 ARP 4: whe has 172.16.2.20% T7ell 172.16.2.17
10 6.23860400 08:00:27:F0:68:86 ec:9a:74:55:16:c6  ARP 41172.16.2.20 1s atv 08:00:27:0:68:86
11 6.23828600 fe80: 1d9B7 1 Bdd7 rd6aff02::1:fFOb:107a ICMPVE 86 Neighbor Solicitation for fe80::aB56:8e54:4d0b:107a from 08:00:27:00:5¢c:43
12 7.23853900 feg0: :d987 :Bdd7 :d6affoz::1:ffob:107a ICMPVE 86 Neighbor Solicitation for feS0::a856:8e54:4d9b:107a from 08:00:27:00:5¢C:43
13 B.62432800 fe80: :di67 :8dd7 :d6aff02::1:ff9b:107a ICMPVE 86 Neighbor Solicitation for fe80::aB56:68e54:4d9b:107a from 08:00:27:00:5C:43
14 9, 23832500 fe80; 1 d967:8dd7 ;deaffoz: :1:ff9b:107a ICMPVE 86 Neighbor Solicitation for feS0::a856:8e54.4d9b:107a from 08:00:27:00:5¢:43
15 9,63109700172.16.0.20 172.16.2.17 SIP 66 Request: NOTIFY sip:200@472.16.2.17:28066 |
16 9.63128800172.16.2.17 172.16.2.20 1P 408 Status: 200 ok |
17 10, 2382070 feB0: :d9B7 : Bdd7 :d6aff02::1:FFO0b:107a ICMPVE 86 Neighbor Solicitation for feS0::aB856:8e54:4d0b:107a from 08:00:27:00:5¢c:42
18 13.6286060172.16.2.20 172.16.2.17 SIFP 66

Reguest: NOTIFY sip:200@172.16.2.17:28066 |
W

7 Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
# Ethernet II, Src: 78:45:cd:a6:7c:9c (78:45:cd:a6:7c:9c), Dst: Ff:FF:FF:FF:FF:FF (FF:FF:FF:FF:FF:FF)
# address Resolution Protocol (request)

Figure 9: All packet showing
4.3 SIP packet Analysis

Now SIP packet will be captured through the Wireshark packet analyzer, therefore in the above
“Filter *“ option have to write “sip” than clicked on to “ Apply”

M ctrpcapng [Wireshark 1.10.3 (SVN Rev 53022 from /trunk-1.10]] e S = E
File Edit Yiew Go Copture Anslyze Statistics Telephony JTools [ntemals Help
codmd B aesaTFiEEeaan @B % B
Filter: sigl me Clear | Apply | Save
Mo |5 T
sipfrag f ARP 60 who has 172.16.2.17 Tell 172.16.2.18
T ARP 60 who has 172,16,2,17 Tell 172,16.2.18
31.62779400172.16.2.20 172.16.2.17 SIP 664 Request: NOTIFY sip:2018172.16.2.17:28066 |
4 1.62798800172.16.2.17 172.16.2.20 sIP 408 Status: 200 oK |
3 1.83196100172.16.2.17 172.16.2.20 voP 46 Source port: 57423 pestination port: 3060
6 5.62808200172.16.2.20 172.16.2.17 SIP 664 Request: NOTIFY sip:2018172.16.2.17:28066 |
7 5.62848800172.16.2.17 172.16.2.20 SIP 408 status: 200 ok |
B 5.62552400 fe80::d987 :Bdd7 :d6aff02::1:ffOb:107a ICMPVE 86 Neighbor Solicitation for feB0::a856:8e54:4d9%b:107a from 08:00:27:00:5c:43
9 6.23822400 ec 74:55:16:c6 08:00 f0:68:86 ARP 42 who has 172.16.2.207 Tell 172.16.2.17
10 6.23869400 08:00:27:F0:68:86 ec:9a:74:55:16:c6  ARP 42 172.16.2.20 is at 08:00:27:f0:68:86
11 6.23828600 fe80: :d987:8dd7 :d6aff02::1:Ffob:107a ICMPVE 86 neighbor Solicitation for feg0::a856:8e54:4d9b:107a from 08:00:27:00:5¢:43
12 7.23853900 feld0: :d987 :8dd7 :d6aff02::1:ffob:107a ICMPVE 86 Neighbor solicitation for feB0::a856:8e54:4d9b:107a from 08:00:27:00:5¢:43
13 B.62432800 fe80: :d987 :Bdd7 :d6aff02::1:ffob:107a ICMPVE 86 Neighbor Solicitation for feB0::a856:8e54:4d9b:107a from 08:00:27:00:5c:43
14 9.23832500 fe80: :d987 :8dd7 :d6aff02::1:ffob:107a ICMPVE 86 neighbor solicitation for fe80::a856:8e54:4d9b:107a from 08:00:27:00:5¢:43
15 9.63109700172.16.2.20 172.16.2.17 SIP 664 Request: NOTIFY sip:2018172.16.2.17:28066 |
16 9.63128800172.16.2.17 172.16.2.20 SIP 408 status: 200 oK |
17 10.2382070 fe80: :d987 :8dd7 :d6aff02::1:ff0b:107a ICMPVE 86 Neighbor solicitation for feB0::a856:8e54:4d9b:107a from 08:00:27:00:5c:43
18 13.6286060172.16.2.20 172.16.2.17 sIP 664 Request: NOTIFY sip:201@172.16.2.17:28066 |
“ m +
# Frame 1; 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
# Ethernet II, Src: 78:45:c4:a6:7c:9c (78:45:cd4:a6:7c:9c), Dst: FF:FF:FF:FF:FF:FF (FF:FF:FF:FF:FF:FF)
# address Resolution Protocel (request)

Figure 10: Type “sip” for filtering SIP packet
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Than only SIP protocol packet will be shown in the console.

file Edit View Go Capture Analyze Statistis Telephony Tools Internals Help

codms EEexelaesaTFLIEEaacr 4BB% @

freshak 1103 (SVN Rev 53022 from /trunk-L110)]

Filter

No.

]

& Frame 557: 934 bytes on wire (7472 bits), 934 bytes captured (7472 bits) on interface 0

Time Source

555 163.338472172.
557 163.570480172.
558 163.577341172.
560 163.623934 172.
574 170.988672172.
575 171.596534 172,
577 172.610450172.
579 172.889070172.
581 172. 899880 172.
601 173.011310172.
623 173.108931 172.
646 173.215198172.
2017 180.028358172.
2068 180,528331172.
2170 181.528397172.

16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.

247
2.20
247
2.20
Patla g
2T
237
2.20
2220
247
2220
Patli
Patla g
2T
237

Destination

172.
172.
172.
172
172;
172
172,
172.
172.
172.
172.
172:
172;
1723
172,

16

16

16

16

L2 0
16.
16.
16.
16.
16.
16.

2.17
2.20
2.17
2.20
2.20
2.20

S AT
16.
16.

ZAT:
2.20

Sl
16.
16.
16.

2.20
2.20
2.20

.2.20

Protocol Length Info

sIP
SIP/SDF
s1P
SIP
SIP/SDF
SIP/SDF
SIP/SDF
sIP
SIP/SDF
s1P
S1P/SDF
SIP
SIP
sIP
sIp

452 status:

934 Request:

452 status:
547 status:
848 status:
848 status:
848 Status:

480 RequesT:

834 status:

614 Request:

834 status:

614 Request:
659 Request:
659 Request:
639 Request:

BExpvessmn‘.‘ Clear Apply Save

180 ringing |
INVITE sip:202@172
180 ringing |
180 ringing |

200 0K |
200 0K |
200 0K |

ACK 51p:202@172.16

200 oK |

ACK sip:202@172.16.2.20:5060 |

200 oK |

ACK 51p:202@172.16.2.20:5060
BYE sip:202@172.16.2.
BYE sip:202@172.16.
BYE sip:202@172.16.2.

ra
]

0:5060
. 20:5060
20:5060

r oo

.16.2.17:57423; rinstance=aa5faf7h6c4e82ab |

. 2.17:57423; rinstance=aasfaf7becdes2ab |

i

# Ethernet II, src: CadmusCo_f0:68:86 (08:00:27:T0:68:86), Dst: HewlettP_55:16:c6 (ec:9a:74:55:16:c6)

# Internet Protocol Version 4, Src: 172.16.2.20 (172.16.2.20), Dst: 172.16.2.17 (172.16.2.17)

# User Datagram Protocol, Src Port: sip (5060), Dst Port: 57423 (57423)
[ Session Initiation Protocol (INVITE)

Figure 11: SIP packet filtered

As SIP is a request-response method. Let see 557 no packet, which is a SIP invite packet and its

SIP request process. After double clicked on the 557 no packet below console will be appeared

‘_ 550 163.209373000 172.16.2.20 172.16.2.17 SIP/S0F 934 Requeit: INVITE sip: 2028172 16.217:57423 findtance = aablalThbedeBlab |
Frame 550: 934 bytes on wire (7472 bits), 934 bytes captured (7472 bits) on interface 0

ELhernet I1, 6r¢i OBi00:27 06806 (0B:00:27:10:68:86), Dat: eci0n:74 58166 (eci%0iT4i35:16:c6)

Internet Protocol Version 4, Src: 172.16.2.20 (172.16.2.20), Dst: 172.16.2.17 (172.16.2.17)

USEr Datagram Protoagel, Sre porc! 5060 (S060), pst parr: 57423 (§7423)
sessfon Inftiation Protocel (INVITE)

Figure 12: Showing function of each layer of 557no SIP INVITE packet

Lets clicked on the Frame, all information about Frame will be shown as shown in the below

console
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‘. SIW 163200373000 172.16.2.20 172.18.2.17 SIR/SP 934 Request: INVITE sip- 200@172.16.2 1757423 rinstance=aaSlalThbcdeBlab |
[ Frame 50: 934 bytes on wire (7472 bits), 934 bytes captured (7472 bits) on interface 0

Intarface fd: 0

Encapsulation type: Ethernet (1)

arrival Tise: pec 13, 2013 17:71:35, 854803000 central asia standard Time

[tine shift for this packet: 0.000000000 seconds)

Epoch Time: 1386934205, 854893000 seconds

[Time delta from previous captured frame: 0.118586000 seconds]

[Time delta from previous displaved frame: 1.4%9880000 seconds]

[Time since reference or First frame: 163, 209173000 seconds]

Framé Number: 550

Frame Length: 034 bytes (7472 bits)

capture Length: 934 bytes (7477 bits)

[Frame 15 marked: False)

[Frame 15 1gnored: False]

[Protocals ?n frame: eth:ipiudp:sip:adp]

[Mumber of per-protocol-data: 1]

[session Inftiation pratacal, key 0]
@ Ethernet IT, src: 0B:00:27:70:68:86 (08:00:27:10:68:86), DsU: eciDa:74:55:16:¢6 (eciDa:74:55:16:¢6)
i Internet Protocol version 4, frc: 172,16,2.20 (172,16,2,20), Bst: 172,16.2.17 (172,16,2.17)
i User Datagram Protocol, Src Port: 5060 (3060), Dst Port: 57423 (57423)
W Sesalon Inftlation Protoce] (INVITE)

Figure 13: Showing function of Frame

| -k

As we show its 550 no Frame and Frame length is 934 bytes (7472 bits), and others information

about frame you can see. Now let clicked on the Internet protocol version

E_SSU 163.209373000 172.16.2.20 172.06.2.17 SIPADP 934 Request: INVITE sip: 200017216 217:574 23 rinstance=an5afbbedeBlab
il Frame 550 934 bytes on wire (7472 bits), 934 bytes captured (7472 bits) on interface 0
# Ethernet I1, sre: 0B:00:27:0:68:86 (08:00:27:f0:68:86), pat: ec:n:Td:55:16:c6 (ec:0ai74:55:16:c6)
- Internet Protacal version 4, &rc: 172,16.2,20 (172,16,2,20), ost: 172,16.2.17 (172.16.2.17)
varsion: 4
tieader length: 20 bytes
@ Differentiated Services Field: Oxb0 {DSCP Ox18: Class Selector 3; ECW: Ox00: Wot-ECT (Mot ECN-Capable Transport))
0110 00,, = pifferentiated services Codepaint: Class selector 3 (0x18)
veer 100 = EXpIICIT Congast on Notification: wot-gCT (Not ECN-Capable Transport) (0x00)
Total Length: 920
Identification: Oxd9as (55717}
o Flags: 0x00
Divn vae = RESErved BIT: Not det
Oy 4y, = DOR'T TRageEnt ! ROT 56T
0. ..., = Wore fragments: wot set
Frageent offset: 0
Time to Hve: 6
pratocal: uop (17)
- Weader checksus! Oxdl0a [correct)
[6ood: True)
[Bad: False]
source; 172,16,2.20 (172,16,2.30)
pestination: 172,16,2,17 (172,16,2,17)
[Source GeoIp: unknown]
[bestination Geoll: unknown)
i User Datagram Protocol, Src Port: 5060 (5060), Dst Port: 57423 (57423)
7 sesdfon Inftiation Protocel (INVITE)

Figure 14: Showing information of Internet protocol version
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Destination and Source address information showing in this console. Also Showing Flags
information 0x00, time to live 64, protocol UDP (17) and others information. Now let’s clicked
on the User Datagram Protocol.

A 550 160200073600 1721620 17216211 SI9/S0P 9 Request INVTE sp 202817216 21751428 sistancessabia Tobededlab ‘L AR
) Frame 5501 934 bytes on wire (472 bits), 934 bytes captured (7472 bits) on fnterface 0
i Athernet 11, Srci 00100127 :110168:80 (08:00:27:10;68:86), Osti ecidaid:55:10:c0 (oci9ni?di55i161c6)
o Internat Protocol Verston 4, Srci 172,16,2,20 (172,16,2,20), Osti 172,16,2,17 (172,16,2.1)
User Datagram Protocol, §rc Port: 5060 (5060), Dt Port; $742) (5742))
source port: S060 (5060)
Dastinatfon port: S22 (SM21)
Lengeh: 900
thacksum! 0x0f o [valfdation disabled)
(Good Checksum: False)
(Bad Checksum; ralse)
i sesston Infefation rratacol (INVITE)

Figure 15: Showing information of User Datagram Protocol
Here, Source port and destination port information is showing, and checksum information is also
showing. Let clicked on the Session Initiation Protocol.

350 101200173000 17216220 172.16.2.17 467300 04 Raguesk INVITE sip 202017216 211512 sinstanconaaSafTbbcdedln | ”r (| &

o Erame 5501 034 bytes on wire (7472 bits), 934 bytes caprured (7472 bits) on interface 0

o Ttharnet 10, Src: OM:00:27:00:80:00 (O0:00: 2000 00000, Bat: aciBa:™ioh:ndich foc: B 100 dd:ch)
i Intarnat Pratocol varsion 4, Srci 172,162,320 (172,16,2,20), pat1 172.16.2.17 (172.16.2.17)

f Usdr Datagram Protocel, Sre Porti 4080 (3080), pat pert: 7423 (37421

Session Infeiation Pratacal (INVITE)
i Request-Line: INVITE $1p:2028172,.18, 2. 17802 i pinatance=aadfaf Phbedab2ab 51p/2.0
il Hessage Header

i Meaangi body

Figure 16: Showing information of Session initiation protocol

After clicking three options appeared, they are

v Request line information

v" Message Header information

v' Message Body information
Let see Request line information. As extension 201 (server is 172.16.2.20) is called 202,
therefore Request —URI user part is showing 202, and server of 202 extension is 172.16.2.17,
therefore Request- URI host part is showing 172.16.2.17.
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V010100173000 1721620 17206217 850 514 Reguast INTTEsp 0081721020704 stancenanaTobcdeldb | IR

i Framg 550; 934 bytes on wire (7477 bits), 94 bytes captured (7472 bits) on interface 0
o REhergt 11, Src ONON:27 00000 (OMi00iaT fOi0N06), Bat; oi00iTaS0iA0;Eh (6i%aind;a5inbich)
| Interndt pratacal viraten 4, sred 172,16,2.30 (172.16,2,300, psvi 172,14, 2.17 (173.16,3.10
j User DATAgraA Protocol, e porr! 5060 (5060, bst port: §7423 (57433
dassfon Inftiation Arotocol (IWViTH)
Request-Line: TWITE #1p:2020172,16,2,17:57423; rinstancesaasfafThocded2ab s19/2,0
Mathad: THVITE
Riguadt-URT: 41p:d00dr2 16, 2 11 M2 Finatanca=aadfaf Phbcdadaab

DOQUOST-URT UseF Pape! 207
equest=URE Host Part; 172,16,2.17
Request-URT Host Port; $742
[Radant Packat: Filia)
i Midsage Header
J Wessage body

Figure 17: Showing information of Request-Line

Now let’s see next option which is Message header.
As before mentioned that the extension 201(172.16.2.20) is calling extension 202(172.16.2.17).
See in the above console all information is showing.
v Transport: UDP
Sent by Address: 172.16.2.20
Sent by Port: 5060
Max forward:70
SIP from Address: sip:201@172.16.2.20
SIP address user part: 201
SIP address Host part: 172.16.2.20
SIP from tag:as498f3e20S
SIP to Address: sip:202@172.16.2.17
SIP adress user part: 202
SIP adress Host part: 172.16.2.20
SIP to URI parameter: rinstance-aa5faf7b6c4e82ab
Date: Fri,13 Dec 2013, 04:55:57 GMT
Sequence Number:102
Method: INVITE

AN N NN N Y U U N N N N N
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M 550 162209373000 172.16.2.20 172.16.2.17 SIP/SDP 934 Request: INVITE 5ip:202@172.16.2.17:57423 rinstance = sa5fafTbbede2ab |

@ = ]

+ USEr Latagram Protocol, >FC POFTD JUDU [JUBW), UST MOFT: 37423 (3/423)
= Session Initiation Protece] (IWVITE)
@ Request-Line: INVITE sipi2028172.16.2.17:57423; rinstance=aaSfaf 7bécdedZab s1p/2.0
= Message Header
= via: 5IP/2.0/UDP 172.16.2.20:3060; branch=z3hG4bKo4ab7bl4; rport
Transport: UDP
sent=by address: 172.16.2.20
Sent-by port: 5080
granch: 29hG4bK044b7b14
RPGFE! rport
Max-Forwards: 70
S From: "201" <31p:i2010172,16,2, 20> tag-as498f2¢20
5IP Display info: "201"
o 51F from address: sip:2008172.16.2.20
s1p from address user part: 201
sip from address Host Part: 172.16.2.20
sIP from tag: as495f3ez0
= To: <sip:2028172.16.2.17:57423; rinstances=aa5faf7bbcdeszab>
= SIP TO address: sip:202@172.16.2.17:57423;rinstance=aasfaf7hocdeszab
SIP to address User Part: 202
SIP To address WOST Part: 172.16.2.17
SIP to address Host Port: 57423
SIPF To URI parameter: rinstance=aa5faf?bécdeflab
contact: <sip;201@172,16.2,20:5060>
5 contact URI: sip:201@172.16.2.20:5060
CONTACT URI user Part: 201
Contact URI Host Part: 172.16.2.20
CONtact URI HosT Port: 5060
call-Ip: 135356bbdefaardd726255a54e2369a56172.16. 2. 20: 5060
= CSeq: 102 INVITE
sequence Number: 102
Method: INVITE
User-Agent: FPEX-2.8.1(1.8.20.0)
Date: Fri, 13 Dec 2013 04:55:57 auT
Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, SUBSCRIBE, NOTIFY, INFO, PUBLISH
supported: replaces, timer
content-Type: application/sdp
content=Length: 280
% Message Body

Figure 18: Showing information of message header

In the Message Body Option Session Description protocol Described.

o 550 163209373000 172.16.2.20 172.16.2.17 SIP/SOP 934 Request: INVITE sip:202@172.16.2.17:5742 rinstance=aa5fafTbbedel2ab |

# Request-Line: INVITE sip:2020172.16.2.17:57423;rinstance=aasfaf7bécdeszab s51P/2.0
7 Message Header
= Message Body
= session pDescription Protocol
Session Description Protocol version (v): O
5 Owher /CFeater, Session Id (o): rost 739505885 739505885 IN IP4 172.16.2.20
Owner Username: root
session ID: 739505885
session version: 730505885
Owner Metwork Type: IN
owner Address Type: IPd
owner address: 172.16.2.:0
session wame (s): astverisk Pex 1.8.20.0
- connection Information (c): IN IP4 172.16.2.20
connection Network Type: IN
connection address Type: IP4
connection Address: 172.16.2.20
- Time Description, active time (t): 0 0
session start Time: ©
sessfon Stop Time: 0
= media pescription, name and address (m): audio 11352 RTP/AVP 0 8 3 101
Media Type: audie
Media Port: 11352
media Protocol: RTP/AVP
Media Format: ITU-T G.711 PCMU
Media Format: ITU-T G.711 PCMA
Media Format: = 06,10
Media Format: DynamicRTP-Type-101
= media attribute (a): rtpmap:0 PCMU/BOOD
Media attribute Fieldname: rtpmap
Media Format: 0
MIME Type: PCMU
sample Rate: 5000
o Wedia Attribute (a): rrpmap:E POMA/E000
media attribute Fieldname: ripmap
Media Format: 8
MIME Type: PCMA
sample Rate: 5000

Figure 19: Showing Information of Message Header

m

In this analysis SIP INVITE packet analysis only just showed, in this way all packet analysis
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such as ACK,RINGING, BY and so on packet analyze could be done.

4.4 RTP packet Analysis

In same way RTP packet has been captured. RTP packet captured in two ways, at first “Showing

all stream” than “stream analysis”

21.
31
41.
51,
6 5.
75,
85,
9 6.
10 6.
11 6.
127,
13 8.
14 9.
15 9.
16 9.

ECE B N
Filter:
No. Time

EEXE

Source

62779400172.16.2.20
62798800172.16.2.17
§3196100172.16.2.17
62808200172.16.2.20
62848800172.16.2.17

1 0.00000000 78:45:c4:a6:7¢:0c f

23133900 78:45:c4:a6:7¢:9¢c

23869400 08:00:27:f0:68:86 ¢
23828600 fe80::d987

23853900 fe80::d987
62432800 fe80::d987

23832500 fe80::d987:8dd7 : d6af
63109700172.16.2.20
63128800172.16.2.17

18 13.6286060172.16.2.20

O, 4 AN
G5M v
H.2725... ression... Clear Apply Save
p A ¥ btocol Length Info .
1SUP Messages 60 who has 172.16.2.1? Tell 172.16.2.18 o
o » R 60 who has 172.16.2.17 Tell 172.16.2.18
1 ) P 664 Request: NOTIFY s51p:2018172.16.2.17:28006 |
11— 5 = ——— 200 oK |
g Ll Sl Al ireaims rt: 57423 Destination port: 5060
1 RTsP » | Stream Analyss.. NOTIFY 5ip:201@172.16.2.17:28066 |
1 scrp Y P 108 status: 200 oK |
p.. MPVE 86 Neighbor Solicitation for fe80::2856:8e54:4d9b:107a from 08:00:27:00:5¢:43
;MEPOperatiam P 42 who has 17’2.]:6.2.20? Tell 172.16.2.17
P 42172.16.2.20 is at 08:00:27:f0:68:86
:8dd7:deaf] O Messages MPVE 86 Neighbor Solicitation for fe80::a856:8e54:4d9b:107a from 08:00:27:00:5¢:43
:8dd7:deaf & VolP Calls MPV6 86 Neighbor Solicitation for fe80::a856:8e54:4d9b:107a from 08:00:27:00:5¢:43
:8dd7:d6afl  WAP-WSP.. MPVE 86 Neighbor solicitation for fe80::a856:8e54:4d9b:107a from 08:00:27:00:5¢:43
o . MPVE 86 Neighbor Solicitation for fe80::a856:8e54:4d9b:107a from 08:00:27:00:5¢:43
172.16.2.17 SIP 664 Request: NOTIFY sip:201@172.16.2.17:28066 |
172.16.2.20 sIP 408 status: 200 oK |
17 10.2382070 fe80: :d987:8dd7 :deaff02: :1:ff9b:107a ICMPVE 86 Neighbor Solicitation for fe80::2856:8e54:4d9b:107a from 08:00:27:00:5¢:43
172.16.2.17 SIP 664 Request: NOTIFY sip:201@172.16.2.17:28066 | i

m ¢

Figure 20: Capturing RTP packets all stream

PLERVES. B o ceeesmeee e m TS

Src addr

17216.217
17216.217
17216.217
17216217
17216.217
17216.217
17216.217
17216.217
17216.217
17216220
17216.2.20
17216.2.20
17216.2.20
17216.2.20
17216.2.20
17216.2.20
17216.2.20
17216.2.20

~ Srcport
40032
24516
50150
40042
18140
59230
40018
40024
59382
14648
11352
16528
15800
15182
11932
19294
13220
14968

4 Dst addr
17216.2.20
17216.2.20
17216.2.20
17216.2.20
17216.2.20
17216.2.20
17216.2.20
17216.2.20
17216.2.20
17216217
17216217
17216217
17216.217
17216.217
17216.217
17216217
17216217
17216217

4 Dstport
11352
14648
15800
16528
15182
19294
11932
14968
13230
24516
40032
40042
50150
18140
40018
598230
59282
40024

Detected 18 RTP streams. Choose one for forward and reverse direction for analysis

4 S5RC 4 Payload 4 Packets 4 Lost 4 Max Delta (ms) 4 Max Jitter (ms) 4 Mean Jitter (ms) < Pb? hl
Ox6DFL g711U 880 0 (00%) 2573 209 052 x
0xF41A1EOF g711U 351 0 (0.0%) 21.20 044 0.26 X
0x67C18DAD  g711U 3323 0 (0.0%) 101578 8242 268 X
0:26E9 g711U 3694 0{0.0%) 495.49 79 248 X
0:e44265CCE gT11u 525 0(0.0%) 30.53 298 033 X
0xC7312004 g711U 2239 0(0.0%) 3445 182 0.23 X
0x7EST g711U 2261 0 (00%) 58.71 4.56 0.77 x
099 g711U 1818 0 (0.0%) 38.51 263 037 X
0x75F211E0 g711U 1837 0 (0.0%) 2226 0.56 018 X
0:1F9B9231 g711U 280 0{0.0%) 27.57 221 078 X
O 1EFEDA4 gT11u 351 0(0.0%) 2297 061 039 X
0:3634005C g711U 3323 0(0.0%) 1016.58 82.69 2.96 X
0x45669514 g711U 3679 0 (00%) 56053 41375 374 x
0x2482FASA 711U 452 0 (0.0%) 2527 145 049 X
0x67E99EAS g711U 2239 0 (0.0%) 53.76 395 048 X
0:5BOSFOES g711uU 2244 0{0.0%) 7373 626 088 X
0x75C5863D g711U 1818 0(0.0%) 47.06 353 0.51 X
O:B0AGETED g711U 1820 0(0.0%) 41.68 279 0.42 X

Select a forward stream with left mouse button, and then
Select a reverse stream with Ctrl + left mouse button

[ Unselect ][ Find Reverse ][ Save As ][ MarkPackets” Prepare Filter ][ Copy ][ Analyze ][ Close

Figure 21: Showing all information about RTP data stream

34



In above console source address and destination address information is showing. Destination and
source port information is also showing. Payload information is also showing. Payload is the
part of the transmitted data which is the fundamental purpose of the transmission, to the
exclusion of information sent with it (such as headers or metadata, sometimes referred to as
overhead data) solely to facilitate delivery [11]. Showing Max Delta, max jitter and mean jitter
information. The delta is the time difference between the current packet and the previous
packet in the stream. max delta is the largest delta value.

File Edit View Go Capture Analyze Statistics Telephon! Tools Internals  Help

P 4B L BREXE Qe M ‘Bleced @®mmi @
GSM 4

Filter: H235.. ression..  Clear Apply Save

No. Time Source p K '

1 0.00000000 78:45:c4:a6:7c:0c  TEWIRIYEERE

il 60 who has 172.16.2.1? Tell 172.16.2.18 B

21.2313390078:45:c4:a6:7c:9¢ f (¢ » RP 60 Who has 172.16.2.17 Tell 172.16.2.18
31.62779400172.16.2.20 T L Ip 664 Request: NOTIFY 5ip:201@172.16.2.17:28066 |
41.62798800172.16.2.17 1 = - en=——200 OK |

51.83196100172.16.2.17 i FfIP P Sl rt: 57423 Destination port: 5060
6 5.62808200172.16.2.20 1 RTSP Y| Stream Analysis... NOTIFY sip:2018172.16.2.17:28066 |
7 5.62848800172.16.2.17 1 sce » P 408 Status: 200 oK |

8 5.62552400 fe80::d987:8dd7:d6af  gp,, MPVE 86 Neighbor solicitation for fe80::a856:8e54:4d9b:107a from 08:00:27:00:5¢:43

96.23822400 €C:02:74:55:16:C6 ( Guong i P 42 who has 172.16.2.207 Tell 172.16.2.17
10 6.23669400 08:00:27:F0:66:86 ¢ | P 42172.16.2.20 15 at 08:00:27:f0:68:86
11 6.23828600 fe80: :d987 :8dd7 :dgaf| = "ooede MPV6 86 Neighbor Solicitation for fe80::a856:8e54:4dob:107a from 08:00:27:00:5¢:43

12 7.23853900 fe80: :d987:8dd7 :d6af & VoIP Calls
13 8.62432800 fe80::d987:8dd7:d6af]  WAP-WSP..,
14 9.23832500 fe80: :d987:8dd7:d6af

MPVE 86 Neighbor solicitation for fe80::a856:8e54:4d9b:107a from 08:00:27:00:5¢:43
MPVE 86 Neighbor solicitation for fe80::a856:8e54:4d9b:107a from 08:00:27:00:5¢:43
MPVE 86 Neighbor solicitation for fe80::a856:8e54:4d9b:107a from 08:00:27:00:5¢:43

15 9.63109700172.16.2.20 172.16.2.17 SIP 664 Request: NOTIFY sip:201@172.16.2.17:28066 |

16 9.63128800172.16.2.17 172.16.2.20 SIP 408 status: 200 oK |

17 10. 2382070 Te80::d987:8dd7:d6aff02: :1:Ff9b:107a ICMPVE 86 Neighbor solicitation for fe80::a856:8e54:4d9b:107a from 08:00:27:00:5¢:43

18 13.6286060172.16.2.20 172.16.2.17 SIP 664 Request: NOTIFY sip:2016172.16.2.17:28066 | ¥
< . | »

Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
Ethernet II, Src: 78:45:c4:a6:7c:9c (78:45:c4:a6:7c:9c), Dst: ff:ff:ff:ff:ff:ff (Ff:FF:FF:FF:FF:FF)
Address Resolution Protocol (reguest)

Figure 21:Capturing stream analysis

PRI e & OIS
Forward Direction | Reversed Direction |
Analysing stream from 172.16.217 port 24516 to 17216220 port 14648 SSRC = 0xF4LALEOF
Packet + Sequence 4 Dekta{ms) 4 Filtered Jitter(ms) 4 Skew(ms) 4 IP BW{kbps 4 Marker 4 Status o ([
585 4670 0.00 0.00 0.00 1.60 SET [Ok] ‘ = ‘
589 4671 19.30 0.04 070 3.20 [0k] |
502 4672 2073 0.00 002 480 [Ok]
597 4673 19.26 013 071 6.40 [Ok]
602 4674 1004 012 077 8.00 [ok]
606 4675 10904 012 082 260 [Ok]
610 4676 1997 011 0.6 11.20 [0k]
614 4677 2035 012 051 12.80 [ok]
618 4678 1969 014 0.82 1440 [Ok]
624 4679 2042 016 040 16.00 [0k]
628 4680 19.76 016 064 17.60 [Ok]
632 4681 19.82 016 0.82 19.20 [0k]
636 4682 1999 015 082 2080 [ok]
540 4683 1007 0415 0.87 2240 [Ok]
644 684 2007 014 080 24.00 [0k]
649 4685 2041 016 030 2560 [Ok]
653 4686 19.54 018 0.85 27.20 [0k]
657 4687 2029 018 056 28.80 [ok]
661 4688 2004 018 051 30.40 [Ok]
665 4689 1969 018 0582 32.00 [0k]
660 4690 2001 017 081 33560 [Ok]
673 4691 1999 016 0.3 35.20 [Ok] -
Max delta = 21,20 ms at packet no. 1663
Mas jitter = 0,44 ms. Mean jitter = 0.26 ms.
Max skew = 1.37 ms.
Total RTP packets = 351 (expected 351) Lost RTP packets = 0 (0.00%) Sequence errors = 0
Duration 7.00 5 (-6558 ms clock drift, corresponding to 504 Hz (-93.70%)

Save payload... SavessCsV... | [ Befresh | [ wmpto | I Graph ] I Player | [ Next non-ok

Figure 22: Showing Forward direction packet information
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| Wiresharic RTP Strea

Forward Direction | Reversed Direction

Analysing stream from 17216.2.20 port 14648 to 172.16.217 port 24516 SSRC = 0x1F9B9331
Neote many things affects the accurasy of the analysis,
Packet ~ Sequence ¢ Defta(ms) ¢ Filtered Jitter(ms) 4 Skew(ms) 4 1P BWi{kbps 4 Marker ¢ Status 4.
584 17410 0.00 0.00 000 160 SET [0k] =
588 17411 1011 062 989 320 [0k]
582 17412 1996 058 203 480 [OK]
596 17413 1986 055 1007 6.40 [Ok]
500 17414 1951 055 1056 200 [OK]
605 17415 2030 053 1026 260 [Ok]
509 17416 1968 052 1058 1120 [OK]
513 17417 21.00 055 258 1280 [OK]
617 17418 1983 053 975 14.40 [Ok]
622 17419 2084 055 801 16.00 [OK]
627 17420 1874 0.59 1017 17.60 [Ok]
631 1742 2072 060 245 1920 [OK]
635 17422 1889 063 1056 2080 [Ok]
639 17423 202 061 1035 2240 [0k]
543 17424 1977 058 1058 2400 [OK]
648 17425 2020 0.56 1038 25.60 [Ok]
652 17426 203 054 1007 2720 [OK]
656 17427 2001 051 1005 2880 [Ok]
660 17428 1958 0.50 1047 3040 [0k]
654 17429 2004 048 1043 3200 [OK]
668 17430 2022 046 1022 33,60 [Ok]
Max delta = 27.57 ms at packet no. 2365
Max jitter = 231 ms. Mean jitter = 078 ms.
Mas skew = 1581 ms,
Total RTP packets = 880 (expected 880) Lost RTP packets = 0 (000%) Sequence errors = 0
Duration 17.57 5 (-915 ms clock drift, corresponding to 3485 Hz (-56.43%)

Save payload... Savea;CSV.l [ Refresh ] [ Jump to ] [ Graph ] [ Player ] INEKtmmer

Figure 23: Showing reverse direction packet information
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Chapter 5

Security

Now a day's IP telephony become a popular technology which provides many advance feature
for communication. Many traditional telephony systems are replaced by IP telephony. Because
IP telephony provides multi feature like, Multiple Extensions, Caller ID, Voice mail, IVR
capabilities, Recording of conversations, 1AX2 , Call-centre open-fire with hardware based
telephones or software based. With this new technology comes a new challenge for both the
defensive and offensive side of security. To protect the data we need security in the system
server .If any unauthorized access in a server unwontedly, can make change everything of the
system. A reachable hacker can attack the system server with various ways. So at first have to
make secure the system server. In the project three layer securities has been given to the server to
ensure the security of the server.

5.1 Deactivate Remote login

If anyone’s wants to attack system server than attacker must have to reach to the target network.
Most of cases, Attacker try to login to the system server remotely, so at first need to off the login
system of the unauthorized remote user. To do this job some rules must be followed. When a
user want to log in remotely to the server user use "SSH" technique either authorized or
unauthorized. As every process are running in different port. When a user try to login remotely

into server he sent a request to specific port number.
5.1.1 Port number changing

So, if change the port number of "SSH" then the probability of unauthorized user remote login
will be reduced. For this job need to go to this configuration file of server.

[rootPelastixld "1# vi retcrssshesshd_config _

Figure 24: Command for going Configured file
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Then to change the port number of "SSH"

tPort 22_
tProtocol 2,1

Protocol 2
triddressFamily any
tListenAddress B.8.8.8
tListenAddress

Figure 25: Showing port number of ssh

default value.

Port 3838_
HProtocol 2,1
Protocol 2

Figure 26: Changing SSH port number
Assume that anyhow attacker find the port number, Then he will accessible.
5.1.2 Finding process of port number

There are many way to find the port number which is assigned for which service. In this project
port number have been tried to find by using backtrack run a command which helps to find the

open port number. It gives two result depends on system server configuration.

:7# nmap —PN 172.16.2.20

Starting Hmap 6.01 ( http:--nmap.org ) at 2013-12-31 14:33 BDT
map scan report for 172.16.2.20
ost i= up (0.0017=s latencyl.
ot shown: 980 closed ports

STATE SERVICE

open ssh

open s=mip

open http

open  pop3

open  rpcbhind

open imap

open htips

open telnets

open  imaps

open pop3s

open mnysqgl

open upnotifyp

open  xmpp—client

opeEN  Xmpp-sServer

open realserver

open oracleas—https

open cbt

open zeus-admin
xmltec—xmlnail
snet—sensor—-mgnt

AC Address: 08:00:27 :FO:68:86 (Cadmus Computer Systems)

map done: IP address (1 host up) scannmed in 13.82 seconds
oot@bt : 7H

Figure 27: Showing all port number set as by default
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7# nmap -PN 172.16.2.20

[Starting Nmap 6.01 ( http:r/mmap.org ) at 2013-12-31 14:36 BDT
map scan report for 172.16.2.20
ost iz up (0.0070s latency).
ot shoun: 980 closed ports
P STATE SERVICE

open smtp

open http

open pop3

open rpcbind

open  imap

open https

open telnets

open imaps

open pop3s

opeEn  arepa-cas

open  mysgl

open upnotifyp

open xmpp-client

OpEN  XMpp-SEeruver

open  realserver

open oracleas-https

open cht

open zeus-admin

open xmltec—xmlmail

open snet-sensor-mgmt
AC Address: 08:00:27:F0:68:86 (Cadmus Computer Systems)

: 1 IP address (1 host up) scammed in 13.35 seconds

Fig 28: After changing port number
5.1.3 Finding password of remote host

If hacker successfully find out the exact port number of "SSH" service, then server will be
attacked by hacker with appropriate password of root in this way .That is hacker create a file
"password. list" with approximate password and to know the password of remote host, hacker

run the file Password. list with this command .

~ v X root@bt: ~

File Edit View Terminal Help
Instz .

/p:4), =1 try per g&sk

Figure 29: running script
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5.1.3 User binding

If anyhow password is found then it's not secured, to make more secure system allow only some
authorized user except "ROOT”. For this reason in the system, declare some authorized user
only who can be accessible.

tLoginGraceTime Zm
tPermitRBootLogin yes
PermitRootLogin no

HStrictModes yes
tMaxAuthTries 6

Figure 30: Allowing some authorized user

user hera,safi,hemel

Figure 31: Allowing some authorized user
To apply changes in configuration file run this command

[rootBelastixlB " 1# service szhd restart
[Stopping sshd:
Starting sshd:

[rootBelastix1B ~1# _

Figure 32: Service SSHD restarting
5.2 User binding with IP

If any how attacker find the authorized user name, then it's easy for him to access the server.
Now restrict the user by IP. Need to declare some authorized IP in "hosts.allow" file. That's why
go to the configuration file of host.allow
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[rootPelastixlB " 1# vim -setc-host=s.allow_

Figure 33: Command for entering host.allow file

Then add the service name along with IP. Only who can get the permission

=shd : 172.16.2.17

Figure 34: Binding IP address

Then need to go to the hosts to declare that all IP are access denied except only one are declared

to access. You may declare two or three accessible IP as you want.

[rootPelastixlB " 1# wvim -setcrhosts . _deny_

Figure 35: Allowing Host

Figure 36: Deny all unauthorized user

If above security apply in any system server then it will be tougher to break the security.
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Chapter 6

Conclusion

In this project, advanced feature of IP telephony system has been extracted. Considering cost free
call, two asterisk servers created and IAX trunk configured so that extension of one server can
called extension of another server as intercom. For Instant massaging or group chat in spark
which combined with Openfire has been configured. For interaction between agent and
telephone subscriber, Elastix call centre module is installed and configured. Packet passing over
the network has been analyzed by Wireshark for understanding function of each layer. To ensure

the security of the system, server has become secured in three labels.
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