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ABSTRACT

| believe the unlimited possibilities of innovation and superiority. As we build our
communication strategies, we upgrade our work process on that day. We would like to
make other relationships for sharing the resources than following a security of some
rules. If I am connected through two or more connections and computers and information

then it is called as a network.

We create server to increase the user in a network. Several PC’s or user uses the server to
exchange information. Sometimes we need different types of servers for different PC’s as
well. For example - FTP servers, web servers, mail servers, proxy servers, DSN servers,
firewalls. All of them have different functionalities and without them it is impossible to
maintain a network. If the network is connected to the Internet and we want to keep our
information safe, then we have to install the server using the Linux operating system.
Linux is an easily maintained operating system. It is software that provides some basic

features to each computer to access some other devices to perform custom functions.

Today's media or large companies need server system to maintain their complex IT
infrastructure. Peer-to-peer networks are problematic for sharing security and resources

for medium or large organizations.

Server is a bit expensive; here | try to design a cost-effective server system of this type of
organization. This system improves reliability and security for their networks.

Using this proposed system, a company can easily make their network infrastructure
reliable. It can also help them to protect their day to day data. So all these companies

need a strong network server to ensure security.

That is why | chose my internship topic as "Linux Server Configuration and MikroTik

Administration”.
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CHAPTER 1

Introduction

1.1 Introduction:

This is the period of Information Technology. Now a day’s a large number of people all
over the world use internet technology and server is a part of it. Linux is quite possibly
the most important free software that is achieved since the original Space War, or, more
recently. We cannot do anything relating to internet communication without server. So
DNS server is very important for internet technology. Internship method is an old
practice to make students understand the real working, environment and challenges of
jobs. All branches of educational sector have their own importance of internship before
degree award.

Now a day every business, commerce, job education is very much related to software
based communication and internet technology. We are preferred to take more E-service,
that's called E-Commerce. E-government, Internet Banking, SMS Alert Banking, Mobile
Banking, EFT (Electronic Fund Transfer) etc. are not possible without server. DNS
(domain name system) is also very useful server and we can operate different types of
services by using this system for example Internet technology, E-mail, E- Business,
Telecommunication, Mobile technology. That’s facilities are not possible without server
and DNS. It’s one of them. Today, banking industry, transports, and other business
organization totally depends upon different types of Software and Online Technology and

Server is very essential.

ATM Technology (Switching Software), Banking Software, Debit Card, Credit Card,
Online Transaction etc. are very much depends upon Software and different types of
Server, Linux is one of them. It has developed as an operating system for business,

education and personal productivity.
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1.2 Motivation:

I am currently pursuing my Bachelor in Computer Science Engineering at Daffodil
International University. | understand the importance of practical knowledge which is full
of knowledge of textbooks and life problem solving. My dream is to establish me as a
network security expert. And | enjoyed that networking job very much. During the
internship | found that the details of Linux network and server management and

MikroTik details are not fully efficient.

As an Internet service provider I've got my points across very well, to communicate with
people to understand their needs and to provide them better services. My skills remain in
my ability to read and understand the situation and to work quickly and still beautiful. |
also saw the work of the server and its responsibility. | think that my work will make me

more successful in my life.
1.3 Internship Objectives:

Ultimate objective of my internship program is to prepare myself as an eligible one in the
competitive job market. So this is very effective of skill development. | would like to
gather some extraordinary quality to provide myself as skilled one, and make my dream

true.

The internship in computer science is designed to provide work experience while students
are still in school & collage, to coordinate job experience with academic training, and to
help student to make the transition from classroom to job who are self-motivated and

self-directed and desire to work.
1.4 Introduction to the Company:

Daffodil Online Ltd. prides itself as one of the leading nationwide Internet Service
Provider (ISP) in Bangladesh. They are the most experienced and oldest company in the
ICT field where they are basic business ethics is Long Term Relationship with they are

customers. As we look at the growth over the decade since our inception, they are
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extremely proud of what they have achieved, and even more excited about they are
outlook for an equally promising future.

It may please you to know that they started they are operation in the year 2002. During
the past years, they extended they are operation and service portfolio according to the
customer’s recommendation and considering demands of time. They worked with many
national projects and international organizations and achieved the reputation. They are
using the latest technologies and upgrading the services wherever it is required. They are
Corporate Network Solution department is capable to provide state-of-art network and
telecommunication solutions with a highly efficient technical expertise group.

1.5 Report Layout
In the Chapter-1 | have described objective of internship, Motivation of internship and

Introduction to the company.

In the Chapter-2 | have described the methodology of my internship. And this chapter
gives the information about where the internship has been attached to undertake this
program. Also included about how did perform the internship works, about the company,

what are the IT service offered in DOL and what are the roles of in jobs market of Linux.

In the Chapter-3 | have described about daily task and activities, Events and Activities
and Challenges.

In the Chapter-4 | have described is Competencies Earned, Smart Plan, Reflections.

In the Chapter-5 | have described is Conclusion and Future Scope. | discuss Future

Scopes of Linux and write conclusion.
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CHAPTER 2

Internship Organization
2.1 Company Introduction:
Daffodil Online Ltd. (DOL) is proud to be one of the trailblazers and oldest ISP/ASPs in
Bangladesh and providing one stop integrated ICT services and solution since July 2002.
It makes corporate, SME and individual clients serve its own fiber optic & radio link in
vague infrastructure.
The Institute works with many national projects and all related to high appreciation
international organizations.
It uses latest technology and services wherever it is needed to upgrade.
Center is able to provide state-of-the-art network and telecommunications solutions with
a group of highly skilled technical experts in the Corporate Network Solutions division.
DOL is a very strong professional engineering and management team certified and will
be associated with Sun, Cisco, Microsoft, Linux, and Oracle and is actively involved with
the world's leading computing association, including IEEE-ACM, ACS, BCS, and PMI.

Its Corporate Social Responsibility strengthens the sense of responsibility on
Community, Workstation, Location and Market place. As a Group concern, DOL
promotes 3 major platforms education, nation-building and environment, through its

programs and services.

2.2 Services and Market Situation:
Daffodil Online Limited is the leading countrywide Internet Service Provider (ISP)
pride itself as one of the Bangladesh. They are the most experienced and oldest
organizations in the ICT field where they are the main business policies, with long-
term relationships. They look forward to growth in a decade from our beginning, they
are highly proud of what we have achieved, and even more excited about our outlook
for an equally promising future. Daffodil Online Limited offers various IT services

and professional training services. This is given below.
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IT Services
e Corporate Internet Solution
e Security solution.
e Domain registration and web hosting.
e Website development.
e Open source application solution.
e Internet Service Provider
e State of the Art Data Centers.
e Hi speed Wi-Fi Zone.
e Data Connectivity, Data center& Co-Location.
e Bulk SMS Service.
e Proxy & DNS Server solution, Mail Server Solution.
e And All computer accessories
e Professional course and trainings.
Professional Training Services
e ISP Setup and administration using Linux.
e Training Course on Certified Ethical Hacking (CEH).
e ISP Setup and Administration using MikroTik.
e Web site Development with Joomla.
e PHP and MYSQL for Website Development.
e E-commerce & Open source Joomla Virtue Mart.
e Red Hat Certified Security Specialist (RHCSS).
e Red Hat Certified Engineer (RHCE).

2.3 SWOT Analysis

SWOT analysis, and a useful technique for understanding your strengths and weaknesses

for both the opportunities you face and the threats you face.
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Strengths:

Weaknesses:

Opportunities:
[ ]
[ ]

Communication between people separated by distance.
Working from home with ease.
Setting up an online business.

Gathering information.

New entrants underestimate levels of expertise needed to survive the
market.

Large sums of money required to set up businesses.

Competition for small resellers.

Numerous pricing tariffs and service options.

Age structure of the population changing.
Number of households in the Bangladesh increasing.
Introduction of simpler tariffs.

Revision of regulatory framework.

Threats:
e The Economic Crisis - Householders less likely to increase them.
Broadband subscriptions Stock Market's lack of confidence in the
digital-communications market.
e It remains to be seen how far consumers can be persuaded to embrace
Internet access.
2.4 Target Group

The company's customer base, includes all the consumers and all small to medium

sized businesses. The company is planning to focus on SOHO clients, because it

has the best growth prospects for our new high-resolution proposal and the
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maximum growth potential for the company. if company takes right step and
focusing customer services then it growth sequence. Web Solutions believes that
this market segment has special price and service needs, and create more

dedicated, reliable customers. so that it's very important for each.

2.5 Organizational Structure: Organizational Structure of Daffodil Online Ltd.

Shown below in figure.

Figure 2.4 Shows Organogram of Daffodil Online Limited
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CHAPTER 3

Projects, Tasks and Activities

3.1 Daily Task and Activities

Month - 1: In the first month of internship on daffodil online limited I have learned

and performed the following tasks:

Learning & understanding About Network Components.
Learning & understanding Basics of Linux.
Understanding Linux HDD Partitions.

Learning & understanding Linux Run Level.

Linux Installation.

Month - 2: In the second month of internship on daffodil online limited | have

learned and performed the following tasks:

Basic Centos Commands.

Linux User and Password Management.

Know About logged in users.

File and Directory Accessing.

To Copy and Move File and Directories.
Compressed and Decompressed File and Directories.

Mount Unmounts Drive.

Month — 3: In the third month of internship on daffodil online limited | have learned

and performed the following tasks:

File and Directory Permissions.

Install, Update and Remove Package Using YUM.
Concept of IP Addressing.

Configuring IP Address in Centos.

Network cabling systems

Routing protocols
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Month — 4: The last month of internship on daffodil online limited | have learned and

performed the following tasks:

Learning, understanding and configuring FTP Server.
Learning, understanding and configuring WEB Server.
Learning, understanding and configuring NFS Server.
Learning, understanding and configuring Mail Server.
Learning, understanding and configuring DNS Server.
Learning, understanding and configuring SAMBA Server.
Remote Login Service.

Firewall.

Backup and Monitoring

3.2 Events and Activities

Monitor and Maintain Computer Systems and Network.
Setting up user accounts, permissions and passwords.
Troubleshooting servers and routers.

Troubleshooting local area networks and switches.
Fixing network faults.

Technical support for people using the network.

Day to day admin and monitoring of network use.

Checking Fiber Optical Media Convertor & Fiber Optic Transmission devices.

Project Task and Activities:

3.3 Linux:

Linux is a family of free and open-source software operating systems built around
the Linux kernel. Typically, Linux is packaged in a form known as a Linux

distribution for both desktop and server use. The defining component of a Linux
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distribution is the Linux kernel, an operating system kernel first released on
September 17, 1991, by Linus Torvalds.

Linux is popular for its some characteristic. It is an open source operating system.
Different operating systems offer different benefits. Operating Systems like
Microsoft Windows and Mac OS operating system assemble different software’s
that is managed on our computer.

.So the big question here is that Windows 10 does everything so why would | be
using Linux on my computer operating system? There are some key differences in
other operating systems. Windows and Mac operating systems are Linux open
source software, which can basically change the operating system, if you do not
distribute the waves, by all means, you want to find out the version of Linux for
all your operating systems like Windows, Mac OS and | believe in distributing it
there. If you just need to fine if you have anything to know about what you are
about if you are very little champion with English. It’s have lot of facility to other.
1%t security, space management, driver disk, hard, disk server facilities is more
given by other. Most of the think to this Linux server is obtain low budget and
maintains cost. Mostly that purpose Bangladesh ISP and other organization
deathly like Linux server. So | think every computer engineer must be known

Linux operating system and server.

3.4 Creating Linux Partition:
In Linux operating system is more impotent thing is creating partition. | think that
this partition is mainly divide two parts. (1) Installation part (2) Disk partition

In installation part, Linux have to create at least 3 major partitions.
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[

. root (/). 2. /boot. 3. Swap.
e Root Partition: /
A Root Partition is defining where have or see *“/”. The root directory is located
all files (except in /boot) are on the root partition. Minimum128mb RAM & 2 GB
HDD Space Required. 1 use as my work station is 1024mb RAM and 80 GB
HDD.
e Boot Partition: /boot
The partition boot (200 MB): the partition mounted on /boot/ contains the
operating system kernel (which allows your system to boot Linux), along with
files used during the bootstrap process. Due to limitations, creating a native ext3
partition to hold these files is required. For most users, a 200 MB boot partition is
sufficient. For this the actual is 137.1 MB.
e Swap Partition: swap
The partitions swap is used to support virtual memory. In other words, data is
written to a swap partition when there is not enough RAM to store the data your
system is processing. Partition Swap should equal 2x physical RAM for up to 2
GB of physical RAM, and then an additional 1x physical RAM for any amount
above 2 GB, but it cannot less than 32 MB. A swap partition of 2 GB to 4 GB and
a root partition that is a minimum of 10 GB. Root partition should of about 20-30
gab, swap partition of about 8gb and home partition of about 20-30gb.
Disk partition:
Disk partition part is mainly depending on two type. Partitioning divides a disk
drive into one or more logical disks. Each partition is treated as a separate disk

with its own file system. Partition information is stored in a partition table.

1. Primary Partitions

2. Extended Partitions

The original partitioning scheme for PC hard disks allowed only four partitions,

called primary partitions. To create more than four partitions, one of these four
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partitions can be divided into many smaller partitions, called logical partitions.
When a primary partition is subdivided in this way, it is known as an extended
partition. The fdisk utility is a common partition table manipulator for Linux.
Command ‘fdisk /dev/sdb’ is used to start the partition and Use ‘fdisk -1’ to list
the partition table. And it will be modified.

3.5 Setup Linux in VMware:
VMware is that interface which is used to make an environment to using Linux
operating system and create server in windows. That is virtually, for practices. In
that process 1% need a VMware software, and operating system.
In that. IOS we use many name and many installing process. But we use here
centos, because it’s familiar to other and if we work on it then we can work other.
And it’s also help to vendor exam.

So at fist install VMware workstation in desktop. Then click create a new virtual

machine.

File Edie Yiew VM Tabz Hep
00 Gl 2

Library = |
= Fame
vimware

Workstatio- 7=

Welcome to the New Virtual
Machine Wizard

vimwvare
Workstation

Figure 3.5.1: Shows Screen Print to choose configuration type.
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Here we take two type of installation. We can take any other but | take customs, because

it is advanced an. | can create may machine as me prefers. Then next,

Fle Ede  Yiew VA4 Tabn  Help
)| o 2

Libes = |
V.V rame

vmware

wWo rkstation&]l,g)

- AT Drrom (53] Corrdas_a.3 P B riage scbual rriachiyey oii
fl
1

) ratmbes diox mrace Sa (ma):

1 1 nvll rustall $he operatng sywters latar.
The vitisml raachere vl be created e o black hard ek

reo =B

Figure 3.5.2: Shows Screen Print to add OS location.
Then select operating system and version, that is very important to choose. Because it

depends on pc configuration a storage OS. Selecting then next step;

File Eda  Yiew W4 Tebs  Help
O o D
T

rame

vmware

Workstation 10

Figure 3.5.3: Shows Screen Print to selecting OS & version.

Here we see 4 option. That is tell what kind of network do. | add. Bridge network, for the
gust operating system direct access Ethernet net work.it must have own ip address. 2" is
NAT. NAT access to the dial-up and external connection using ip address. 3 is use host
only, its gives networking access between a private virtual network in host computer, and
4™ is do not use net connection. We also try to use 1% and 4. I use 4. Then select which
controller I like. Here given 3 option. We use LSI logic. And choose disk type which |
use. Here selecting 1/0 controller type. And three disk type here IDE, SCSI, and SATA. |
take SATA.
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File Ede Yiew WA  Tebs Help
> - D S 3 0| o 20 -}
al|

o oreme <

vimware

Workstation 10_

Sefect 1)0 Controller Types
Which SCST conrolier tvDe woubd you B 30 use?

1 10 conwoer types S
I Coctroler:  Busiogc (et evefebls for €358 gueta)
@IS Logc  (Recormancied) et to & Remote Server
ﬂ O 2o e ge wirtual mechies on =
= § server.

Pixe » Physical Machine
X 30urPC o 3 wktual machine.

pre Updates
{ for scftware Lpdates to Widaare
b =t ~Back Houct > Cancud S

Figure 3.5.4: Shows Screen Print to selecting 1/0 controller type

Library S
O Typehereto zearch -
= il My Computer vmware
L5 stranger L)
o = Workstation 10
&9 tanim Mew Yirtual Machine Weard >
(il anth dan
£33 Bruce'ayne A Specity Disk Gapacity
£33 Falseha Afioz How larpe 30 You waNT this dek 10 be?
£ Server Link ——
2 e Mgy dekooe 058) | 20 3 =
0 Ueuntu -k Recorweandad e S Canids 6400 20 G3

L5 TASKILUR jct to & Remote Server
& Shared VAR d mansge vrtusl machines o &
W ] aRccare oF Gk spa0e o v
L Bocating e Aull CACRTTy G enhanoe DesTorance bt ragures o of e
Sk 33 be aradable 1ot now. IF pou donat alocate al e
SOB0E NOW, the Wil Gk SIaets el 30D Qrowes 3% v 200 438 to T,

T

Pze » Physical Machine
B Store VLl G2k 35 3 sngie Be E y0ourPC 1o 3 witual machine,
) 5kt virtual ik i red She Fles
Zplttrg the dek raekza £ aszer 30 ToAE e Vbl rmachine 13 arcther |
OIS Bk redp echuos Derfrnanos mith wary Rrpe deks, !
pro Updates
[Or seftware upIates 1o Widware

- CT Y e ]

Figure 3.5.5: Shows Screen Print to giving hard disk space for storage.
Given the size of HHD of virtual machine. Select the disk storage file system select disk

into multiple file. That’s is totally user requirement. Then go next steps;

File Edz  View A4  Tabz Hep

> - CE RS SN C g O s = o |

e = S e | e e

< e hese to search - e
= 3 kil 1! Cevios Sumraras Cw = tatan

S Wy Computer U taskilurtl | s, zo= Correctas
5 stranger 3 Avocessoes t B Connact a1 power on

B Powesr on his !

£5 CormtOS-bit < it o Db $SATAY wocs
5 e T EST virtust ma £5CDOVD GDE) &30 cetect EDRnecha
£ anth dex 3z Coctrolar Prasent O Uz pivpzical drves
Lo BruceNayne =2 ~ Dievices & Sound Card 20530 detect S et
(5 Fatsehs Afios P, kv Ser Present = ~
(lf Server Lk 3 Pr W osctse fas30 Cetect O e e
S trreae BNl PogE clooss [ G reed Sotrasrecerios — |
5 Ueumtu S4-b 23 Hard Ciakc (AT
£ TASRLUR “ 5 COOMT JDE) T
5 bamkdur15-£3323 &3 USE Controlles
& Shared YN i Sound Caed
o Prirer
W Cupiay

~ Descrptian
Tape hers 1o srtes

o= Canced el

Figure 3.5.6: Shows Screen Print to loading OS in CD/DVD.
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Now choose the language as own preferences. | select English. And then select disk

partitions type and go to next by clicking next button.

B tasichurlS 6322 - WPdaare Vicrkatation — o

. Weww VB4 Jaba  Heip

= > (S O o X 5 =

4= Back | = Hext

Figure 3.5.7: Shows Screen Print to choosing languages.

o tekdue1s-aSaz

crazh-tr: 1.0-3.c16.1686 (53 XE)
trace extension module for the crash utiity

Figure 3.5.8: Shows Screen Print to installation OS.

After complete installation then i get a new GUI an my Vmware of Linux OS .

Gle Ede  Wew \id JTebs  Heip
= D O oK 0w = % | D

Figure 3.5.9: Shows Screen Print to GUI of Linux OS.
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3.6 Linux Run-Level Used by Centos
This run level command is most useful in Linux. Using that command user can
break password for root, and any user. Or user can access without password. This
command is mainly used solve error. When a Linux system crush, it also show the
error, if user can find out that problem, then it will repair Single User Mode.
# init 0 = Shut Down.
# init 1 = Single User Mode.
# init 2 = Multi User Mode. Without NFS
# init 3 = Full Multi User Mode. With NFS
#init 4 = Unused.
#init 5 = X-11, Window GUI Mode
# init 6 = Reboot.
3.7 The Basic Command of Linux Centos
Here some basic command to use Linux. That file use where how details there.
Shutdown = poweroff, init 0, shutdown —h now.
Reboot = reboot or init 6.
Logout = log the current user off the system.
Display a calendar = Cal, cal 2017, cal 28 1993
Display or change date or time = date.
Present Working Directory = pwd.
Create a blank file = touch tas1 (File name).
Create a directory = mkdir sweetl (directory name).
List information about file = Is tasl
Change Working Directory = cd /root/Desktop (directory path).
3.8 User Create and Password Management
Adding a user = useradd sweet57 (username).
Set a Password to New User = sweet123 (username).
Password Disable/Remove = passwd -d sweet57 (username).
Delete a user = userdel sweet57 (username).

Delete a user with home directory = userdel —r 6322(username).
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3.9 How to create file, directory, Add user, Delete user, And file permission In
Centos:

Create a directory = mkdir file name (sweetl)

Create a file = touch file name (tasl)

To see the figure to create a directory and file.

Lp taskilur15-6322

Computer sweetl

File Edit View Search Terminal Help

root's Home Retype new password:

passwd: all authentication tokens updated successfully.
[root@localhost Desktop]# yum install bind*

Loaded plugins: fastestmirror, refresh-packagekit, security

Could not retrieve mirrorlist http://mirrorlist.centos.org/?release=6
repo=0s error was

14: PYCURL ERROR 6 - "Couldn't resolve host 'mirrorlist.centos.org"'"
Error: Cannot retrieve repository metadata (repomd.xml) for repositor
ease verify its path and try again

[root@localhost Desktopl# mkdir sweetl

[root@localhost Desktopl# mkdir sweet2

CentOS_6.3_Final [root@localhost Desktop]# mkdir sweet3

[root@localhost Desktop]# mkdir sweet4

[root@localhost Desktop]# mkdir sweet5

[root@localhost Desktopl# mkdir sweet6

[root@localhost Desktopl]# mkdir sweet7

[root@localhost Desktop]# touch tasl

[root@localhost Desktop]# touch tas2

[root@localhost Desktopl# touch tas3

[root@localhost Desktop]# touch tas4

[root@localhost Desktop]# touch tas5

[root@localhost Desktop]# touch tas6

[root@localhost Desktop]# touch tas7

TASKILUR [root@localhost Desktopl# [

root@localhost:~/Desktop

[ Y
|

Figure 3.9.1: Shows Screen Print to create a directory and file.
To see the figure to create a user and password;
Adding a user = useradd username (taskin)
Set a Password to New User =passwd username (taskin)
New password: sweet123
Password Disable/Remove = passwd -d username (taskin).

Delete a user = userdel username (taskin).

Home g taskiluris-6322

=™ Applications Places

=

Computer

system @& |

taskin@localhost:—/Desktop

File Edit View Search JIerminal Help

rpcuser:x:29:29:RPC Service User:/var/lib/nfs:/sbin/nologin =1
root's Home nfsnobody:x:65534:65534: Anonymous NFS User:/var/lib/nfs:/sbin/nologin

:173:173:: /etc/abrt: /sbin/nologin
i — :74:74:Privilege-separated SSH:/var/empty/sshd:/sbin/nologin
| tcpdump:x:72:72::/:/sbin/nologin

hasan:x:500:500: : /home/hasan: /bin/bash
[root@lLocalhost Desktopl# useradd taskin
[root@localhost Desktopl# passwd taskin
Changing password for user taskin.
New password:
BAD PASSWORD: it is WAY too short
BAD PASSWORD: is a palindrome
Retype new password:
Sorry, passwords do not match.
New password:
BAD PASSWORI it is based on a dictionary word
BAD PASSWORD: is too simple
Retype new password:
passwd: all authentication tokens updated successfully.
[root@localhost Desktopl# su taskin 3
[taskin@localhost Desktopls
[taskin@localhost Desktopl]$ su root
A Password:
TASKILUR [root@localhost Desktopl# N

CentOS_6.3_Final
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Figure 3.9.2: Shows Screen Print to create or delete a user.
To see the figure to directory file permission for different user. Here i set that what user
are perfume what action in each file. Here have 3 major action. There are read write and

execute. That think is doing for ownership management of a file.

Home

g taskiluriS-6322

= Applications Places System

&

= =

root@localhost: —/File ppermission

File Edit View
[root@localhost

anééondafks.cfg

troot@iocalhost

bash: cd: file:
[root@localhost
bash: cd: file

[root@localhost

Search
~1# 1s

Terminal Help

install. ltog Picture v ide
1nstall log.syslog F

-]# cd flle permlsslon

No such fTile or directory

—1# <d file permission”™

permission: No such file or directory
~1# mkdir "File ppermission™

[root@localhost —1# 1s

anaconda-ks.cfg Down adi install.log
3 t ¥ i > J install. 1og.syslog
[root@lLocalhost —]1# cd Flle ppermlsslon"
[root@localhost File ppermlsslon]# mkdir Test
[root@localhost File ppermission]# Touch File
bash: Touch: command not found
[root@localhost File ppermission]# touch Tfile
[root@localhost File ppermissionl# 1s

file T

[root@localhost File ppermissionl# 1ls-la
bash: 1s-1la: command not found
[root@localhost File ppermission]# Ls-La
bash: Ls-La: command not found
[root@localhost File ppermission]l# 1ls - 1la

cannot access -: No such file or directory
cannot access la: No such file or directory
[root@lLocalhost File ppermissionl# 1ls -la
total 12
A e~ 2 et

ant Anas Eah = >=2-2a

Figure 3.9.3: Shows Screen Print to create & show file

|- | =

i taskiluris-6322

=™ Applications Places

system &P (o [(Z

root@localhost:—/File ppermission

File Edit
bash: Ls-La: command
[root@localhost File
1ls: cannot access -:
1ls: cannot access la:

View Search Terminal
not found
ppermission]# 1s - 1la

No such file or directory
No such file or directory

Help

[root@localhost File ppermission]l# 1s -1la
total 12

drwxr-xr-x. 3 root root 4096 Feb S Z3:29
dr-xr-x---. 29 root root 4096 Feb 5 23:27

=N = a, 1 root root @ Feb 5 23:29 fTile
drwxr-xr-x. 2 root root 4096 Feb 5 23:28 € t
[root@localhost File ppermission]# 1s -1

total 4

-rw-r--r--. 1 root root © Feb 5 23:29 file
drwxr-xr-x. 2 root root 4096 Feb 5 -23:28 7
[root@localhost File ppermission]# drwxXr-xXr-x.

2 root root 4096 Feb 5 23:28 test
bash: drwxr-xr-x.: command not found

[root@localhost File ppermission]# drwxr-xXxr-x. 2 root root 4096 Feb 5 23:28 test
bash: drwxr-xr-x.: command not found
[root@localhost File ppermission]# drwxr-xXxr-x. 2 root root 4096 Feb 5 23:28

bash: drwxr-xr-x.: command not found
[root@localhost File ppermissionl# chmod 700 Test
[root@localhost File ppermission]# 1s -

total 4

1 root root 6 Feb 5 23:29 flle
------ 2 root root 4096 Feb 52328 7
[root@localhost File ppermissionl# chmod 755 Test
[root@localhost File ppermission]# 1s -1

total 4

-rw-r--r--. 1 root root © Feb

S 23:29 fTile
drwxr-xr-x. 2 root root 4096 Feb T

5 23:28

Figure 3.9.4: Shows Screen Print to giving permission for user

3.10 How to Add Change Delete and Display IP Address in Centos

It takes two ways to change to add or delete ip address. First we see ip and getway, for
loopback and each Ethernet port you have. Here | show that in minimal mode and show
each steps.1% see the Ethernet port and ip, mask. Then go to next steps. And chose any
Ethernet port you have. And enter that port.
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To see the figure to enable Ethernet port. Here sees enable Ethernet port is enable. And

entering port ethO.

’

File Edit View VM Tabs Help
(0] & ||D = X g | |3
Library X

v

Home p taskilur15-6322

= =l My Computer

4 ct::g?m [root@localhost “I#t ifconfig
3 tanim lo Link encap:Local Loopback
L anth das inet addr 7.8.8.1 Mask:2t
= inet6 addr: ::1,128 Scope:Host
5 Server Link UP LOOPBA MTU: 16 Metric:1
gl Imran RX packet Yy 8 dropped:8 overruns:
& :ﬁ:ﬁffu?m TX packe errors:8 dropped:8 overrun
B taskilur15-6322 collisions:B txqueuelen:8
& Shared VMs RX bytes:8 (8.8 b) TX bytes:8 (8.8 b)

[root@localhost "I# _

Figure 3.10.1: Shows Screen Print to see enable port

Now write commend to entering to the Ethernet port to here detail to ethO.
s

File Edit View VM Tabs Help

| (O] Qf O = = g i |

-

Library X
Home Lp taskilur15-6322

e here to search ¥

= =l My Computer
- stranger
11 CentOS-bit
L tanim
1§ anth das
1 BruceWayne
.1 Fabeha Afroz
L Server Link
2+ Imran
1 Ubuntu 64-bit
11 TASKILUR
Lp taskilur15-6322
&1 Shared VMs

[root@localhost T1I# vi setc/sysconfig/network-scripts/zifcfg-ethB_

Home ‘g taskilur15-6322

= =l My Computer
i1 stranger

2 CentOS-bit DEVICE=cth8 )

s HWADDR=-88:8C:29:DD:57 :51

. TYPE=Ethernet

i ""th“’“ UUID=-38939837-78bS-481c-bf2e-bbS92c?83edc
RLBmicevayns : ONBOOT o

Fabeha Afroz

NM_CONTROLLED=yes
) Server Link BOOTPROTO=DHCP
Imran
71 Ubuntu 64-bit
5 TASKILUR

¥ taskilur15-6322
&5 Shared VMs

NSERT
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Figure 3.10.2: Shows Screen Print to entering port eth0.
To see the figure to here details to eth0. Now i changing here something to changing ip
address. Change on boot status, boot port, giving new ip address, subnet mask, getway,

and DNS. After given that, then write clear then press enter.

]
File Edit View VM Tabs Help
b (S} & || = | |3
Library x 2
Home "y taskilur15-6322
= =l My Computer HWADDR=88:8C:29:DD:57:51
() stranger TYPE=E rnet
7 CentOS-bit UUID=3 9837 -78b5-481c-bf 2e-bb592c?83edc
51 tanim ONBOOT
7 anth das NM_CONTROLLED=yes
1 BruceWayne BOOTPROTO i
1 Fabeha Afroz IPADDR=19
{% Server Link NETMASK=2
&3 Imran GATEWAY=192
11 Ubuntu 64-bit DNS1=192 .168.
1 TASKILUR

B taskilur15-6322
& Shared VMs

“"setcrsysconf igsnetwork-scriptssifefg-eth8” 11L, Z219C written
[root@Plocalhost ~1# clear

Figure 3.10.3: Shows Screen Print to setting ip, Mask, Network, Getaway, and DNS.
To see the figure to given new ip address and others

Eile Edit View VM Tabs Help
O < 0| = (e gy i ]

[root@Plocalhost It service network restart
$ ing down looy interface:

ing up loopbe interface:

ing up interf ethd
[root@Plocalhost It clear_

Figure 3.10.4: Shows Screen Print to restart the network

To see the figure to restart the network and reboot the system. Then we can see new ip
address. Now ping any web address to assure to working of the network.

To see the figure to ping Google.com to see that.
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File Edit View VM Tabs Help
(i (O] QA O = E i |

Home ' taskilur15-6322

B e [root@localhost ~1# ping google.com
CentOS-bit PING google.com (173.194.36.3) 56(84) by
& e bomB4s81-in-f3.1e188.net (
nth d: S
& BruceWayne 4 ~om bomB84s i .1e1088. 3.194.36.3): icmp_s
Fabeha Afi - 4
&y Server Link 4 from bom84s in-f3.1e108. 94.36.3): icmp
£ Imr .6
oh Llugnp e 54 ‘rom bomB4s i .1e108. (173.194.36.3): icmp
5 e bomB4s in-£3.1e108. (173.194.36.3): icmp_seq=¢

ms
bytes from bomB4s i f3.1e188. (17: 94.36.3): icmp_seq=6 ttl=5¢
ms

s from bomB4s i f3.1e1068. .36.3): icmp_seq=7 ttl=54

mitte cei d, 8% packet loss, time 6483ms
rtt minsavg/max/mdev 28.179,38.214,8.978 ms
[root@localhost “1# ¢

Figure 3.10.5: Shows Screen Print to ping Google.
3.11 Server Configuration:

Server configuration is the most important part in networking system. In that process it
takes whole thing to managing the network system to any management and data center
system. This process assures the all controlling of user uses, and security. In Internet
Service Provider [ISP] the Server Configuration is very important purpose. Different
company create their own server to different way and operating system. Many servers
contain in Linux Operating System. Within Those Server are FTP server, NFS server,
MAIL server, WEB server, DNS server, DHCP server, SAMBA server Internet Service
Provider [ISP] can be configured. So the using of a network and storing data, server must
be need and important. That purpose a good server configuration one of the important

need to networking.
3.12 FTP Server
FTP (File Transfer Protocol)

The FTP server that has a file transfer protocol (FTP) address and has a dedicated
computer to get an FTP connection. TCP / IP networks are required for FTP server

functionality and dependent on the use of dedicated servers with one or more FTP clients.
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In that day that sever using increase. User also like to use it. The connection can always

be determined from the client; an FTP server is usually launched.

The FTP server is known as an FTP site. In order to ensure that FTP protocols are widely
used in transport and large files are received, network switches and router have been used
to send configuration files and software updates. Use that port for communication and
also use encrypt. Now FTP users today is heavily used to share file and other ISP

websites.

We can create a FTP server two major way.1% using command in Linux server.2" is use

MikroTik router. Here | create a FTP server using Linux command.

Configuring FTP Server Step by Step
Package Name: VSFTPD
Default Port:

e 20 (Port 20 — This is the data transfer port. All the all subsequent data
transfers between the client and server are done using this port.)

e 21 (Port 21 — On this port control connection is established. All commands
we send and the ftp server’s responses to those commands will go over the
control connection, but any data sent back will go over the data

connection.)

Installing FTP server in Centos

Install vsftpd (very secure FTP daemon) package.

#yum install vsftpd ftp
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Configure vsftpd package. We will edit /etc/vsftpd/vsftpd.conf you can do this

with gedit (If installed) or vi command.

Edt  Yiew VM Isbs  Help
(5] (S o I -}

Horne > taskiluris 6322

= Applications Places System o - L+

| My Computer
stranger
CentOs

tanin
) anth das t
BruceWayne Flle Edit View Search
Fabeha Afroz

o Server Link

root@coentos:
telp

Terminal

rd
t@centos

Loaded plu

Imean
Ubuntu 64-bat
TASKILUR

= teskilurl 5-6322

or, refresh-packagekit, security

Shared VM3

sta/repomd.xml: [Errno 14] Downloaded more
centos.org: 117928 > 102400

[ 7 kB 20:00
BN [ —— — ] 60 k8/s 2.8 m8 00:11 ETA

Figure 3.12.1: Shows Screen Print to install vsftpd package

i taskilur15-6322 - VMware Workstation
Eile Edit View VM Tabs Help
ug ~ . (S (Cig Ol = = . |
Library =

Home ) taskilur1is5-6322
«® Applications Places System Q) (56 1

Type here to se.

sl My &omputer

(5 stranger
N = =
: cmm— o,

1 tanim
root@centos:~ SO 5c

53 anth das Computer

59 BruceWayne File Edit View Search Terminal Help

(1 Fabeha Afroz ~
i S Link =

gy Server Lol — Total download size: 157 k

43 Imran Installed size: 344 k
5 Ubuntu 64-bit Downloading Packages:

7 TASKILUR G5 vsftpd-2.2.2-11.el6 4.1.1686.rpm | 157 kB 00:11

i taskilur15-6322 warning: rpmts HdrFromFdno: Header V3 RSA/SHAl Signature, key ID c105b9de: NOKEY
1 Shared VMs Retrieving key from file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0S-6

Trash Importing GPG key ©xC105B9DE:

Userid : Cent0S-6 Key (Cent0S 6 Official Signing Key) <centos-6-key@centos.org>
Package: centos-release-6-3.el6.centos.9.1686 (@anaconda-Cent0S-201207651201.13

root's Home

: /etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0S-6
Running rpm_check debug

(el B RE Running Transaction Test

Transaction Test Succeeded

Running Transaction

Installing : vsftpd-2.2.2-11.el6 4.1.i686 1/1
Verifying : vsftpd-2.2.2-11.el6 4.1.1686 171
Installed: -

vsftpd.i686 ©:2.2.2-11.el6 4.1

Complete!
[root@centos ~1# [

Figure 3.12.1: Shows Screen Print to install vsftpd package.

For the user configuration to enables file to configur, than need to enable to configure
vsftpd package.

#vim /etc/vsftpd/vsftpd.conf
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1 taskilur15-6322 - VMware Workstation
File Edit View VM Tabs Help
g~ | & | B & | D= = E | B3
Library =

~ Home (@ taskilur15-6322
Q. Type here to search - Z

«™ Applications Places System Q) [Eo)

= (=l My Computer
(1 stranger
{71 CentOS-bit

root@centos:~
File Edit View Search Terminal Help

Total download size: 157 k

Installed size: 344 k

{51 Ubuntu 64-bit

{51 TASKILUR

3 taskilur15-6322
& Shared VMs

vsftpd-2.2.2-11.el6_4.1.1686.rpm | 157 kB 00:11
warning: rpmts HdrFromFdno: Header V3 RSA/SHAl Signature, key ID c105b9de: NOKEY
Retrieving key from file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0S-6

Importing GPG key ©xCl1O5B9DE:

Userid : Cent0S-6 Key (Cent0S 6 Official Signing Key) <centos-6-key@centos.org>
: centos-release-6-3.el6.centos.9.1i686 (@anaconda-Cent0S-201207651201.13

: /etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0S-6
Running rpm_check debug

Installing : vsftpd-2.2.2-11.el6 4.1.1i686 /1
Verifying : vsftpd-2.2.2-11.el6 4.1.i686 1/1

I

sweet Installed:

vsftpd.i686 0:2.2.2-11.el6 4.1 ‘

Complete!
[root@centos ~]# vim /etc/vsftpd/vsftpd.conf §

Figure 3.12.2: Shows Screen Print to enable to configuration the package.

Change the line which contain anonymous_enable=YES to
anonymous_enable=NO. This will permit any one to access FTP server with
authentication.

anonymous_enable=YES
Uncomment the following line

local_enable=YES; allow users in /etc/passwd to login

write_enable=YES; allow users to write files.NO will permit only to read.
Change the line chroot_local_user=NO to chroot_local_user=YES. This will
permit local user as FTP account. If you add a user, it will be treated as a FTP

account as well. The local user directory will be the FTP directory.
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i taskilur15-6322 - VMware Workstation

File Edit

Library

Q Type

&
i)
L
Gx
&
&
&

[

View VM

o | O

here to search

=il My Computer

stranger
CentOS-bit
tanim

anth das
BruceWayne
Fabeha Afroz
Server Link
Imran

Ubuntu 64-bit
TASKILUR
taskilur15-6322

& Shared VMs

Figure 3.12.3: Shows Screen Print to configuration the package line.

Tabs

(S8

Help
0= = F || &3

Home (@ taskilur15-6322

«™ Applications Places System Q) (Eo) _/

e Edit View Search Terminal

Jetc/vs

root's Home

anonymous enable=YES

write enable=YES

"/etc/vsftpd/vsftpd.conf" 119L, 4599C

@Daffodil International University

is NOT an
manual pa
Allow anonymous FTP? (Beware allowed

root@centos:~

= # Uncomment this to allow local users to log
CentOS_6.3_Fin
B L ocal enable=YES
# Uncc ent this to enable any form of FTP w
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D taskilur15-6322 - VMware Workstation

File Edit View VM
g - | (S
Library

Q_ Typeheretos

= =l My Computer

(53 stranger

{51 CentOS-bit

59 tanim

(5% anth das
I BruceWayne
1 Fabeha Afroz
i) Server Link

Ubuntu 64-bit
TASKILUR
(9 taskilur15-6322
& Shared VMs

&

[

A Imran
]

Tabs

(S

Help

Ol = = G | |E&3

Home (§ taskilur15-6322

«™ Applications Places System Q) foy =1

| —N
root@centos:~

e Edit View Search Terminal Help
allowed by default if you comment this out)

root's Home R R
Local 1sers to log in.

un

write enable=YES

i taskilur15-6322 - VMware Workstation

File Edit View VM
= i 1)

Library

Q_ Type here to search

= My Computer
(4 stranger
{1 CentOS-bit
(51 tanim
(3 anth das
{1 BruceWayne
{5 Fabeha Afroz
(5 Server Link
5 Imran
{1 Ubuntu 64-bit
{51 TASKILUR
(3 taskilur15-6322
&1 Shared VMs

Tabs

(S7g

Help
Ol = = g =

Home (p taskilur15-6322
«™ Applications Places System Q) [Eo) Z

root@centos:~

Search Terminal Help

angl is a horrible feature of the protocol.
) -

root's Home

n

CentOS_6.3_Fir

s to chroot() to t
list becomes &

home

s to NOT
local
list

Figure 3.12.4: Shows Screen Print to configuration needed changeable line

Now creating a user and password to entering the ftp server and checking the service of

vsftpd

# useradd -d/ftp/taskilur and # passwd taskilur

# Service vsftpd start
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i taskilur15-6322 - VMware Workstation

Eile Edit View VM Tabs Help

ug = o S | O = = g | |3
Library =
Home ( taskilurl5-6322
Q_ Type here to search -~ ’

&% Applications Places System @& (&

= 1=l My Computer

stranger
CentOS-bit
‘ tanim

7 anth das [ty File Edit View Search Terminal Help

BruceWayne 4 vsftpd.i686 0:2.2.2-11.el6_4.1
Fabeha Afroz

Server Link

root@centos:~

Complete!
Imran - [Nl [ root@centos ~]# vim /etc/vsftpd/vsftpd.conf
Ubuntu 64-bit [root@centos ~]# mkdir /ftp
TASKILUR

Yl [ rOOt@centos ~]# useradd -d /ftp/sweet
useradd: user 'sSweet ' already exists
[root@centos ~]# useradd -d /ftp/taskilur
Trash [root@centos ~]# passwdtaskilur
Changing password for user
New password:
BAD PASSWORD: it is too simplistic/systematic
S BAD PASSWORD: is too simple
2 e Retype new password:
CEH(OSJ}B_F passwords do not match.
New password:
BAD PASSWORD: it is too simplistic/systematic
BAD PASSWORD: is too simple
Retype new password:
passwd: all authentication tokens updated successfully.
[root@centos ~]# service vsftpd start |
Starting vsftpd for vsftpd: [ oK )]
[root@centos ~]# chkconfig --levels 235 vsftpd on
[root@centos ~]# [}

(3 taskilur15-6322
& Shared VMs

Figure 3.12.5: Shows Screen Print to added user and checking service

U toskilur15-6322 - VMware Workstation

File Edit View VM Ta Help
Uy - i 1S | 0| ol Tl g | (BN
Libra, > ]
Y Home L taskiluris-6322 |
X Wowharsis search ~ | | %% Appiications  places System @ (o U @ a:35 pra
= sl My Computer Welcome to Cantos - Moxille Firefox
W stranger Ble Edit View History Bookmarks Ioois Help
5 CentOs-bit - to contos F
) tanim

(L anth das

(3 BruceWayne
(9 Fabeha Afroz
(4 Server Link
[

= “;‘;“"" < Welcome to CentOS
4 Ubuntu 64-bit
5 TASKILUR The Community ENTerprise Operating System

ilur15-6322
&4 Shared VM=

Linux Distribution derived from sources freely provided to the public by a prominent North America

ribution policy and aims to be 100% binary compatible. (CentOSs mainly chang.

developed by a &
ors. network adr

n the core developers are
1x contributors and

8 root@centos: — @ Weicome to CentoS - ... o=

Figure 3.12.6: Shows Screen Print to opening browser
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U¥ taskilur15-6322 - VMware Workstation

Eile Edit View VM Tabs Help

g ~ | it | o © cf | (m) = = oy | a3
e = i Home | (B taskiluris-6322
X “lypeharetosenrch T | | w* Applications Places System D (S 4:35PM
= il My Computer =) Problem loading page - Mozilla Firefox
(3 stranger Eile Edit View History Bookmarks Iools Help
L CentOS-bit A, Problem loading page [0
G4 tanim - | iRaihost ~ =) (28~

{1 anth das

(31 BruceWayne

(41 Fabeha Afroz

) Server Link

L e

B ki e Unable to connect

() TASKILUR

(g taskilurl5-6322
&5 Shared VMs

Firefox can't establish a connection to the server at localhost

» could be temporarily unavailable or too busy. Try again in a few
s

re unable to load any pages. check your computer's network

= ¥ your computer or network is protacted by a firewall or proxy. make
sure that Firefox is permitted to access the Web.

Ty Again

BB root@centos: — [ @ pProbiem loading Page ...

Figure 3.12.7: Shows Screen Print to entering localhost by browser

Now go to terminal and take the ip address, and put in the browser to entering .and giving

username and password to entering the FTP server.

«® Applications Places System 0 Eo) il = 4:35 PM
@ Problem loading page - Mozilla Firefox

File Edit View History Bookmarks Jools Help

/&, Problem loading page L=

e[ <= (=

root@centos:—
File Edit View Search Jerminal Help
[root@centos —]# chkconfig --levels 235 vsftpd on =
[root@centos ~]#
[root@centos ~]#
[root@centos ~]#
[root@centos ~]# touch /ftp/taskilur/ test1
[root@centos ~]# touch /Ttp/taskilur/ test2
[root@centos ~]# touch /ftp/taskilur/test3
[root@centos ~]# 1ls /ftp/
taskilur
[root@centos ~1# ls /ftp/taskilur
testl test2 test3
[root@centos ~]# ip
1: lo: <LOOPBACK,UP, LOWER UP> mtu 16436 qdisc noqueue state UNKNOWN

11nk/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

inet 127.0.0.1/8 scope host lo

inet6 ::1/128 scope host

valid 1ft forever preferred 1ft forever

2: eth®: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP gl

en 1000
link/ether 00:0c:29: 67 30 53 brd ff:ff:ff:ff:ff:ff
inet 49255 scope global ethe =

inet6 fe80::20c:291%
valid 1ft forev(
[root@centos ~1# []

Close Window

Copy

Profiles >
~iShow Menubar

[B root@centosi— | @ Problem loading page -.. =

Figure 3.12.8: Shows Screen Print to take ip to enter.
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&% Applications Places System &P (&
=) Problem loading page - Mozilla Firefox

File Edit View History Bookmarks JIools Help
™ Connecting.. L=

< | 192.168.64.129
5 Unable to connect
Authentication Required
LS

| cancel

Figure 3.12.9: Shows Screen Print to given authentication of access

y = 4:36 PM

~ | (=8

¥ taskilur15-6322 - VMware Workstation

File Edit View VM Tabs Help
i (O} ¢ || = = g | (&3

gg -

Libra x =
= Home  taskilur1s-6322

Q_ Type here to search -~

= =l My Computer © Index of ftp://192.168.64.129/ - Mozilla Firefox

&1 stranger Ele Edit View History Bookmarks Wols Help
{1 CentOS-bit = index of ftp://192.168.64.129/
&3 tanim -« = f1p/192.168.64.129 E =) [fa~
(75 anth das
(#1 BruceWayne
{51 Fabeha Afroz
(3 Server Link
B Teviroy : Index of ftp://192.168.64.129/
{1 Ubuntu 64-bit
3 TASKILUR ® Up to higher level directory
(3 taskilur15-6322

S o hare T ViA Name Size Last Modified

e - - et 2/3/2018 12:00:00 AM

B root@centos: = @ index of ftp://192.168.... [

Figure 3.12.10: Shows Screen Print to directory of FTP

Some common important command for use and handling in ftp servers. That command

helps to maintain and secure ftp
Enable only limited/allowed users are able to login via ftp

userlist_enable=YES
userlist_file=/etc/vsftpd.user_list

userlist_deny=NO
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The file specified by userlist_file will now contain users that are able to login.
Set ftp banner
Open the file ‘/etc/vsftpd/vsftpd.conf” and set the below directive

ftpd_banner= “Enter New Banner Here”

Data transfer rate, number of clients & connections per ip:

Edit the ftp server’s config file and set the below directives:
local_max_rate=1000000 # Maximum data transfer rate in bytes per second
max_clients=50 # Maximum number of clients that may be connected
max_per_ip=2 # Maximum connections per ip
Maximum number of clients that can connect at one time. If set to 0, the number of
clients is unlimited.

IP Table update so that our FTP server is accessed
Edit the file /etc/sysconfig/iptables and add the line

-A INPUT -m state --state NEW -m tcp -p tcp --dport 21 -j ACCEPT

3.13 WEB SERVER

Apache HTTP Server is one of the most popular web servers extending around the
world. Apache server support for Perl, Python, Tcl and PHP. Most popular
authentication modules: cryptography (mod_ssl), proxy / gateway server (mod_proxy),
URL-rewrite mod rewrite, filtering support etc. Apache HTTP Server supports it.

Using Web Server

To host an organization web pages, you need to a web server. Sometimes hosting
something locally more reliable and then hosted in other hosting companies is safe. The
main advantage of having own web server management, there is a lot of direct control

and action through traffic and encryption and there are a lot.
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Virtual Hosts

Virtual hosts can serve more than one domain from on same Apache server. There are

mainly two type of Apache Virtual host configuration-

1. IP based virtual host

2. Name based virtual host

Configuring Web Server Step by Step

Package Name: httpd

Default http port: 80

Default https port 443

Step 1: At first install a httpd package by yum install- #yum install httpd -y
And checking the services started hhtpd. and check.

Now command of #service httpd start then #chkconfig httpd on

¥ taskilur15-6322
\pplications Places System @; o) Z “u

Computer
taskin@localhost:~

root's Home

entOS_6.3_Final

Figure 3.13.1: Shows Screen Print to installation httpd package
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Step 3: Now default location and this command is #cd/var/www/html

then creating a Static Site command is #vim index.html

Bzl taskin@localhost:~
[root@localhost sweetdol.com] # vi index html

Figure 3.13.2: Shows Screen Print create static sites and write something
Step 4: Now use file location this command is #cd /etc/httpd/conf

Then vim configures file location and this command is #vim httpd.conf.

taskin@localhost:~
[root® localhost~] # vi/ etc/ httpd/ conf/ httpd.conf
*

tOS_6.3_Final

Figure 3.13.3: Shows Screen Print to configuration sites name or ip
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Step 5: At last open browser and write http://192.168.0.22 and show my web page.
File B Edit
192.168.0.22/

& C ® 192.168.0.22 e O v INn @O =

View B Historyl EcckmarkSal o OISERH

WELCOME TO MY WEBPAGE
Name:MD.TASKILUR RAHMAN

Daffodil International University

Figure 3.13.4: Shows Screen Print for the web page

3.14 SAMBA SERVER

Samba is a popular free program that allows end users to access, and to use company
intranets or files, printers, and other commonly shared resources on the Internet. Samba is
often referred to as a network file system and can be installed in a variety of operating
system platforms including: Linux, the most common UNIX platform, OpenVMS and OS
/2.

Client software that supports SMB / CIFS, uses the SAMA server client to send a series
of requests to another computer, open a shared printer, or access other resources in the
other computer in order to open the computer file. Samba servers on other computers
were re-implemented to respond to each client's request, deny access to their shared files,

and refuse access to resources.
Using SAMBA

Saba Server system introduced to share printers and other important files to all clients
like Windows, Linux and UNIX. I've added it to samba passwords by sharing a directory
using sba. This directory allows any authorized user to print or refuse access to their
users' requests, information, or their shared files and resources. Microsoft's network file

system is so good and more usable today. SAMABA clearly works very well with it.
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Configuring Samba Server Step by Step
Configuring Samba Server Step by Step
Step 1: At first check ping google.com then installing package #yum install samba

Now package checking this command #rpm —qga | grep samba. Now package is start
#service smb start #service nmb start then checking status.

Step 2: Now add two users then one to read/write permission and other user to write

permission

#useradd- s/shin/nologin/DOL

#useradd —s /sbhin/nologin/SHARA

Then checking the SE Linux enable or disable this command #getenforce.

Step 3: Now | write vim editor and the command is #vim smb.conf and then go to line.

74 and edit workgroup=WORKGROUP then go to line 80 remove (;) and write IP in
Network Address like as 192.168.0.1.

Then go to last line write the following command:
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[SUMON] then path= /sharedir then valid users=DOL,SHARA then read only=yes

-— INSERT --

Figure 3.14.1: Shows Screen Print adding user and path

Step 4: Now #service smb restart then #service nmb restart and then go to my Computer
click Map Network Drive. Then IP address then click to finish.

(<2 >, Map Network Drivi

D

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive: = -~

Folder: \\192.168.0.22 \\DOI - P
Example: \\server\share

v| Reconnect at logon

Connect using different credentials

|if,',rlifh | Cancel
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Then show this windows security then write user name and password.

Attempting to connect to \\192.168.0.22 "\\DOL...

Cancel

ant to connect to:

Drive: Z ~1
Windows Security =
Felder: \W192.168 —
Example: \ Enter Network Password

= Enter your password to connect to: 192.168.0.225
[¥] Reconn|

[¥] Conneg

Connect t T 1
‘ = |
L Domain:SUMON-PC

] Remember my credentials

OK Cancel

Figure 3.14.2: Shows Screen Print giving i address and enter network

Step 6: Finally completed this step and show the samba driver

I
[

Organize - Eject Burn to disc Properties >>
7 - % 34.2 GB free of 109 GB
& Favorites
MP3 & SOFTWARE BOX (E:)

: ) ) T e —
4 Libraries S 36.1 GB free of 50.0 GB

PHOTO & GAMES BOX (F:)

*& Homegroup —
— 50.9 GB free of 59.9 GB

N

18 Computer
&, Local Disk (C2)

< Devices with Removable Storage (1)

= VIDEO BOX (D:) @ DVD RW Drive (G:)
= MP3 & SOFTWARE BOX (E —
= PHOTO & GAMES BOX (F: < Network Location (1)
2 DOL(\W192.168.0.22) (Z)| _ DOL(\W\192.168.0.22) (Z)
—— |
G—y Network 159  — 44.7 GB free of 48.0 GB

Figure 3.14.3: Shows Screen Print to show diver

3.15 MikroTik Router

MikroTik is a Latvian company which was founded in 1996 to develop routers and
wireless ISP systems. MikroTik now provides hardware and software for Internet
connectivity in most of the countries around the world. The company’s products are
known for being low-priced alternatives to expensive routers and Ethernet radio relay

lines. As of 2016, the company has more than 100 employees.
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3.16 RouterOS & Release history

RouterOS is MikroTik's stand-alone operating system based on Linux. The main product
of MikroTik is an operating system based on the Linux kernel, known as the MikroTik
RouterOS. Installed on the company's proprietary hardware (Router board series),

used features when interconnecting networks. The system is also able to serve as a

captive-portal-based hotspot system.

Release history

MikroTik has released different version of RouterOS at different times. Some of them are
given below.

« RouterOS version 3, Jan-2008

e RouterOS version 4, Oct-2009

e RouterOS version 5, Mar-2010

e RouterOS version 6, May 2013

3.17 Features

RouterOS is MikroTik's stand-alone operating system based on Linux kernel. The
following list shows features found in the latest RouterOS. RouterOS supports many

applications used by Internet service providers.

e It can be used as a router

e Partial hardware compatibility list (user maintained)

e Switch chip configuration support

e MAC based access for initial configuration

e Android based configuration tool.

e It provides OSPF, BGP, Multiprotocol Label Switching (VPLS/MPLS), Open
Flow etc.

e |t can be used as a switch or bridge
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Provides PPPoE Client-Server

Provides VPN-Virtual Private Network.
Provides Firewall rules

Provide DHCP Server service

Provide Wi-Fi and captive portal based Hotspot System
Bandwidth management is very easy
Wireless Distribution System

Access control list

Wireless client roaming

Easy GUI interface

Easy administration

Supports both IPv4 and IPv6

complete list of MPLS features

Static Label bindings for IPv4

Label Distribution protocol for IPv4

3.18 Useable routers

A lots of router, switch, routing protocol in the network world. Difference Company and

ISP are uses different router and routing protocol. That’s are uses as there preferred. In
Daffodil Online they are use normally Mikrotik Router Rb2011Ul, Mikrotik Router

RB450, CRC1016 and uses switches is Cisco switches, as like cisco 2800 series.in server

station use Juniper EX-Series. And for the Wi-Fi networks here mainly used Cambium.

In Daffodil Online network diagram is very simple use a main router to take bandwidth

.and that router giving this a other router. Distribution switch are take connection for

them and convert that to different department, then each determent has LAN and Wi-Fi

for the user.
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Mikrotik Router Rb2011UiAS:

Mikrotik Router Rb2011UiAS has most features and interfaces from all our Wireless
Router, it’s have 600MHz 70K MIPS network processor.128 mb RAM, SFP cage, 5GB
LAN ports and Ethernet ports.it has powerful dual chain 2.4Ghz 802.11 bgn Wireless.
RJ45serial port and micro USB port. It is also desktop enclosure, two indoor antennas for

wireless power sully and touch screen LCD panel.

Figure 3.18.1: Shows Screen Print to Mikrotik Rouret

Cloud Core Router: Cloud Core RouterCCR1016 is an industrial grade super-fast router
with cutting edge 16 core CPU. If need too many millions of packets per sec so Cloud

Core Router is best for that work.

In this device is available with a 1U rack mount case, has twelve Gigabit Ethernet ports, a
serial console cable and a USB port. The CCR1016-12G has two SODIMM slots, by
default it is shipped with 2GB of RAM, but has no memory limit in RouterOS 06 (will
accept and utilize 16GB or more). It comes with power supply and 1U rack mount case.
This unit targets the medium-sized network providers as well as try to be a well-priced

alternative to the other more well-known brands.

el e el [ [ e s

i

Figure 3.18.2: Shows Screen Print to Cloud Core RouterCCR1016
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Cisco 2800 series: The Cisco2800 series of smart, fixed-configuration
Gigabit switch provide robust switching capabilities to growing mid-size operations
which need an affordable dynamic routing and Layer 3 switching solution that's built for

scalability.

Figure 3.18.3: Shows Screen Print to Cisco2800 series

Juniper EX-Series: Starting in February 2017, Junos OS documentation is release
independent. This means that for any given guide, you can find all of the content for all

supported releases in one place.

To determine if a feature is supported by a specific platform or Junos OS release, refer to
the Junos OS release notes, Feature Explorer, the new Release History tables in the
documentation, and the release information in the CLI content. This documentation
covers the following switches: EX3300, EX4200, EX4500, EX4550, and EX8200.

JUNIPET

Figure 3.18.4: Shows Screen Print to the Juniper

3.19 Propose Network Diagram (MikroTik Configuration):

Winbox is the graphical configuration utility for MikroTik router OS. At first we should
download winbox. After download the winbox it can be run straight away as no
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installation is required network diagram.

INTERNET

Figure 3.19.1: Shows Screen Print to network diagram

3.20 MikroTik Configuration & Initial Step:

The installation and configuration MikroTik is easy and sequentially. Router has a lot of
networking services that help to build a stable and smooth network so easily. MikroTik
router basic configuration includes assigning IP addresses and enabling NAT for
accessing internet. MikroTik router basic configuration need Assigning WAN and LAN
IP addresses, Gateway configuration, NAT configuration and DNS configuration. Her we

are working two ways in this.

In Linux server we 1% set up MikroTik OS in virtual box. And then work other working
Winbox for assigning WAN and LAN IP addresses.

First step to configure a MikroTik router is to assign WAN and LAN IP addresses in
WAN and LAN interface accordingly. So, follow below steps to set WAN and LAN IP

addresses in your new MikroTik router.

MikroTik OS Step in Linux:

MikroTik RouterOS is independent Linux-based Operating System for routers and thin
routers. It does not require any additional. Here i describes the basic steps of installing

and configuring a running MikroTik RouterOS.
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Stepl: In virtual box open a new machine and go to click next to check custom button.

Then selecting option to the disk. And giving the name of machine and select next.

And giving the space for disk drive

+ Ede Oew \td Jabs  Help

-y £

i My Computer S 64-bit

Tiewe Vintusl Machine Wizad
Marne the Virtusl Machine

What rere wadd you ks 13 oe for Sz tual medhine?
~ Devices

Vrtusl Tachne rare:
sk

<oveVo

T Metovcrk Adaprer Cumtc

Locason

o Cizars POC Docrsen i sl Machres tackr
{5 md gelem mahabut

Broves.
The defaul location can be dhangad 22 651 > Pratarences.
i mdgolem mahsbus
oo wik
29 industrisl sttachment
Shared YN
- ipti
<Bao | | reax> Conced

Figure 3.20.1: Shows Screen Print create a new virtual machine

Step2: After complete that go to the virtual machine setting, and add the location of
storage 10S in CD/DVD. Then go to Network Adapter and add an extra network adapter.

In this network adapter 1, and click the custom and choose Vmnet08 (NAT) & network
adapter 2 choose Vmnet0O. Then click ok to running install.

Ble Edit View VM Tebs Help
> - (&) & || = = |

e

1 taskilur

[

Figure 3.20.2: Shows Screen Print adding network adupter
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le  Edit View WM  Tabs Help

&F | |ED| = W gy | Virtual Machine Settings

D i

13 taskilur

o
¥ Network Adspred

&> Sound Cerd
W Disptay

Add... Remose

C=—1][ conxi vt

Hardware compatibility: Workstation 10.0 virtual machine

Figure 3.20.3: Shows Screen Print to configuration network adapter 1.
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@) sound Card auto detect
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Asd Remzse
 —— ree
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Figure 3.20.4: Shows Screen Print to configuration network adupter 2

Step2: Then completing load installation then check all to type command ‘a’, move
around command ‘p’ & ‘n’ and ‘q’ to cancel and reboot.

Now select all and press an and enter to end setup.

@Daffodil International University 43
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HikroTik RouterDS

Figure 3.20.6: Shows Screen Print to complete install.

3.21 Static routing:

First step to configure a MikroTik router is to assign WAN and LAN IP addresses in
WAN and LAN interface accordingly. So, follow below steps to set WAN and LAN IP

addresses in your new MikroTik router.

Set up a Mikrotik router give power to the MikroTik router. Then connect in a UTP cable
in MikroTik LAN port and the other port to the PC. And Give WAN connection in a port
for ISP. Now open Winbox.
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Stepl: Now open Winbox GUI click to IP address and MAC address. Click to Mac

address then write ‘admin’ in login box and don’t need to give Password.

© WinBoxv3.11 (Addresses) - X
File Tools
Connect To: |4C:5E:0C:2B:84:85 | [ Keep Password
Login: ] [ Open In New Window
Password: I ‘
Add/Set Connect To RoMON | [ Connect |

IPv4 only E
ki

Figure 3.21.1: Shows Screen Print to connecting winbox interface

Step2: Go to the connected interface to changing name and define LAN and wan port.
After that giving routes and getway. Here must be added Dist. Address. Giving the ip
address and network address for each interface. Then applying NAT to eatable

connection.

ﬂ@ | sae tacae

Sseston [4C:53:0C:2B:£4:55]
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7 MPIS =] ] [a] [7] [ Acua MTU [1500 | Hee
M Soumg k [N — Ak =z LzMTU [1588 ] St ) |Re Paket Gar)  |F
i2 System G >4l 1(WAN) [l e lorch (] 1
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Figure 3.21.2: Shows Screen Print renaming connected port.
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F 0dmin@4Ci5E:0C:28:84:85 (MikroTik) - WinBox v6.41.1 on RB2011UIAS-2HND (mipsbe) — ] >
Session _Settings _ Deshboard

o || o Safe Mode Session: |4C:5E:0C:2B:84.:85) -
A& Quick Set (=]

S CAPaMAN Interface | Interface List Ethemet | EolP Tunnel | IP Tunnel  GRE Tunnel | VLAN | VRRP  Bonding LTE
- Irnterfaces [ Power Cycle
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Figure 3.21.3: Shows Screen Print to giving ip for each connection

Step3: NAT; Go to firewall and select NAT. Here editing two option mainly.one is
General; Chain: srcnat . Src. Address: local block/IP with subnet mask of the network and

click apply and ok. Other is Action; in that choose ‘Masquerade’ and click Apply &OKk.

Fiter Rules NAT | Mangle Service Ports Connections Address Lists | Layer7 Protocols
- =) [w Reset Counters || 00 Reset All Counters all =
= Action _|Chain Src. Address |Dst. Address |Proto.. |Src. Pot  |Dst. Port_|in_ Inter._.[Owut. Int.. | Bytes Packets -~

Genersl | Advanced | Extra  Action Statistics

"

Chain: [srcnat =] || Cancel ]
Src. Address 192.168.50.0/24 - | T |
Dst. Address. - | —
Protocal ~ | Comment
<. Port -~ Copy
il
Arry. Port ~ | Reset Counters |
9 In. Intedace. ~ | | Reset A1 Counters |
7 Out. Intedace -~
Packet Mark -~
Connection Mark -~
Routing Mark ~
@ACSE0C 2084185 (MikroTik) - WinBox v6.41.1 on RBZ0T1UIAS-2HAD (mipsbe) = = >
Settings Dashboard
Safe Mode | Session 4G 5E0C 26 04 65 -
New NAT Rule =] (=13
| - | | 1| (W Advanced Extra  Action | Statistics
Adcirann Network 0 =
S e e Action | EETTT— | | ]
Sh192160.50 16/24 192 168 50.0 R I ]
Log Prefix -~ | l
To Pona =l | .
i Fiter Rules NAT | Mangle | Raw i i
: : kL | ! —

Figure 3.21.4 Shows Screen Print to doing NAT
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Step4: After complete that put the ip in the same network in the Ethernet properties of

the pc network adapter and give ip getway and DNS then click ok to start browse.

Google

Figure 3.21.6: Shows Screen Print to browse websites

3.22 Dynamic routing:

Dynamic routing, also called adaptive routing, is a process where a router can forward
data via a different route or given destination based on the current conditions of the
communication circuits within a system. Dynamic routing makes automatic updates to
route tables as the configuration of a network changes. For that recess | will show to
creating DHCP Serve. DHCP means Dynamic Host Configuration Protocol. This network
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protocol that enables a server to automatically assign an IP address to a computer from a

defined range of numbers configured for a given network.

Stepl: Now open Win box GUI click to IP address and MAC address. Click to Mac

address then write ‘admin’ in login box and don’t need to give Password.

© WinBoxv3.11 (Addresses) — X
File Tools
Keep Password

Connect To: |4C:5E:0C:2B:84:85
Open In New Window

Login: | SRR
Password:
Add/Set Connect To RoMON
Managed Neighbors
¥| [ Befresh i IPvéonly | ¥
MAC Address IP Address Identity Version Board b4
4C:5E:0C:2B:84:85 0.000 MikroTik 6.41.1 (stable) RB2011UiAS-2HnD

Figure 3.22.1: Shows Screen Print to connecting

Step2: Now go to DHCP serverand click DHCP setup.then give networkaddress with
CIDR,and click next.then given Getway and click next.then here we can see pool address

of DHCP server of that net work and click next.

O 2dminDICSECC:28:3485 (MikroTk) - WinBox v6.41.1 on RB201 1UIAS-2HAD (mipsbe)
Sessicn  Settmgs Dashbeard
L s < ] Sale Node Sesson  3C SEOC Z8:84 85

A Ousck Set
4 CAaPsMAN DHCP | Networks Leases Options  Opbion Sets  Merts
= rtefoces -+ v DOHCP Config DHCP Setup
G Wireless Farve rtotace Reday Lease Time Acdress Fool | Acd AR
55 Bedge
== Pre
== Seeach
“Z Mesh
av 1P
NELS
HE Rousng
& Sywem
& Queoes
L Fles
Log
52 Rados
2 Tooks
BB New Terminad
= Lco
#5 NMetaSOUTER
#5 Pattion
4 Make Supout =t
@ MVarcal
@ New WinBos

B e

Figure 3.22.2: Shows Screen Print to give network address
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& sdmin@4C:5E:0C:2B:24:85 (MikroTik) - WinBox v6.41.1 on RB2011UiAS-2HND (mipsbe)
Session Settings Dashboard
[w ][] | safe Mode Session: | 4C:5E.0C:2B:84:85)

As Quick Set
i CAPsMAN DHCP | Networks | Leases Options Option Sets | Alerts
[ Interfaces [#][=] [“][2] [7] | oHCP Config || DHCP Setup

5 Wircless [ [Name - [interface [Relay Lease Time [Address Pool |Add AR__|
2 Bridge
=8 PPP
== Switch
°18 Mesh
EORT

2’ MPLS
2 Routing
452 System
& Queues
[ Files

= Log
S Radius
& Tools r

@8 New Teminal
I LCD
MetaROUTER

@5 Partition

|4 Make Supout rf
& Manual
@ New WinBox

B et

Figure 3.22.3: Shows Screen Print to giving getway.

@ admin@4C:5E:0C:2B:84:85 (MikroTik) - WinBox v6.41.1 on RB2011UiAS-2HND (mipsbe)
Session Settings Dashboard
[©][«] | safe Mode | Session:|4c:5E:0C:2B:84:85
A& Quick Set
i CAPsMAN DHCP | Networks Leases Options Option Sets Alerts
[ Interfaces [][=] 1[22] [7] [ oHcP config || DHCP Setup
& Wireless - [interface [Relay [Lease Time |Address Pool  |Add AR...|
2 Brdge
=8 PPP
2 Switch
12 Mesh

&g 1P
2 MPLS
#2 Routing
&5 System
& Queues
(5] Files

|| Log
2 Radius -

i e i  Back |[ Next || cancel |
{@ New Terminal
= LcD

4 MetaROUTER
@5 Partition

| 3 Make Supout.rif
& Manual
@ New WinBox

B ext

Figure 3.22.4: Shows Screen Print to show all useable ip.

Step3: After complete this then given DNS and Alternative DNS.then click next and
DHCP serversetup is complete. Here we can add to many DNS.
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© 2dmin@4C:SE:0C:28:84:85 (MikroTik) - WinBox v6.41.1 on RB2011UiAS-2HnD (mipsbe) —
Session Settings Dashboard
||| | safe Mode | Session: 4C:5E:0C:2B:84:85)
A& Quick Set
I CAPSMAN DHCP | Networks Leases Options Option Sets  Alerts
= Interfaces [#][=] [][2:] [7] | oHcP config || DHCP Setup |
1 Wireless [ IName + [Interface |Relay Lease Time |Address Pool  [Add AR...|
5% Bridge
=2 PPP
= Switch
13 Mesh
&E P
2 MPLS
#2 Routing
452 System
& Queues
(B Files | Select DNS servers
|l Log DNS Servers: [203.190.10.252
£ Radius |s.8.8.8
& Tools r : §
[ New Terminal | Back |[[Ne ][ cancel
= L.cD
=4 MetaROUTER
@5 Parition

o

@

| Make Supout.rf
@ Manual

Figure 3.22.5: Shows Screen Print to giving DNS

| %> || €| | Safe Mode | Session:|4C:5E:0C2B:84:85|

A= Quick Set
i CAPsMAN DHCP Server

@ Interfaces DHCP | Networks Leases Options Option Sets Alerts

I Wirsless |#|[=]| [ ~]||=2] | 7] | oHcr config || DHCP Setup |
& Bridge [ IName ~  lintefface |Relay [Lease Tme  |Address Pool |Add AR..|
=g PPP | dhecp1 etherS5{LAN1) 00:10:00 dhcp_pooll no
== Switch
“13 Mesh
&35 1P

~7 MPLS
#%2 Routing
<5 System
e Queues
| Files

{£] Log
2 Radius
& Tools r

DHCP Setup

Setup has completed successfully

B New Temminal

Figure 3.22.6: Shows Screen Print to configure DHCP

3.23 Wireless LAN configuration

Stepl: Wireless enable interfaces and create a bridge port. Then Wireless Wlanl then
Mode: ap bridge.an wireless mode ap bridge define a name SSID as like.

Figure show in Wireless sitting SSID Mode;
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b 2dmMin@O00:0C:42:8E

A& Quick Set
== Interfaces Interfaces | Mstreme Dual Access List Registration Connect List Securty Profiles Channels
2 Vireless Scanner Freq. Usage Aligrment Wiireless Sniffer Wiireless Snooper
oL e [+-1[=] [~1[e=] IEI ] | I I Il I
Ll ||_2 MTU [T [T Packet ip
=8 PPP {Atheros. 2250 Obps
== Switch iz >
“18 Mssh General \Virsless | HT HT MCS WDS Nstreme oK
=== 1P I =
= Mode: |[ap bridge =1 Cancel
<7 MPLS s
S Routing S Band: [2GHz-B/G. M =1 Apphy
@ System r Channel Width: [20-/40MHz HT Above =1
& cuouee Freauency: [2412 [
[ Files SSID: |DOL_Intem Projsct | -~

Lo ; — Torch
] Lea Scan List: [defautt [=]=
S Radius 5 Wireless Protocol: [ary =1 Sean

< Tecls
> Security Profile: |default =1 S LeeEE
B Mew Terminal Align
P Met=ROUTER Bridge Mode: [enabled =1 e
P B Sniff ...
D ranmion Defaut AP TxRate: [ |~ bes
[ Make Supout rif Sneeper.
Dofoult Client Tx Rate: [ |~ bes

< o
Exit - Defaul Authenticate

Figure 3.23.1: Shows Screen Print Wireless sitting SSID
Step2: Wireless password setting; renaming the name and change keys mode. In

addition, check the useable needed option and give wap shared key or password as my

preferred. However, it at least 8 character. And given ip services SSH and telnet.

- Dual Access List Registration Connect List Secunty Profiles | Channels
. Wieless -+ h d|
sa
5, Bidge Name + [Mode Authenticatio... |Unicast Ciphers [Group Ciphers | WPA Pre-Shared ... | WPA2 Pre-Shared...|
=3 PPP = default dynamic keys WPA PSKW aes cem aes ccm
.
©i2 Mesh
- General | RADIUS EAP Static Keys

5 1P e
_ MPLS r Name: [profie1 [[concer |
2 Routing r Mode: |dynamic keys =] [ il
& System ' Authentication Types =
- v/ WPA PSK v WPA2 PSK =Copy—

S ouce WPA EAP WPA2 EAP [ Remove |
5] Files ExPumord et |

Unicast Ciphers

Log v tkip aes ccm
3_1 e : Group Ciphers
X Tools | v tkip aes ccm
(@ New Teminal
5 MetaROUTER WPA Pre-Shared Key:
#5 Parition WPA2 Pre-Shared Key: |~

-+ Make Supout sif

@ m Supplicant Identity
B & Group Key Update: [00:05:00

Figure 3.23.2: Shows Screen Print Wireless Security Setting

3.24 Bandwidth handling in MikroTik:
The most of familiar and useable feature in Mikrotik is bandwidth maintains. It can be

defining each or a total network upload and download bandwidth. It also separating
bandwidth for different server. That process it can be use Network address, ip address
MAC address. Now | show the process of separating bandwidth for different server or
site.

Stepl: The easiest way to setting bandwidth in a ip or network. So 1% go to queue and

create a simple queue. Then giving queue name and ip address in Target address. After
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complete that given target upload & download max limit of bandwidth. Then apply ok.
Target address may be defining interface or bridge, this one simple queue to limited with

an ip address.

Boys Hostel 1821
[
38 Routing 38 @ Ehasanud Sdda Aranya (Wl be off from 1 May 2018) 10.10.1054, 10.10.10.78
& System I'| 40 @ Sanisti Haque Taposh Cable 10.10.10.66, 10.10.1097
P 41 [ Jaber Hasan Cable 01521253959 10.10.10.105, 10.10.1061
42 B Mahmudur Rahman Doshar 10.10.10.7, 10.10.10.63 \ = N =
(20 Fles 43 B Nemu Aam Chowdhury (2 M) 10.10.10.18, 10.10.10.31 General | Advanced | Staistis | Trafic | Total | Total Satetics oK
4 @Swhan 10.10.10.30, 10.10.1022 ; e |
] 45 @ Rayhen Hasan{Muter) 10.10.10.96. 10.10.10.95 B Toduc [ Concd |
. Radius 46 [ Shahrier Amed Reezn 10.10.10.103 Target; [1010.10.12 E3E
XK Todls } 47 8 Mahmud Hasan Limon 10.10.10.100 ==
48 @SM Tawr Scdaue 10101034, 10.10.10.44 Dst: | Y[ e |
8] New Teninal 49 B Amin lslam Réat 10.10.10.90, 10.10.10.33 -
o 50 B Md Asrful Hom Rekb 10.10.10.25, 10.10.1028 Target Upload Target Dowrload Comment
- 51 @MD. NAZMUL ISLAM 10.10.10.13, 10.10.10.27 : ; -
5 Patin 10.10.10.36, 10.10.10.37 Max Limt: |20 |#] [2m F|bwsis | [ Copy |
|3 Make Supout £ :g}glgﬁmoms 5= ‘;:w ] 3| ownc =iy [ Renove |
Q@ Manual 1010.1076 mted _iEfludate 2 IO | [ Reset Courtom
@ New WinBox 1010098, 10:09032° | 5| Burst Threshold: [unimzed |3] [unimted ¥ | bita/s
10.10.10.48, 10.10.10.68, 10. Reset All Counters
L 10.10.10.45 Burst Time: [0 0 [
10.10.10.0/25 NI l Torch J
55511
55513
55514
i b

Figure 3.24.1: Shows Screen Print to add bandwidth in ip.
Stepl: Bandwidth assigning in YouTube separately. For that 1% for to ip, and click
firewall. Then go to address list to see connected server. Then clock ‘Mangle’. Now
create a New Mangle. In that we have to done three changes for each. In General chain
select is ‘prerouting’, in advanced give src.address of name of server.in Action choosing
mark connection and giving the name of server as like YouTube and click

Apply and ok. After comleate then create two folders with bandwidth rate. One for
src.address and other is dst.address.

Fiter Rules NAT Mangle |Raw Service Pots Connections Address Lists  Layer7 Protocols
+ = v % A T oo
# [ [Action [Chain Src. Add|

al
ptes  [Packets |

|
x]

Type Name: |Uplode

- special dummy rue to show fasttrack LR Typa Name]
0D (pas.. prerouting Kind: [poa %] [ Cancal | |1853KB 336
&; pocisl duammy s o show fastrac ; (\—,1 Kind
1D (pas.. forward P IR Apply
-:: special dummy rule to show fasttraf — | oL O | 2 Rate: [2M
2D (ipas.. postrouting 3 Lim#: 50 KB | Copy
3 # mar_.._prerouting E s Limi: |50
| 4 #mar. prerouting B Total Limt: 2000 KB | Remove | [ = e
[ |Packet Marks 1 {2000
Burst Rate: ¥ bits/s Bt Rt ‘
e
Burst Threshold: -
—— - Burst Threshold: |
Burst Time: |00:00-10 r
Burst Time: [00:00:10
Classifier: v Src. Address Dst. Address
5items (1 selected) Src. Port Dst. Port Classfier- [ | Src. Address (v Dst. Address.

[ Src. Port Dst. Port

Src. Address Mask: |32
Src. Address Mask: [32

Dst. Address Mask: [32
Src. Address Mask: |64
Dst. Address6 Mask: |64

Dst. Address Mask: |32
Src. Address6 Mask: |64
Dst. Address6 Mask: |64

Figure 3.24.2: Sﬁows ScreeHPrint to creé‘te. Upldad and download bandwidth queue.
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Fiter Rules  NAT Mm[ﬁn Service Ports Connections Address Lists  Layer7 Protocols
#|=| [v|[%| (@ |7/ o0 Reset Counters || 00 Reset Al Courters [Fnd ]
& [Action [Chain  |[Src. Addwess [Dst Address |Proto_loc P
<1; special dummy rule to show fasttrack counters
0D (hpas.. prerouting
+1; special dummy rule to show f: counters OK
1D (pas.. forward 0
- special dummy rule to show fasttral s Cancel
20 Com powmung | SnoeQuees Mo 1o redian [ oo |
TR T T L :
|4 #mar. preroting [T S Dst.: | DI
# | |Name
Trge Uplood Taget Dowrioad
Max Limit: |uniimeed [#] unimited ¥ bis/s
e
Burst Limt: |unimied [ %] lunimited ¥ bis/s
b = . Reset Counters
5items (1 selected) Burst Threshold: |unlimted [#] unkmited ¥ bis/s
: Reset All Counters
Burst Time: |0 | [o s
Torch
- Time
|enabled

Figure 3.24.3: Shows Screen Print to a new queue with address.
Now create a new queue and giving a name and addressing port. It can be network
address, ip or interface port. Then click advance, for changing packet mask option and
two queue type. In packet mask given name of server as like YouTube and one queue is
upload and one is download and click apply and ok.

Fiter Rules NAT M}Raw Service Ports Connections Address Lists Layer7 Protocols
#|=| [v| % @] 7| oo ResetCouters |00 Reset Al Counters |
= - - -

General Advanced | Statistics  Traffic  Total Total Statistics

jien
‘| Packet Marks: [yom.be

Lim#t At: |unlimited
Priority: |8
Bucket Size: [0.100

|5 tems (1 selected)

Figure 3.24.4: Shows Screen Print to assigning queue type in YouTube.

Now open YouTube in browser and upload and download speed is shown in Queue list.
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Simple Queues | |nterface Queues Queue Tree Queue Types
|| = | 'e=3| | F| | 00 Reset Counters || 00 Reset All Counters
# | [Name | Target |Upload Max Limit | Download Max Limit| Packet Marks | Upload Download | Total Max (v
0 {8 Total N... ether3-LAN _unlimited unlimited youtube 93.2 kbps 1993.6 kbps
‘ - - 1 1 . |
1tem 0 B queued 0 packets queved
|

Figure 3.24.5: Shows Screen Print to show bandwidth in queue.

3.25 OSPF Configuration
Stepl: Select routing protocol OSPF.

€D admin@AC:SE:0C:28:84:85 (MikroTik) - WinBox v6.41.1 on RB2011UIAS-2HND (mipsbe)
s Dazhboard

|ac:5E:0C:28:84:85|

vertisements.

| VRFs Peers Networks Aggregates VPN4 Routes Ad
[#][=] =] [=] [w
| Name |Aas v |Confeder. Confeder... |Cluster 1D
W default 65530

[Router 1D [Owt Firer

BFD
BGP
Filters
MME
OSPF
Prefix Lists

LT

......

- © & O aa @ ©» wa

Figure 3.25.1: Shows Screen Print to select OSPF.
Step2: Network Configuration

Here 1 am configuring the network for OSPF. So at first | have to configure the WAN.
And setup ip OSPF LAN and WAN ip address.
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2

Inatances Metworks | Amas  Ama Ranges \etusl Links  Neighbors
e [#l[=] [=](e] [es] [7] [Foo ]

w2 eep B [ ==
= Swach
4 B Netwoskc | 1901256729

! I T
= Ama  backbone | ¥

2% Took !
W Mew Termnsl

#5 MetaROUTER
& Pamon

| 4 Mske Supout o
@ Mausl

| 8=

Figure 3.25.2: Shows Screen Print setup network address.

|| | Sofe Mode |

A Quick Set
P irtedaces

I Wieless

4% Bndge

g PrP

5= Swich

“13 Mesh

g P

o MPLS

#i Routng

& System

B Queues

W Fes

. Leg

2P Radus

2 Tooks

8 New Temmnal
=4 MetaROUTER

| Areas  Area Ranges | Vitusl Links | Neighbors | NBMA Neighbors  Sham Links | LSA  Routes | AS Border Routers |

[=] [¥] [Foo ]

Figure 3.25.4: Shows Screen Print to the network.

@Daffodil International University 55



Step 3: Here | selection the area and interface. After done that that routing is
complete

][] [ sofe thoce |
Jai Quick Set
T Ve *[=] [FI=] (=] [

Ares Name | |ares 1D [Type
=32 PPP I ® Sefolt 0.0.00 default

|Defauk C... [interfac. .| Active 1._.[Neighb .. |
1 1 0

(#[=] [=]=] (]
Intesface 2 Cost | Priodty Authentic .. Authenticatio... Network Type Instance  Area Neig.. State I
D #etherl 1 10 1 none §i s __defaut 0 des: ...

Figure 3.25.6: Shows Screen Print to complete routing

3.26 BGP (Exterior gateway) routing:

BGP is an external protocol, it allows different autonomous system to exchange routes.
BGP is the protocol most ISPs use, and it was designed to allow diverse, sometimes
competitive organizations to communicate. BGP can filter both routes, minimizing the
number of routers exchanged. BGP routers communicate only with manually configured
neighbors. Its routing decisions are made based on Path, Network policies, and Rules.
BGP is not the only way to use ISP to advertise routes or distribute private routes though

the internet.
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Now | establish a BGP routing configuration between two routers. | done it with simple 5

steps. AS number

Stepsl: Identify th
BGP interface and

, peer, Network, In-filter & Out filter, Add in and out filter in peers.

e port and giving network address for each connected port. And add a

set AS number.

L2 R Safe Mode

Interfaces
Wireless
Bndge
PPP
Mesh

P

1PvE
MPLS
Routing
System
Queues
Fles

Radius
Tools

-+ 3| | T
Address . Network interface | 1]
= 192.168.0.99/24 192.168.0.0 ether1_WAN
= 192.168.1.1/24 192.168.1.0 ether2_LAN
S 152.168.2.1/24 192.168.2.0 ether2_LAN

3items

[NTRRE, 2

F

IPvE
MPLS
Routing
System
Queuves
Fles

Radius

igure 3.26.1: Shows Screen Print to adding address list

Instances | VRFs Peers Networks Aggregates VPN4 Routes Advertisements

oe||=—| ||| 3 k| 7a_g
__ |Name . JAS  [RouteriD |Out Fiter | Corfeder... |Confeder... |Cluster ID.
| #3default At »

N

Figure 3.26.2: Shows Screen Print to add BGP routing interface

Steps 2: now | create a new BGP peer. Given name, define interfaces, remote address in

the wan network address, new remote AS, and hold time. After given that click apply ok

and the new peer is create.
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Interfaces

Wireless Instances  VRFs Peers |Netwoks Aggregates VPNA Routes Advedisements

Bridge (=] [2][52] [@] [7] | refresn |[ Refresh At || Resend || Resend |

A [Name  |instance |Remote Address |Remote AS |M..|R_|TTL|Remote!D  |Uptme |PreixCo.. |State
Mesh I QlSPm default 192.168.098 22220 _no d.. active
P P

IPv6 r

MPLS N

Routing P

System r

Queues

Fies

Figure 3.26.3: Shows Screen Print to Configuring Router ISP-R1 peer.

Now create two different network in ISP-R1. For that go to network and click add and
give network address and CIDR. then click ok.

=5 |

(][ o] [sete Moce |
Interfaces [BGH o
Wirsless Instances VRFs Peers Nmmi VPN4 Routes

= J LuI

Mesh msmss 10/24
ol | #£19216820/24

)
)
MPLS : "l'\\:' =] (=] [¥]

 [Network [interface
% 192.168.0.99/24 192.168.0.0 ether]_WAN

/| Synchroni...
no
no

192.168.1.1/24 192.168.1.0 ether2_LAN
Queues %°192.168.2.1/24 192.1682.0 ether2_LAN

Figure 3.26.4: Shows Screen Print to added network in ISP-R1 peer.
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Step3: same process for new peer Muid-R1 and creating two networks on its for doing
same in stepl and step2. Only changed network address and remote AS. After completing

that we see that’s are connected

& 2dmin@®192.168.0.98 (ISP-R2) - WinBox v5.20 on x86 (x86)

© (4 | o Mode

Interfaces BGP Ofx

Wireless Instances  VRFs Peers | Netwoks Aggregates VPN4 Routes Advetisements

Brdge + )| | V| | Refresh || Refrsh Al || Resend || Resend Al + ally

s Name bsonce |Remote Addess  |RemoteAS |M..|R.. TTLRencieD |Upime |PreixCo.. | Stte Il Thddeess Network iteface

Mesh [ @RI defaut 192168099 iino no d. 1721601 000053 2 establshed E12168095/24 19216800  etherl-WAN

5 i 192168101724 192168100  ether2LAN
19216820128 192168200  ether2LAN

IPv6

MPLS

Figure 3.26.5: Shows Screen Print to Configuring Router Muid-R1 peer.

Step4: Now we filtering in and out ip in the router whom are accepted or discard. That
processes called router filter. Now 1% go to router filter. here | accept those router filter
and the networks that’s are accept to inform ISP otherwise network are be discard. Now
1%t accept network which are coming ISP. Now giving chin name and prefix, and action
mode is accepting. That is create two one is in other is out. And give addresses in prefix.
Create an another prefix to discard, which are discard other network addresses. Now

define that creating rules in ISP-R1 peer in filter in and out. Then one is complete.

Interfaces {=E3}
BGP Peer <ISP-R1> = B
Wrsloss nstances | VRFS™ "
Bridge T eral | Advanced | Status oK
PPP ISP-R1
== Name: IS Concel | | [qime =
Mesh ®|ISPR1 Instance: | default ¥ Apply 2 established
P
Remote Addre: 192.168.0.98
e S Disable
Remote Port ~
MPLS Comment
Remote AS: 2222 1
Routing Copy work Interface
i TCP MD5 Key: T 16800  ether]_WA
System L)
Gemove. 16810  ether2LAM
Queues Nexthop Choice: |default i =
Fes Mutihop Refresh_|
7 Route Reflect Refresh Al | [ [ al [x
Radius Hold Time: |180 3ls Resend || || # ain Prefix n
ook —— o ISP-R1in 0.0.0.0/0 Pt
Keepalive Time: v | | Resend Al \ 1 ISP-R1-0ut 192.168.1.0/24 ept
New Terminal P T ek — 2 ISP-R1out 192.168.2.0/24 ccept
L et s ¥
Ry tem ( )| aul 3 ISP-R1out discard
KM Max Prefoc Lime: -
Make Supout 1 Masx Prefix Restart Time: ~
Manual
In Fiter: [ISP-R14n £3
Bdt
Out Fiter: | ETGREND s
AlowAS In -
Remove Private AS
AS Ovemde
Default Orignate: never 3 4 item:

Figure 3.26.6: Shows Screen Print to filtering network in ISP-R1 peer.
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Now same in and out filtering process in Muid-R1 for BGP pair. After complete that the

process is complete. now | can be pinging for testing routerl to router 2.

Interfaces (=] E3|
oo Instances | VRFs  Peerd e T =B
Eisdas *|=| |#|[%] |6 General | Advanced Status + 3| | ¥
P
ere Name nsf e — = B - Address Network Intedace
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Figure 3.26.8: Shows Screen Print to filtering network in Muid-R1 peer.

3.27 Network cabling systems:

Network Cabling Systems specializes in the design and installation of structured cabling
systems with an emphasis on new construction and corporate relocations. Whether your
network is ten computers or ten buildings in a campus environment, it’s provide the
copper and fiber cabling needed to connect voice and data across the LAN. Network
cables are used to connect and transfer data and information between computers, routers,
switches and storage area networks. There are different types of communications cables,
and the appropriate type to use will depend on the structure and topology of the overall

architecture of the system. Normally we used twisted pair and Fiber Optics.

Twisted pair:

Twisted pair cable is used in many Ethernet networks. Comprising of four pairs of
little wires or conductors, these 'wires' or conductors, are contained inside of the

insulation of the cable.Catb,cat5e, cat6,cat7.1ts supports up 100mbps to 10 gbps
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speeds and this cable is use RJ45 standard  connector.
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Figure 3.27.1: Shows Screen Print to Twisted pair cable

Fiber optic:

A fiber optic cable is a network cable that contains strands of glass fibers inside
an insulated casing. It designs for long distance, very high performance data
networking and telecommunications. Fiber optic cables provide higher bandwidth
and can transmit data over longer distances. Fiber cables rated at 10 Ghbps, 40
Gbps and even 100 Gbps are standard.

Figure 3.27.2: Shows Screen Print in A fiber optic cable

Cabling:

Here generally used cat5 and cat6 and connector is RJ45.and testing that cable to

check right connection and noise. Different types of port in different connector.

In cisco 2800 switch port names are Ethernet ports, console port, Aux port. T1

and voice port.
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In Cloud Core RouterCCR1016Mikrotik Router ports are SPF port, serial port
RJ232, RJ45ports, microUSB.

Media converter:

The media converters can transform signals among Ethernet, Fast Ethernet, Gigabit
Ethernet, T1/E1, DS3, ATM, etc. Fiber tonics networks is the acknowledged specialist in
the media converters area, their transition networks media converters take the most part
in the world market in this field. A fiber media converter is a simple networking device
that makes it possible to connect two dissimilar media types such as twisted
pair with fiber optic cabling. It has a pair that called male or female. When we connect or

cabling fiber optic.in that it has input way and output and power adapter.

Figure 3.27.3: Shows Screen Print in media converter

3.28 Routing protocols:

In computer networks router and routing is the most important. And all connection is
based on that. The routing protocol specifies how routers communicate to select the
routes for information or data transfer for that, the routing algorithm is more important.
First, the routing protocol informs or shares the information with their associative
neighbors and then throughout the network, in which topology is determined. Different
type of routing protocol used in the world.

Comparison of RIP, EIGRP, OSPF, IGRP Routing Protocols in Wireless Local Area
Network, Interior gateway routing using link state routing protocol. BGP Exterior
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gateway routing using path vector routing protocol. That routing protocol helps to

understanding us to make idea of routing & routing table.
3.29 IPV6 Basic configuration

IP address serves the purpose of uniquely identifying an individual network interface of a
host, locating it on the network, and that’s permit the routing of IP packets between hosts.
IP addresses are present in fields of the packet header where they indicate source and
destination of the packet. IPv6 is the successfully to the first addressing infrastructure of
the Internet in IPv4. In contrast to IPv4, which defined an IP address as a 32-bit value,
IPv6 addresses have a size of 128 bits. IPv6 has a more address space compared to
IPv4.1Pv6 is the successor of IPv4 and the main reason we need it is that we are running
out of IPv4 address space. IPv4 uses 32-bit addresses and it given us about 4.3 billion
addresses, IPv6 offers 128-bit addresses so we have a huge amount of available
addresses. This address mainly two formats, Unicast and Multicast address format.

Unicast =2001::DB8:800:200C:417A

Multicast = FF01::101

Example: giving ipv6 ip in a router interface port.
Router(config)#ipv6 unicast-routing
Router(config)#interface fastethernet 0/0
Router(config-if) #ipv6 address 2001:db8:3c4d:1: :/64 eui-64
Router(config-if) #ip address 192.168.255.1 255.255.255.0

The basic IPv4 packet header has 12 fields with a total size of 20 octets (160 bits) (see the
figure below). The 12 fields may be followed by an Options field, which is followed by a
data portion that is usually the transport-layer packet. The variable length of the Options
field adds to the total size of the IPv4 packet header. The shaded fields of the IPv4 packet

header shown in the figure below are not included in the IPv6 packet header. Cisco
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Discovery Protocol support for IPv6 addresses provides IPv6 information to network

management products and troubleshooting tools.

The IPv6 ICMP rate limiting feature implements a token bucket algorithm for limiting
the rate at which IPv6 ICMP error messages are sent out on the network. The initial
implementation of IPv6 ICMP rate limiting defined a fixed interval between error
messages, but some applications such as trace route often require replies to a group of
requests sent in rapid succession. The fixed interval between error messages is not
flexible enough to work with applications such as trace route and can cause the
application to fail.

3.30 Challenges

No work is not challenging, but for four months of my internship experience and a happy
hour, friends share it, I've found some common challenges are internal. | think it is that
three things in intern: unpaid / under temporary, and they are to achieve a nation
experience. Not enough work sometimes: Not enough work is determined by me. | am
tired under named to strum my fingers in my desk and reading to Facebook and watching
YouTube. Too much work: Since interns are just glad to get foot in the door work places
may take advantage of young workers by giving them a very long hours of damp
repetitive work. Embarrassed to ask questions: Suddenly all the work has an influx, and
finally | have the opportunity to prove myself. But I'm not sure about X, Y, Z. | might
feel pressure to be independent self-reliant worker, but it's so nice to clarify the

uncertainty.

Contest with another interior: Luckily | was an intern; | cannot ask each other questions
and easily collaborate with the project team where such a collaborative relationship has
worked together. Interns in the future opening a job, or in a recommendation for a good
letter, may not be so friendly. It’s also helps to competing defers other office
environments. Exposure to the working environment in the field attachment the intern
learnt how the working environment is and what is required in order to have your set

goals accomplished. This boosted the understanding which was mainly theoretical to be
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practical. It will be for the task to take long time to work independently and the only
decision will be made. Therefore, the student has learned the ability to work in the team
for effective performance-based performance. This management policy was in line with
the learned classes in intern. So being given a chance to do internship, the student got to
experience the different works people do and it equipped the student with more

knowledge.
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CHAPTER 4

Competencies and Smart Plan
4.1 Competencies Earned

A statement that is expected to be able to understand what a student is learning or
learning consequences of compatibility or consequences or is able to work as a learning
process is expected. Install and decommission on both network and server machines in
two data centers. For example, the role of the implementation of advanced Linux
software for LDAP Health Assistant, aligned to learning outcomes, fields and internship
evaluation programs. The fund of the student association's office organized many
internships project descriptions, object collections and information gathered in internship,
participating in a new look at the Linux Lab web site.

Learning Outcomes: Install and configure, install, configure and test services and
software related to the results of the employers learning on the network, internship on site
supervisors will provide an orientation to organizational policies and procedures.

4.2 Smart Plan

Every company should have a smart plan to succeed. Originally, make a smart plan to
make something simple.

A smart plan helps assure our employees to work with respect and confidence. And it
believes a great working team uses their full potential for achieving a truly competitive
edge. | believe that smart plans are a step in our innovation and excellence.

4.3 Reflections

Daffodil Online Ltd. started the activities in 2002.During the past year, they have
improved operation and service portfolio according to customers' recommendations and
time consideration. They work with many national projects and international
organizations and gain reputation. They are upgraded using the latest technology and
wherever it is in the service it is required. These are able to provide state-of-the-art
network and telecommunications solutions with a highly skilled technical expertise in

Corporate Network Solutions Division.
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CHAPTER 5

Conclusion and Future Career
5.1 Discussion and Conclusion:

This internship gives me a wonderful and rewarding experience. The people whom have
working this in long period, helped me to understand the future opportunities of that field
network & Security. Through this internship | learned about time management skills as
well as self-motivation. When 1 first started | was going to be able to sit in an office for
five hours each day, 4 days a week and do not think that. Once | realized | was not
overlapping my hour to break, so | did organize my day work. Office of this internship
and office for many hours of time, | have learned how to inspire through myself. | have
seen different offers and ideas in the company. | am still open to my options new

opportunities, and | continue to work for the reputable company in Bangladesh

I'm enjoying this field of work. | continue to work hard for my position and hope to
continue to learn about the industry and meet new people. It was a wonderful experience,

and | hope that it's helps to come better opportunity to me.

5.2 Scope for Further Career:

There are many career opportunities available in Linux. Desktop Application
Development, kernel and Device Drivers Development Today their extensive demand is
open source software and developers of open source software and network engineers:
Linux not only provides career opportunities in the Linux platform, it covers a lot of
different areas like this. Many companies today came to Linux and open source software.
Companies like Google, Yahoo, Boeing, Lufthansa, wiki.org, many companies came to
cost effective open source solutions. There is a huge demand for skilled professionals in

Linux.

In Bangladesh there are many companies based on IT Infrastructure Solutions, Data

Center Solutions, Network Solutions, Software and Database Solutions, Information

@Daffodil International University 67



Security (IS), Backup Solutions, Hardware Distribution and IT Intelligent Services

(ITES), and it increased day by day

5.3 Appendices
Appendix A: Internship Reflection

The primary goal of my internship in a professional setting, the real solution to real-world
problems is to apply the knowledge acquired in the classroom. And dealing with the
professional ability to develop professional development skills and develop professional
ideas and relationships, new knowledge, skills, and strategies. Add network with other
professionals' supervisors and professional relationships. 1 will learn about the behavior
of the client and about the exposure of field supervisors and field supervisors and other
staff's behavior and understanding of profits through learning. To perform my internship
duty. I am using the appropriate business policy. I am implementing an organization's
mission or attitude, how to communicate with colleagues, how to share power, how to be
formed, how to decide, how a culture of a professional organization can be understood
and how much responsibilities and responsibilities of the organization? At the end of my
internship supervisor and internship experience, | had the opportunity to take professional
opinion at different meetings. Internal experience for international society, leadership and

preparation of service life, my gift will be able to use it.

Appendix B: Company Detail

-

e FRo-cllil Eamll i

Head Office
Name Daffodil Online Limited
Address 102, Shukrabad (3rd floor), Mirpur Road,

Dhanmondi, Dhaka - 1207, Bangladesh
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Telephone 02-9143258-60

Fax 880-2-8116103
E-mail info@daffodilnet.com
Website www.daffodilnet.com

Type of Organization  Nationwide Internet Service Provider.
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