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ABSTRACT

The aim of the internship was to develop an instant communication server with protected message
or data by using Linux operating system. This system communicated by two or more computers
are interconnection and able to exchange data or information sharing and one to another that time
need to special pc’s is called server. The first part of the internship report gives an overview of
Linux Operating System and server details. Second part discusses about the basic commands, the
vi editor, network configuration and Centos Package Manage and MikroTik Configuration. There
is various type of work in the network that is why also different types of server have. For Example-
FTP Server, SAMBA Server. Each of them works differently and without them it is impossible to
maintain a network. If network is connected to the Internet and we want to secure your information
they must setup server using Linux Operating System. lastly | configuration to Mikrotik Router
with a ISP line using WAN network and other configuration to LAN ports. In this parts testing
details are given. As the entire work was done practically, a lot was learned regarding set up and

testing of the individual ISP services.
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CHAPTER 1

Introduction

1.1 Introduction

This is the period of Information Technology. Presently a day's countless everywhere throughout
the world utilize web innovation and server is an integral part. Linux is perhaps the most vital free
programming accomplishment since the first Space War, or, all the more as of late. We can't do
anything identifying with web correspondence without server. So DNS server is critical for web
innovation. Temporary job is an old practice to influence understudies to comprehend the genuine
working, condition and difficulties of employments. Medicinal Science, Engineering and
Accounts all branches have their own particular significance of temporary job before degree grant.
Today every business and trade is particularly identified with programming based correspondence
and web innovation. This is called E-Commerce. Web Banking, SMS Alert Banking, Mobile
Banking, EFT (Electronic Fund Transfer) and so forth are impractical without server. DNS (space
name framework) is additionally extremely valuable server and we can work distinctive sorts of
administrations by utilizing this framework. Web innovation, E-mail, E-Business,
Telecommunication, Mobile innovation and so forth are impractical without server and DNS is
one of them. Today, banking industry and different business association thoroughly relies on
various kinds of Software and Online Technology and Server is exceptionally fundamental. ATM
Technology (Switching Software), Banking Software, Debit Card, Credit Card, Online
Transaction and so forth are particularly relies on Software and distinctive kinds of Server and
Linux is one of them. It has formed into a working framework for business, training, and individual

profitability.
1.2 Internship Objective

The main objective of education is to gather knowledge. I choose an internship because | wanted
to gain practically experience. So this is very effective of skill development. | would like to gather
some extraordinary quality to provide myself as skilled one. Working as a Network Support
Engineer performing duties and activities and analyzing them from different perspectives. I tried

1
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my level best to present my practical knowledge as well as:

» To fulfill the requirement of the internship program under CSE program.

» To achieve details knowledge about Linux server and MikroTik platform configuration.
1.3 Motivation

I am currently pursuing my Bachelors in Computer Science Engineering at Daffodil International
University, | understand the importance of gaining practical knowledge which will complement

the textbook knowledge and help a student gain a wider perspective of the subjects.

During the internship | have found that | am perfectly skilled in the details of Linux network and
server management and mikroTik and Cisco. As an internet service provider I’ve getting my point
across very well, communicating with people, understanding their needs and providing them better
service. My skills lie in my ability to comprehensively read and understand the situation and act

quickly and yet smartly.
1.4 Introduction to the Company

Daffodil Online Ltd. prides itself as one of the main across the country Internet Service Provider
(ISP) in Bangladesh. They are the most experienced and most established organization in the ICT
field where they are fundamental business morals is Long Term Relationship with they are clients.
As we take a gander at the development throughout the decade since our initiation, they are to a
great degree pleased with what they have accomplished, and significantly more amped up for they

are standpoint for a similarly encouraging future.

It might satisfy you to realize that they began they are activity in the year 2002. Amid the previous
years, they expanded they are task and administration portfolio as indicated by the client's
suggestion and thinking about requests of time. They worked with numerous national ventures and
global associations and accomplished the notoriety. They are utilizing the most recent advances
and updating the administrations wherever it is required. They are Corporate Network Solution
division is skilled to give condition of-craftsmanship system and media transmission arrangements

with a very effective specialized ability gathering.
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1.5 Report Layout

In the chapter (1) | have described Introduction, Internship Objective, Motivation, Introduction

to the company and Report Layout.

In the chapter (2) | have written the methodology of my internship. And this chapter gives the
information about where the internship has been combine to contain this program. Also comprehend
about how did perform the internship works, about the company, what are the IT service offered

in DOL and what are the roles of in jobs market of Linux and platform mikrotik.
In the part (3) | have depicted about every day assignment and exercises, Events and Activities.
In the part (4) | have depicted is Problem and Solution, Learning Outcome, Challenges.

In the part (5) | have depicted is Discussion and Conclusion and Future Scope. | talk about Future

Scopes of Linux and compose conclusion.
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CHAPTER 2
Internship Enterprise

2.1 About the Company

Daffodil Online Ltd. (DOL) is proud to be one of the trailblazers and oldest ISP/ASPs in
Bangladesh and providing one stop integrated ICT services and solution since July 2002. It has its
own Fiber Optic& Radio Link WAN infrastructure to serve corporate, SME and individual clients.
The institute worked with many national projects and international organizations with high

appreciation from all concerned. It using the latest technologies and upgrading the services

Table: Company details

Main office
Name of Company Daffodil Online Ltd.
Address of Company 102, Shukrabad (3rd floor), Mirpur Road, Dhanmondi, Dhaka - 1207,
Bangladesh
Fax +880-2-9124280
Telephone +880-2-9143258-9
Email info@daffodil.com.bd
Website www.daffodil.com.bd
Type of Organization State wide Internet Service provider (ISP)

Table 1:Information table of company details

The centers Corporate Network Solution department is capable of providing state-of art network
and telecommunication solutions with a group of highly efficient technical experts. DOL has a
very strong professional engineering and management team certified and associated with SUN,
Cisco, Microsoft, Linux, Jumper and Oracle and actively involved with world leading computing
associations including IEEE, ACM, ACS, BCS, and PMI., Workstation, Location and Market
place. As a Group concern, DOL promotes 3 major platforms e.g., education, nation-building and

environment, through its programs and services. [1]
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2.2 IT Services Offered

Daffodil Online Ltd provides different It Services and Professional Training services. These are

given below:

Corporate Internet Solution

Security solution.

Domain registration and web hosting.

Website development.

Open source application solution.

Internet Service Provider

State of the Art Data Centers.

Hi speed Wi-Fi Zone.

Data Connectivity, Data center& Co-Location.
Proxy & DNS Server solution, Mail Server Solution.

AN NN Y U U N N N N

And All computer accessories
Professional course and trainings:

ISP Setup and administration using Linux.

Training Course on Certified Ethical Hacking (CEH).
ISP Setup and Administration using MikroTik.

Web site Development with Joomla.

PHP and MY SQL for Website Development.
E-commerce & Open source Joomla Virtue Mart.
Red Hat Certified Security Specialist (RHCSS).

Red Hat Certified Engineer (RHCE).

AN NN VU N N NN

2.3 Target Group

The organization's client base incorporates all buyers and all little to medium-sized organizations,

including new companies. The organization intends to focus on SOHO customers, as these are
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ideal focuses for our new rapid offerings, and hold the best development potential for the
organization. Web Solutions feels that these market fragments have unique estimating and

administration needs, and make more devoted, solid clients.
2.4 Rules of Market Place

Bangladesh is a duly populated developing country and setting its Goals to be Digital within 2021.
So every sector and every organization of our country need to be digitalized. So a huge number of
IT expert and IT professionals are required during the next few years. So Daffodil Online Ltd.
Playing a very important role in the job market by providing various services like:

A. Linux Administration.
Networking Administration.
Web Server Administration.
Linux System Developer.
System Administration.
Security Engineers.

Technical Support.

I OMmMmOoOO®

Kernel Developers.

Senior Network Engineer.
Broadband Network Manager (ISP).
NOC Engineer - ISP - MPLS Core Network.
Line Network Support Engineer (TCP/IP).
. Support Engineer - (Windows/Linux/ VMware/ Network).
Network Engineer — (CISCO / Juniper / Ethernet / Networks.)

©czzr X«

Marketing and Communications Manager.
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2.5 Organizational Structure

Organogram Structure of Daffodil Online Ltd. shows in fig 2.1:

Figure2. 1. Shows Organogram of Daffodil Online Ltd.
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CHAPTER 3
Internship Roles and Responsibilities

3.1 Daily Task and Activities

Internship Training is very much related to the part of completion of our B.sc Degree specially in
CSE. It was a 4 months training course on ISP server configuration on Linux system and mikroTik
Platform. DOL is going to conduct the most challenging & demanding IT professional courses and
training in the day Training Attended: Internship Training is very much related to the part of
completion of our B.sc Degree specially in CSE. So | took part in this enterprise for better training

and completion of my internship program.

» Month -1: In the first month of internship on daffodil online limited | have learned and
performed the following tasks
v' Learning & understanding About Network Components.
v Learning & understanding Basics of Linux.
v Understanding Linux HDD Partitions.
v' Learning & understanding Linux Run Level.
v

Linux Installation.

» Month - 2: In the second month of internship on daffodil online limited | have learned and
performed the following tasks:

Basic CentOS Commands.

Linux User and Password Management.

Linux Root password break.

Know About logged in users.

File and Directory Accessing.

Understanding to File and Directory Permission.

To Copy and Move File and Directories.

AN NN N N N NN

Compressed and Decompressed File and Directories.
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» Month - 3: In the second month of internship on daffodil online limited | have learned

and performed the following tasks:

v

v
v
v
v

Configuration to Static and DHCP MikroTik Routers.
Configuration to Bridge MikroTik Routers.

Concept of IP Addressing.

Configuring IP Address in CentOS.

Install, Update and Remove Package Using YUM.

» Month — 4: The last month of internship on daffodil online limited | have learned and

performed the following tasks:

AN N NN

Learning, understanding and configuring FTP Server.
Learning, understanding and configuring SAMBA Server.
Remote Login Service.

Firewall.

Backup and Monitoring.

3.2 Events and Activities

= Monitor and Maintain Computer Systems and Network.

= Setting up user accounts, permissions and passwords.

= Troubleshooting servers and routers.

= Troubleshooting local area networks and switches.

= Fixing network faults.

= Technical support for people using the network.

= Day to day admin and monitoring of network use.

= Suggesting IT solutions to business problems.

= Client Support over the phone or Physical move to client Ends.

= Checking Fiber Optical Media Convertor & Fiber Optic Transmission devices.
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3.3 Project Task and Activities
Centos 6.4 Install
» 3.4.1 Creating Linux Partition
For Installation of Linux we have to create at least 3 partitions root (/), boot, and swap.

e Root Partition: /

A Root Partition there is where “/”” The root directory is located all files (except in

/boot) are on the root partition. Minimum 5 GB HDD Space Required.
= Boot Partition: /boot

The partition boot (200 MB): the partition mounted on /boot/ contains the operating
system kernel (which allows your system to boot Linux), along with files used during the
bootstrap process. Due to limitations, creating a native ext3 partition to hold these files is

required. For most users, a 200 MB boot partition is sufficient.
=  SWAP Partition: swap

The partition swap is used to help virtual memory. In different words, data is
formed to a swap partition when there isn't adequate RAM to store the data your parcel is
getting ready. partition Swap should approach 2x physical RAM for up to 2 GB of physical
RAM, and a short time later an additional 1x physical RAM for any total more than 2 GB,
be that as it may it can't under 32 MB [4]

» 3.4.2 To Know About the Logged In User
W
who

who am i

10
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» 3.4.3 Seven Linux Run-Level Used by Centos

Command Description

init 0 = Shut Down.

init 1 = Single User Mode.
init 2 = Multi User Mode.

init 3 = Full Multi User Mode.
init 4 = Unused.

init 5 = X-Window (GUI Mode)

o init 6 = Reboot.

See current run-level = who —r

» 3.4.4Two Type of User

# = this is supper user

$ = this is Normal user

» 3.4.5 The Basic Command of Linux Centos

Command Description
poweroff ,init 0 Shutdown
reboot or init 6 Reboot

Cal, Cal 2018,cal 20 2002

Display a calendar

Date Display or change date or time
touch samoll samol2 samol3 Create 3 new file

mkdir samol Create a new directory

logout Logs the current user off the system.
Is List information about file

cd /root/Desktop

Chang Working Directory

» 3.4.6 Single and Group User Create and Password Management

Adding a user = useradd samol(username).

Daffodil International University
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Set a Password to New User = passwd samol(username).
Password Disable/Remove = passwd -d samol(username).
Locking an account = passwd -1 samol(username).

Unlock an account = passwd —u samol(username).

Delete a user = userdel samol(username).

Delete a user with home directory = userdel —r samol(username).

> 3.4.7 Vi Editor

To Edit A File = vi samol (file name)

To insert Text = press aor i

To delete the character = press x or dd

To copy line = press esc key and type 5yy to copy 5 line.
To paste = press p for paste.

To set line number =: set nu

To delete line number = set nonu

Search something = /abc for search abc

For Go top of the lines =:0

For Go bottom of the lines =: $

For Go Specific Line = :50 to go 50 no line.

To save the document =: wq! {save the current changes and exits vi editor}

Daffodil International University
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=: w {save the current changes but does not exist vi editor}
= :q {exits vi editor without saving any changes}
» 3.4.8 To Copy or Move a File
Copy = cp filename destination example: cp filel /home/samol/bhowmik
Move = mv filename destination example: cp filel /home/samol/bhowmik
» 3.4.9 Create a Group and under many Users and Set Password

Show in create a group and under many users and set password figure :3.1

root@localhost:~

File Edit View 5Search Terminal Help

[root@localhost ~]
[root@localhost ~]#IDassWd GaTTOUIL '} eppuetemmmmy
Changing the password Tor group da

New Password:

Re-enter new password:

[root@localhost ~]# [}

Figure3.1:Show in create a group and under many users and set password
» 3.4.10 Show to Directory and File Permission

Show in directory and file permission figure :3.2

total 336
drwxr-xr-%. 3 root root 4096 Mar 26 02:51
dr-xr-x---. 31 root root 4096 Mar 26 02:27
il
1

FLYE Yy

cont _ront 333 Feb 7 21.38

drwxr-xr-x. 2 root root 4096 Mar 26 62:50
TW-T--T--. 1 T00T root 323261 Mar 22 28:51 Gcreensnot,png
-rW-r--r--. 1 root root 0 Mar 26 02:51 test

[root@localhost Desktop]#<:‘|:

[root@localhost Desktop]#

Figure3.2:show in directory and file permission access

13
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» 3.4.11 Install/Update Packages in Centos /Remove
Install a package using yum install

Yum install (package name)

e.g. yum insallmysq|

Uninstall a package using yum

yum remove (package name)

e.g yum remove mysql

Update a package using yum

yum update (package name)

e.g yum update firefox

Search a package using yum

yum search (package name)

e.g yum search firefox

Display Additional Information about a Package
yum info (package name)

e.g yum info firefox

View All Available Package

yum list | less

View Already Installed Package

Daffodil International University
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yum list installed

= List of all available software group
yum grouplist

= |nstall a specific soft group

yum groupinstalldnsnameserver
» 3.4.12How to Add Change Delete and Display IP Address In Centos
Before configuring FTP server, we have to setup network configuration.

ip address: vi /etc/sysconfig/network-scripts/ifcfg-ethOShow figure 3.3

root@localhost:~/Desktop

File Edit View Search Terminal Help

DEVICE=eth®

HWADDR=00:0c:29:8e:82:95

TYPE=Ethernet
UUID=1914e4d8-7fb0-49ch-bb3e-f80de4dsdb8a
ONBOOT=yes

NM CONTROLLED=yes

IPADDR=192.168.59.235I
METMASK=255.255.255.0
GATEWAY=192.168.50.1

BOOTPROTO=static

Figure3.3:Shows set ip address insysconfig file eth port permanently

To see DNS address: vim /etc/resolv.conf configuration show Figure 3.4

15
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File Edit View Search Terminal Help

# Generated by NetworkManager

nameserver §.8.8.8
ameserver 263.190.10.253

Figure3.4:show in DNS address configuration
Then the network has been restarted for the purpose of starting the network.

(# service network restart) show in Figure 3.5:

[root@localhost ~]# chkconfig NetworkManager off

[root@localhost ~]# service NetworkManager status

NetworkManager is stopped

[root@localhost ~]# service network restart

Shutting down interface eth@: [ 0K ]
Shutting down loopback interface: [ 0K ]
Bringing up loopback interface: [ 0K ]
Bringing up interface eth@: [ 0K ]
[root@localhost ~]# [}

I L

Figure3.5:show Starting process of the network system

3.4.13 Server Configuration

In Internet Service Provider [ISP] the Server Configuration is very important purpose. Server
Selection is important for each server services. Many servers contain in Linux Operating System.
Within Those Servers DNS server, DHCP server, FTP server, NFS server, PROXY server, MAIL

server, WEB server, SAMBA server Internet Service Provider [ISP] can be configured.

< FTP Server

FTP servers are computers that deliver Web pages. Every Web server has an IP address and

possibly a domain name. For example, if you enter the URL http://facebook.com in your browser,

16
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this sends a request to the Web server whose domain name is facebook.com. The server then

fetches the page named index.html and sends it to your browser.
s Centos 6.4 FTP Server Configuration Requirements

To set up your own web site is a computer, an operating system, a web server, a domain name, an

IP address of a name server is required.

The computer is capable of running Linux can be used on any system. The language of the
operating system, we, of course, you would assume using Centos 6.4. Centos operating system up
and running once the previously mentioned can be easily installed the Apache Web server

supports. A domain name can be registered with a domain name registration services.

Your ISP provides static IP address, and then you will need to add your domain with static IP
addresses. This is achieved by using a name server. Most domain registration services will provide

this service for you.

If you configure your domain name and your name server, the next step is to install and configure

your web server. [s]
s FTP Server Configuration

The package name of FTP server is VSFTPD. The elaboration of VSFTPD is “Very
Secured File Transfer Protocol Daemon”. The steps of configuring FTP server has
been given below-

1. Hostname Setup

2. SELINUX Disable

3. IP Tables stop

4. Configuring VSFTPD file

17
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v Step 1

At first we execute the command which is (#vim /etc/sysconfig/selinux ), we

wrote down “SELINUX=disabled” instead of “‘enforcing” which has been attached

below. Show in figure :3.6

File Edit View 5Search Terminal Help

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:
# enforcing - SELinux security policy is enforced.

# disabled - No SELinux policy is loaded.
SELINUX=disabled

# SELINUXTYPE= can take one of these two values:
# targeted - Targeted processes are protected,

# mls - Multi Level Security protection.
SELINUXTYPE=targeted

Figure3.6:show in setup selinux disabled

v’ Step 2
we have to install package of ftp name vsftpd : yum install vsftpd*
There Show Already install because of its already installed in my pc.

Show 3.6 in install FTP in command yum install vsftpd*

[root@localhost Desktop]#lyum install vsftpd* l

Loaded plugins: fastestmi t ,_s-“etﬁ;
Loading mirror speeds from cached hostflle

* base: mirror.dhakacom.com

* extras: mirror.dhakacom.com

* updates: mirror.dhakacom.com

base | 3
extras | 3.
updates | 3
Setting up Install Process

kB
kB
kB

R |

Nothing to do
[root@localhost Desktopl# ]

Figure3.7:show in VSFTPD download and install

Daffodil International University

# permissive - SELinux prints warnings instead of enforcing.

00:00
00:00
00:00

Package vsftpd-2.2.2-24.el6.x86 64 already installed and latest version
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v’ Step 3

For configuring nonuser based FTP server to command vim /etc/vsftpd/vsftpd.contf,
“anonymous_enable=YES” has been configured “NO” which is represented on the following

figure 3.8:

Example config file /etc/vsftpd/vsftpd.conf

The default compiled in settings are fairly paranoid. This sample file
loosens things up a bit, to make the ftp daemon more usable.
Please see vsftpd.conf.5 for all compiled in defaults.

READ THIS: This example file is NOT an exhaustive list of vsftpd options.
Please read the vsftpd.conf.5 manual page to get a full idea of vsftpd's
capabilities.

S T T Y ]

P rem—amonymer—r—fBeware - allowed by default if you comment this out).
nonymous_enable=NO I

L
# Uncomment this to allow local users to log in.

local enable=YES

#

# Uncomment this to enable any form of FTP write command.

write enable=YES

#

# Default umask for local users is 077. You may wish to change this to 022,
# if your users expect that (022 is used by most other ftpd's)

local umask=022

*

Figure3.8:show in Nonuser Based Configuration
v’ Step 4

The upload and download option have been configured due to upload and download any file or
folder in the FTP server is represented below Figure 3.9

root@localhost:~/Desktop

File Edit View Search Terminal Help
Tasync_abor enable=YES

#

# By default the server will pretend to allow ASCII mode but in fact ignore
# the request. Turn on the below options to have the server actually do ASCII
# mangling on files when in ASCII mode.

# Beware that on some FTP servers, ASCII support allows a denial of service
# attack (DoS) via the command "SIZE /big/file" in ASCII mode. vsftpd

# predicted this attack and has always been safe, reporting the size of the
# raw file.

T ASCIT ey TNy IS o oTTioteeature of the protocol.

ascii upload enable=YES ]

ascii download enable=YES _—

4

# You may fully customise the login banner string:
#ftpd banner=Welcome to blah FTP service.
&

H# Varr mavu ernacrifu A Fila AafF Aiecall avind AanAanumaiise A mas T ~dAdraccAn Arnnmarant] o

Figure3.9:show in Enable Upload and Download

19
Daffodil International University



v Step 5

A user has been created to access FTP client which is shown figure 3.10. The purpose of creating

the user and set password only for access the FTP client but the user cannot access the FTP server.
root@localhost:~/Desktop
File Edit View Search Terminal Help
[root@localhost Desktopl#juseradd -s /sbin/nologin samol $ [
useradd: warning: the hom T

Mot copying any file from skel directory into it.

Creating mailbox file: File exists

[root@localhost Desktopl# passwd samol
Changing password for user samol.

Mew password:

BAD PASSWORD: it is too short .<::|

BAD PASSWORD: is too simple

Retype new password:

passwd: all authentlcation Tokens updated successfully.
[root@localhost Desktopl# |

Figure3. 10:show in a user create and set password

v Step 6

The user based FTP server is checked by web browser which has been represented figure 3.11

Home ‘ (p Md.Ripon hossain
«™> Applications Places System Q) ) _,/

@ Index of ftp://192.168.50.235/ - Mozilla Firefox
File Edit View History Bookmarks Tools Help
| ¢ Connecting... =]
| = fp:/192.168.50.235 v 0| [*3v

Index of ftp://192.168.50.235/

) Authentication Required b4

Enter username and password for ftp://192.168.50.235 Last Modified

User Name: | samol| |

Password: | sseee ]

Cancel | OK ‘

Figure3.11:show in Checking by Web Browser

It can be said that our FTP server has been successfully configured.
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3.5 MikroTik Router

MikroTik Ltd. Referred to globally as MikroTik is a Latvian producer of PC organizing hardware.
It offers remote items and switches. The organization was established in 1995, with the expectation
or offer in the rising remote innovation advertise. Starting at 2014, the organization has in excess
of 100 representatives. The organization's items are known for being low-valued other options to
costly switches and Ethernet radio hand-off lines.

The primary product of MikroTik is a working framework in light of the Linux bit, known as the
MikroTik RouterOS. Introduced on the organization's restrictive equipment (Router board
arrangement), or on standard x86-based PCs, it transforms a PC into a system switch and executes
different extra highlights, for example, firewalling, virtual private system (VPN) administration
and customer, transmission capacity molding and nature of administration, remote access point
capacities and other normally utilized highlights while interconnecting systems. The framework is

additionally ready to fill in as a hostage entry based hotspot framework. 11]

3.6 Features

RouterOS supports many applications used by Internet service providers. For example

o Itcan be used as a router

o It provides OSPF, BGP, Multiprotocol Label Switching(VPLS/MPLS), Open Flow etc
o It can be used as a switch or bridge

o Provides PPPoE Client-Server

o Provides VPN-Virtual Private Network.

o Provides Firewall rules

o Provide DHCP Server service

o Provide Wi-Fi and captive portal based Hotspot System
o Bandwidth management is very easy

o Easy GUI interface

o Easy administration

o Supports both IPv4 and IPv6

21
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http://en.wikipedia.org/wiki/OSPF
http://en.wikipedia.org/wiki/BGP
http://en.wikipedia.org/wiki/Multiprotocol_Label_Switching
http://en.wikipedia.org/wiki/OpenFlow

The item is upheld by MikroTik through a gathering and a wiki, giving various and topical cases
of designs. RouterOS bolsters Internet Protocol Version 4 (IPv4) and also Internet Protocol
Version 6 (IPv6).

The product offers help for practically all system interfaces that the Linux part 2.6.16 backings,
aside from remote, where the Atheros and Prism chipsets are the main bolstered equipment,

starting at 3.x variant.
3.7 Release history

MikroTik has released different version of RouterOS at different times. Some of them are given

below.

e RouterOS version 6.41: Dec 2017
e RouterOS version 6: May 2013

e RouterOS version 5: Mar 2010

e RouterOS version 4: Oct 2009

e RouterOS version 3: Jan 2008 [10]

3.8 Cloud Core Router

In November 2012 MikroTik discharged the Cloud Core Router 3.19 figure coordinated unit which
depends on the Tiler a CPU supporting 16 to 36 CPU centers, 12 1000Base-T Ethernet interfaces,
and up to four SFP (MiniGBIC) interfaces, and in addition "quick way" parcel sending between
interfaces (with guaranteed 24 million bundles for each second sending rate). This unit focuses on
the medium-sized system suppliers and in addition attempt to be a very much valued contrasting

option to the next more notable brands

Show in MikroTik Cloud Core Router 1036 Series .figure 3.19
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Figure3.12:Show in MikroTik Cloud Core Router 1036 Series
3.9 Propose Network Diagram (MikroTik Configuration)

Network Diagram shows in fig 3.20:

X ¥

Firewall
Internet

Data center

Figure3.13:show in Network Diagram

Winbox is the graphical configuration utility for MikroTik router OS. At first we should
download winbox. After download the winbox it can be run straight away as no installation is

required 3.20 network diagram.
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private ip Address Range show in table:3.14

Class| Private Networks |Subnet Mask Address Range
A 10.0.0.0 255.0.0.0 10.0.0.0 - 10.255.255.255
B |172.16.0.0 - 172.31.0.0 255.240.0.0 172.16.0.0 - 172.31.255.255

C 192.168.0.0 255.255.0.0 192.168.0.0 - 192.168.255.255

Table3.14:show in private IP Address Range

» 3.10 Step 1:

e Give Power to the MikroTik Router

e PluginaUTP cable in mikroTik LAN port and the other port to the PC.

e Browse with Winbox.

e Click to icon and hare show a IP address and MAC address. Click to Mac address then write
‘admin’ in login box and don’t need to give Password. .

e Router reset command: system reset-configuration

Show in figure 3.15 mikroTik reset command

© 2dmin@D4:CAED:83:DEER (MikroTik) - WinBax v6.38rc24 on RB2011UiAS-2HND (mipsbe)

FRpterE B89 frERE  peRERR fF #F #4E BEE HRERE

B9 06 44 808 $00 60 $1 S5 81 B8 $44  £48 460 &4

B 44 898 B BE HF B HHE8E #81 HH 38R

#8 2015

MilroTik Router0S €.38rc24 (c) 1993-201¢ htep: //wew. mikrotik.con

[21 Gives the list of available cormands
command (2] Gives help on the command and List of argumencs

[Tab] Completes the command/word. If the input is ambiguous,
a second [Tab] gives possible options

/

vas rebooted witheut proper shut,
eritical login failure for user admin from S0:7B,
critical login failure for user admin from 152.1

stem, error,critical login failure for user admin from 192.1

Figure3. 15:Shows Screen Print Reset MikroTik Router
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» Step2:

Defining routes or Setting up Gateway
Process:

IP > address> “+” >

IP>Route>" +”>Gateway

N.B: Here one thing must be noticed that the Dist. Address will be 0.0.0.0/0 (default route). Then

we can set our gateway.
Apply>0k

IP add set in mikroTik router show in Figure 3.16

© admin@DACASDB3DEE (VikroTik) - WinBoxvE 32rc24 on RE2011UIAS-2HAD (mipsbe) - x
Session Settings  Dashboard
Sefe Mode | Season: [D4CASDB3DEEY T

£.20.10/27
T hetwar o] Addess (172162010727
SN0 216200 ethad
1921685010 192163500 ethert | NoWOKC (721620 |4
"

Figure3.16:1P show in add set in mikroTik router
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Setup route ip add in figure 3.17 show:

© admin@D4:CAGD:83:DEES (MikroTik) - WinBox v6.38rc24 on RB20T1UAS-2HND (mipsbe) - X
Session  Settings  Dashboard

Safe Mode | Session:| D4CADIDEED

General ‘mﬁ
Routes | Nexhops R | VRF 0 At [T |

EE @E Gateway: [192168.50.1 [=] [ |4
|Dst. Address [ Gateway
DAC P 192168500, atherl rea

Bns peeas]

\H‘E’fﬂﬂﬂ‘hufnmhl Ethemet  EolP Tunnel IR

[#] =] [«] %/ [a][7]

Name +[Type

28 Routing
i System

Quewes q
irether? Ethemet Type: [uricast 63|
Fies = SAMOL

I direther3 Ethemet )
E direthect Ethemet Distance: | |
8 Redus irethers Ethemet Secops: [0
S Tools I || wRIPON

- Hpethers Ethemet Target Scape: [10 J

[ New Terminal Wrether? Bthemet
B dvethert Bthemet Routing Mark | |v

= Hjrethers Ethemet v =]
WetaROUTER dretnert Ethemet Pre. Saurce: J N
& Partiion 4dibaip1 Ethemet g

o 0
Make Supoutf
3 Mk Supo 12tems (1 selected)

@ Manal

Figure3.17:Show in route Gateway

» Step3

Process:

IP > Firewall > NAT > “+’

General:

Chain:srcnat

Src. Address: local block/IP with subnet mask of the network.
Action:

Masquerade

Apply>0k.
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Local network ip address NAT rule in fig 3.18 shows:

o admin @D4:CA:6D:23:DE:EQ (MikroTik) - WinBox v6.38rc24 on RB2011UIAS-2HnD (mipsbe)
Session Settings Dashboard

Safe Mode | Session:| D4CA6D:83.DEES)| Ll

Advanced | Exra Action | Statstcs

Acton: [acoest = |
add dst to address list
add src to address list
Log Prefix: |detnat
e
o

retnap
Fiter Rudes NAT | Mange | Raw | Servce Forts | Connec passivough
(#][= [15] ] [7] o0 o vt ]

# [ [Action [Chain Address |Dst. Address | Py

5 Partion
|3 Make Supout rf
@ Manual

Figure3.18:show in Local network ip address NAT

show in PC IP address setup. fig 3.19

dmanBD4CASD
Session _Settings

$5:DEES (MkroTik - WinBox v6.38rc24 on REUTTULAS-2HnD (mipsbe o
Dashboard
(][ 4] [ safeode | Seesion [D4CAED EIDEES

B et - O
- _— v © | Search Hetwork Connections
Orgurie: o Intemet Pretocol Version 4 (TCP/IPvd) Properties X | Change settings of this connection &7 ~ [ @
et g = Ao e
& Reatek PCie FE ] s by v ratwark pors 3 atll Reahek RTLETZ3BE Wireless.
Capabity. Othervise, row need to ssh your netirk adeinitr
G e e g
This cornecon usea the fedoving e Ot
1 B Clert for Mcrosch Networks (© Use e Foowing P address:
1 T Vhtre Brcige Protccal
21 TP P St for Micaclt 1P adcress: T I ]
1 TP00S Packet Scheduier Subnet mase: 265 . 255 . 285 . 224
¥ rtemet Protocol Veron 4 (TCP/IPy4)
[ 5 Microscft Netwosk: Adapter Mubiplesor Protocal vi.oae.m.m
¥ s Memach LLOP Pretocst Drver
< b | Glota DS server sddress sutcmstesly
_— - R U e o e s
T a.8.8.4]
Traramasion Cortrol Protecal The. S
‘wide e network potocol that provdes comuncall
across dverse rtercannecied
[ valcdate setengs upon et [
[ o] e

ditems 1 iem selected

Figure3.19:show in PC IP address Configuration
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» Step 4:

Knowing the profile of bridge with the DHCP Server 3.28 figure
Process:

IP > DHCP Server > Interface: Daffodil (bridge name)

DHCP Setup Screen Print show in fig 3.20

(S admin@DACAGDBHDEE) (MikroT) - WinBox v6.38r24 on RB2011 UAS-2HRD (mipsbe) - X
Session Setings  Dashboard
Safe lode | Sesson: DACAGDSIDEEY [ i

A Quick Set
I CAPSMAN
1 Interfaces

DHCPlM,lmm‘Wx‘WSm‘MI‘

EE @ DHCP Corfig || DHCP Set
Noe =

¢ |Intedace Rel.

{0 run DHCP serveron
DHCP Server nteface: =TSN +

Figure3.20:show screen DHCP Setup

Local Network IP pool address shows in 3.21 figure

Daffodil International University

28



15 Mesh
25 |P

&7 MPLS
42 Routing
System
g Queues

Files
|| Log
‘ﬁ Radius

xﬂ Tools ¥
New Terminal

S .cD
[ MetaROUTER
5 Parttion

- = = ==

DHCP |Netwmk5 leases Options Option Sets  Alerts

EE @ | DHCP Corfig || DHCP Setup |

|Nan‘|e 4 |Irrterface |He|a:.r

Address Pool

DHCP Setup
Select pool of ip addresses given out by DHCP server

Addresses to Give OQut: | [IRLRLE S
10.10.10.3-10.10.10.254 &

| Back | MNet || Cancel |

Figure3.21:show in Local Network IP pool address

Setup DNS ip address show in 3.22 figure

13 Mesh
& P

&7 MPLS
% Routing
System
g Queues

Files
| Log

ﬁ Radiug

K Tools
New Teminal

E Lco
5 MetaROUTER
'} Partition

DHCP |Netwotks Leases Options Option Sets  Alets

EE @ | DHCP Corfig || DHCP Setup |

|Name ! ||nterface |Relay Lease Time
DHCP Setup

Select DNS servers

DNS Servers: |fRiiR] S

= | = | = =

Address Pool

| Back || Net | Cancel |

Figure3.22:show in DNS IP Address

DNA Setup successfully show in 3.23 figure

Daffodil International University
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Eg Bridge

=3 PPP

=3 Switch

“15 Mesh

55l |P

< MPLS

ﬁ Routing
System

e Cueues

Files

|| Log

ML Radius

% Tools

New Terminal
= 1cD

=3 MetaROUTER
l} Partition

| 4 Make Supout rif

» Step 5:

w | v v | %

DHCP Metworks Leases |O',:ﬂjons Option Sets | Alerts

[#[[=] [#][5¢] ] [7] [oreok Sas |

[Address  # [MAC Address |Client 1D |server | Active Address |Active MAC Addre | Active Hos.

DHCF Lease «<172.16.20.1,172.16.20.1>
General | Active

Address: [172.16.20.1

Py

MAC Address: |00:5C:02:93.C2:88

Remave

Client 1D: [1:0:5c:2:93:c2:8b

Make Static

Server: |dhcp1

Check Status

Figure3.23:show in DNS configuration Successfully

Doing the task of bridging the related ports with each other 3.26 in figure

Process:

Bridge> “+” > (bridge n, here n=1,2,3....)

Settings:

v Tick mark to 3 options

Bridge Settings Screen Print shows in fig 3.24

Daffodil International University

172.16.20.1 00:5C:02:93:C2:88 1:0:5c:2:93:c2:86  dhepl 172.16.20.1 00:5C:02:93:C2:38 DESKTOP.
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8 Interfaces
L Wireless
4 Bridge
=F PPP
== Switch
el
1P " | Bidge Pots | Fiters NAT Hosts |
ﬁ::j - |[Hl[=] [l] (=] [7] —
n ||r'|terface I |Bn'dge G I I
G5 System b Fether] DoL enerd | S| —
B Gueues L2 Daffodi inerface: |ETEE I+ |
tetherd Daffodil -
B Fies Bridge: |DOL El | T eny
Lo
R::iius Priority: |3‘:l | hex
A Tools ¥ Path Cost: |10 | Comment
Mew Terminal Horizon: | v
=1 i .
MetaROUTER ge: |auto
#5 Partition Paint To Point: [auto E
i Extemal FDB: |aute E
D Make Supout.rif Ttoms
Q e _ [] Auto Isolate -—

Figure3.24:Show in Bridge Setting LAN interface
» Step 6:
Wireless LAN configuration

Process

Wireless > Wlan1 (enabling it with tick mark) >Mode: ap bridge
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Wireless sitting SSID Mode show in figure 3.25:

s in@00:0C:32:8B
A Quick Set
1 Interfaces Interfaces | Mstreme Dual Access List  Registration Connect List  Security Profiles  Channels
4 Wirsless v Scanner || Freq Usage || Alignment || Wireless Sniffer || Wireless Snooper
o [#-][=] [~][2] [ | I I I
CL [ Mame - | Type [z mTu [T | Rx | T Packet
=8 PPP 5 dbwlanl 2230 Obps DObps
=52 Switch =1 E3
15 Mesh Genersl Wirsless | HT | HTMCS | WDS | Nstreme
E [z
- Mode: [ap bridge =1 Cancel
<7 MPLS - -
& Routing I Band: [2GHz-B/G/N =] Apply
&3 System I Channel Width: [20/40MHz HT Abave =1
& Guoues e Izllones
L5 Files S5ID: [DOL_Intem Project | -
| Log Scan List: [defautt [+]= Tersh
L Radius = Wirsless Protocol: |any =] Scan...
Tool —
2 Tools _ Security Profile: |default =] Freq. Usage. .
|l Mew Terminal Align
=4 MetaROUTER Bridge Mode: |enabled =] — -
. s -
#5 Partition Default AP Tx Rate: | | + bps
L Make Supout.nf _
Default Client Tx Rate: | | = bps
@ oo
[ =ts Default Authenticate
= oo . FOPRE, T

Figure3.25:Shows Screen Print Wireless Setting

Wireless password setting shows in 3.26 figure:

Safe Mode

As Quick Set
8 Interfaces
i Wirsless
35 Bridge
=g PPP

== Switch
=12 Mesh
25l IP

<77 MPLS
2% Routing
485 System
& Queues
[ Files

|| Leg

A Radius
S Toals

[l Mew Terminal
[F MetaROUTER
'&h Partition

| 3 Make Supout rif
& Manual

B &d

v o N d e

Intefaces Mstreme Dual Access List  Registration  Connect List  Security Profiles |Char|ne|5

[*][=] [¥]

# | Mode

| [Name

* default

dynami

rity Profils

ic keys  WPAPSKW...

General |R}\DIUS EAP Static Keys

aes com

Authenticatio | Unicast Ciphers | Group Ciphers | WP A Pre-Shared
aes ccm e

i

Name: |profile1 Cancel
Mode: [dynamic keys =] Apply
— Authentication Types
WPA PSK WPAZ PSK Copy
[] WPa EAP [] wPaz2 EAP
- Unicast Ciphers
thip [] aes cem
- Group Ciphers
theip [] aes cem

VWPAZ Pre-Shared

WPAPreShered Key: [——— |
WPAR Pre-Shared Key:

Supplicant identity: [ ]
Group Key Update:

Figure3.26:Shows Screen Print Wireless Security Setting
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> 3.11.1 User Create and Permission to Access and Set Password

v" User Create

Process
User list > “+” >user name
N.B: Here create a new user then setup a password and permission to “read, write, full”

Set.

Apply >OK

user creates and select to permission and set password show in fig 3.27:

[=[E3

Users | Groups  5SH Keys  S5SH Private Keys | Active Users
$ = v % A T A

Name Group  |Allowed Address -
. system defautt user
— = MName: m
Group: |read +
Alowed Address: v
Last Logged In:
Password: |
Corfimn Password: | **** Copy

Remove

1item (1 selected)

rnahlad =

Figure3.27:show in user create and set permission and set password
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» 3.11.2 ARP setting
v’ Process
IP > ARP list > select ip > copy ip and mac address
N.B: Copy PC IP and MAC address get to DHCP server Leases

ARP Setting to permission access internet show in fig 3.28

P — —
=] [#]% 5

DHCP Neworks Leases | Optns Opton Ses Alets (1P Address | MAC Address Irteface v
£19216855254 507BIDA231A  Daffod
+ = vllx | Creck St | O15216855.253 00SCI293C28B  Daffodi fe
[Addess  / |MAC Address  |Client ID D 0152163501  DACAGD16DS7 etherl Staus |
192.168.55.253 00.SC1293C288 1:0:8c293.c28 =
192.168.55.254 50:78:90:3A:23:1A 1:50:7b:5d:3a:23.... ARP <192.168.55.254> 1 bound

P Address: | [ERREEERET

MALC Address: |50:7B:90:3A:23:1A Cancel

Interface: |M"i| Apply

[] Published

Copy

Remave

2items (1 selected) | Make Static |

Figure3.28:show in ARP setting to permission access to internet

Jitems
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CHAPTER 4
Internship Outcomes

4.1 Problems and Solution

Problem Determination for Linux on System specific products or solutions, while getting hands-
on experience with leading-edge. Due to problems concerning environment model we could only
present some new errors. | believe that providing Linux operating system models will lead to a
solution that resembles or even extends besides helpful discussions. A manufacturer of premium
carbide end mills and special application rotary cutting tools. ... Description: Designs state-of-the-
art, high quality Linux clusters, servers, and RAID storage solutions for universities, life sciences,
Laboratory applies science, by means of advanced technology, to critical problems of national

security.
4.2 Learning Outcomes

A learning outcome is a statement of what a learner is expected to know, understand or be able to
do as aresult of a learning process. Install and decommission of both network and server machines
at two datacenters. Lead role in advanced Linux software implementations, for example LDAP
HA, aligned to program learning outcomes, field and internship evaluations. The Student
Association office funds many student Intern Learning Outcomes: Gathering and organizing
information into a Internship Project Description: Participate in the redesign of the Linux Lab web
site. Learning Outcomes. Install & Configure software and upgrades; Install, configure & test
network Employer Services ¢ Furthermore, consistent with the learning outcomes, the Internship

On-Site Supervisor will provide an orientation concerning organizational policies and procedures.
4.3 Challenges

As rewarding your internship can be, there are challenges to be aware of when joining a public
relations firm as an intern. Internships are opportunities to gain relevant experience in the

workplace but sometimes they can be challenging and you'll want to learn how to navigate the
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process. Internships are not without their own bumps in the road! I*m going to cover some
concerns that many interns struggle with. However, keep in mind that all. An Intern can face

different challenges these are given below:

To adopt with the work environment.

Achieve some organizing capability.

Adjust with the official decorum and norms.

Established interpersonal relations with the officials.

Make himself capable with the competitive job market.

Achieve some reward from the organization g)

Use simple language with the officials for communication.
Develop Corresponding capacity with different level of customers.
Be helpful and keep patient at the time of customer service

A N N N N N U N N

At last an intern has to face many other challenges including all above.

Ultimately, we can say that if there is no challenge, there is no success. So, we have to take every
challenge positively in the way of your success.

36
Daffodil International University



CHAPTER 5
Conclusion and Future Scope

5.1 Discussion and Conclusion

Review this internship has been a wonderful and rewarding experience. | have seen the future and
I will be able to help me with the opportunity to network with a lot of people have been able to
confirm that. Through this internship, | have learned that one of the main issues and time
management skills as well as self-motivation. When | first started | was eight hours a day, six days
a week is going to be able to sit in an office and did not think that. Once | realized what | had to
do my hours of overlapping is not broken, so I organize my day job. Organized and it was the right
time, when | get a response prepared for questions that need to be learned. This internship and time
management of the office for many hours, I had to learn how to motivate yourself through. I'm still
looking for using the company came up with the various proposals and ideas. I'm still keeping my
options open to new opportunities, however, are continuing to work for the University of
Bangladesh in the world. I'm enjoying this line of work. I continue to work hard for my position
and hope to continue to learn about the industry and meet new people will. It was a wonderful

experience, and | hope the other intern got a lot out of it 5]
5.2 Future Scopes

Career opportunities are available in different areas under Linux. The career opportunities in
Linux’s mentioning not only the Linux platform, it covers lot of different areas like: Desktop
Application Development, Kernel & Device Drivers Development Today their huge demand open
source software’s and open source software’s developers and network engineers. There many
company today migrated to Linux and open source software’s. The company like Google, Yahoo,
Boeing, Lufthansa, wiki.org, many companies migrated to cost effective open source solution.
There is a huge demand for the skilled professionals in LINUX, MICROTIK etc.
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