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ABSTRACT

TRST Network has to provide basic Networking services throughout the country. This
company provided Internet Service Provider and Networking service all over of
Bangladesh. Most of the user can also use internet service. This company has the largest
ISP and Networking infrastructure comprising of Optical fiber, Radio and IIG link etc.
Broadband internet service is available on this company. To study and monitoring the
working principle of various department of this company. | admitted myself in TRST
Network as an Internship for four months. In that time my duty was shifting between
technical and system divisions. | am learn Mikrotik router configuration and all Fiber link
and client end physical and logical support to study and observe the working procedure of

networking. In my report | try to analyze them briefly.
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CHAPTER 1
INTRODUCTION

1.1 Introduction

In the present world data Communication and networking is the fastest growing
technologies in the world. Computer and computers networks are found in nearly every
business and industry around us. And now the latest networking technology is wireless, the

data transfer rate is enormous.

As a developing country Bangladesh is far behind from the developed country in
technological development. The main reasons may be lack of trained people and
unexpected actions from our Government. Anyway, Bangladesh has a long way to go in a
very short time to enjoy the fruits of information age. It will be only possible when there
will be political commitment with better IT infrastructure, internal network, country
domain and above all a high speed fiber optic link to the Information Superhighway. By
identifying these factors | can be sure about the revolutionary change over our IT sector,
that’s why I have decided to upgrade my knowledge in networking. Therefore as an
internee student | choose Information Technology division of TRST Network. During my
possession of work in TRST Network | got various experiences, which will be helpful in

my future life.

1.2 Motivation

Motivation is the driving force by which human achieve their goals. | am very interested
about networking in my study. Because Bangladesh Government announced *“Vision
2021” and digital Bangladesh. It is not possible to achieve our target without strong
networking system, so | select my internship networking company (TRST Network), the
level one ISP Company of Bangladesh. In future, | build up my carrier as a network
Engineer.



1.3 Objectives

The main objective of education is to acquire knowledge. | choose an internship because |
wanted to benefit from the experience. | wanted a new challenge and to learn, improve and
develop new sets of skills. Working as a Network Support Engineer performing duties and

activities and analyzing them from different perspectives.

1.4 Internship Goal

The aim of the internship program is to help me comprehend how the theoretical
knowledge obtained in the degree program can be applied in practice by being affiliated
with a real life business organization as an interned. The internship experience is meant to

serve as bridge between the theoretical learning practical applications.
1.5 Report Layout

At First Chapter contains the Objectives, Motivation and goals of my internship. Second
chapter organizational overview describes the details about my internship organization.
After that the concept of Networking and networking devices (Router, Cable and
connector, Switch, Hub etc.) And then I discuss about MikroTik, router OS, features and
MikroTik router basic configuration. Discussion and conclusion is the summarization of

my report and explain the future scope by this Internship.



CHAPTER 2
ORGANIZATIONAL OVERVIEW

2.1 About the Company

TRST Network is an IT Support team where you will find complete IT solutions or Wire
& WiFi Networking Solution, Domain Web Hosting, MikroTik Configure, Cisco R & S
Configure, FTP/File/Media/Apache Server Configure, Graphic Design. TRST Network
also providing you Bandwidth & System Configuration Service in your area. If you start
ISP Business don’t worry TRST Network here to provide Bandwidth & System

Configuration. Available in all kinds of information on no information charge.

2.2 Branches

Now TRST Network has two branches. TRST Network-Dhaka: 12/c (2" Floor), 3rd
colony, Bashupara, Lalkuti, Mirpur-1, Dhaka-1216, Bangladesh.

TRST Network- Sylhet: 5762/8 Forayzi Villa, 3300 Habiganj, Sylhet, Bangladesh.

2.3 Company Profile

Register Head Office
TRST Network
400 Rella Blvd, Suite 165, Suffern, New York-10901, United States Mobile: +1 (518)

460-6563 E-mail: info@trstnetwork.com Website: www.trstnetwork.com

2.4 Services

TRST Network provides different types of services. Such as:

» Office area networking with both wired & wireless in local zone.

» Setup or configure anywhere in Bangladesh local & zonal ISP. We provide best
service or solution for ISP Wireless Internet Service Provider.

» Point to Point connectivity with unlimited traffic.

» Configure web & ftp server in any server operating system. Provide OS & web

page also.



» Website Builder packages provide domain quality web hosting with unlimited

resources.

2.5 Transmission Services

» Fiber Optic Cable (Primary & Secondary link)
» Radio Link Connectivity
» Router, Switch, MC and OLT etc.

2.6 Summary

In this chapter | have discussed about TRST Network. Where | have completed my
internship.is the level one networking and Internet Service Provider (ISP) service company
in Bangladesh. There are many service provide by TRST Network. | have got a great

opportunity to work some of the regions and offices as an intern and gain lot of experiences.



CHAPTER 3
NETWORK INTRODUCTION & NETWORKING DEVICES

3.1 Networking

Networking is the practice of linking two or more computing devices together for the
purpose of sharing data. Networks are built with a mix of computer hardware and computer
software. A network consists of two or more computers that are linked in order to share

resources (such as printers and CDs), exchange files or allow electronic communications.

3.2 Types of Network

» LAN (Local area network)
» MAN (Metropolitan area network)
» WAN (Wide area network)

3.2.1 Local area Networking

The local area network is a network of computers located in the same building. This
network's data transfer speed is 10 Mbps. The devices used in this network are Repeaters,

Hub and Network Interfaces etc.

&

B — = -
T LML 5

Figure 3.1: Local area Network.



3.2.2 Metropolitan Area Network

The interconnected interface of a few lanes in the same city is called Metropolitan Area
Network. This type of network can extend up to 50-75 miles. This network's data transfer
speed is Gigabit cross seconds. The devices used in this type of network are router,

switches, microwave antennas etc.

Figure 3.2: Metropolitan area Network.

3.2.3 Wide Area Network

The network developed with remote lanes is called wide area network. Data transfer speeds
of this type of network are 56 Kbps to 1.544 Mbps. The speed of the wans is slowly
changing. The devices used in this type of network are router, modem, wan switches etc.

WAN (Internet)

Business LAN

Figure 3.3: Wide area Network.



3.3 Types of Network Topology

» Bus topology
» Star topology
» Ring topology
» Hybrid topology

3.3.1 Bus Topology

All computer connected to the network are connected to bus topology by a single cable.
Generally, this topology uses co-axial cables as network media. A device wanting to
communicate with another device on the network sends broadcast message onto the wire

that all other devices see, but only the intended recipient actually accepts and process the

message.
(___ BusTopology  [)
Figure 3.4: Bus topology.
3.3.2 Star Topology

Star topology develop a central switch / hub in Star topology. This | If there is no computer
on the network, then there will be no impact on the entire network. Through the server
computer, other client computers interact with each other. If the switch or hub is closed in
star topology, then the entire network will be closed. Because of communicating with the
PC as a switch. It should be remembered that you have to use Straight-through Cable from
PC to switch. Because switch and PC is a different device Normal switch does not have

any type of configuration.



T
Laptop

Figure 3.5: Star Topology.

3.3.3 Ring Topology

All computer networks in the ring topology are connected by a uniform cable to each other
in the ring shape. If there is a breakdown of the cable or a computer that is networked in
the network, then the entire network becomes idle. To overcome this problem, the
secondary ring-cable system is placed in the ring topology.

‘ Workstation

[
2
[

—

Figure 3.6: Ring Topology.



3.3.4 Hybrid Topology

Generally, a mixture of star, ring, bus etc. is made up of topology very large and complex
in the shape. The network is called hybrid or hybrid topology.

For example, the networks of WAN, Internet etc. are usually developed in hybrid topology.

BUS

HUB

STAR

HING

Hybrid topology

Figure 3.7: Hybrid Topology.

3.4 Networking Devices

3.4.1 Hub

The hub is a multi-port repeater. It works with electric signals. There is no headache on the
network address or the network adapter's Mac address. Hubs are simple devices that direct
data packets to all devices connected to the hub regardless of whether the data package is
destined for the device. It also works on the OSI model's physical layer.



Figure 3.8: Hub.

3.4.2 Switch

Switch is a type of hardware device that enables cable to be installed on multiple computers
through a cable. Switch and Hub do the same, but Switch is better than Hub. The difference
between Switch and Hub is the switch's own routing table on this table, he records all the
networks connected to it and connected computers connected to the network. Switch As he
uses the MAC address of the LAN card when he comes to a data switch then the recipients
of that data match the MAC address of the computer with its routing table. If the match is
received, the sender will send the data with the penalty attached to the computer that is
connected to the search. As a result, any data reaches only to the particular recipient
computer. Normal quality switches can always work on a network. However, the
managerial switch is done by working with VLAN (Virtual LAN) and working on multiple
networks. There are currently some advanced technology and layer switches that can work
directly with the IP address from the it works on the physical and data link layer, the address

of the computer connected to it network layer.

| [ e e s s | el e i w—

e : :’ —— |
e e S —————

Figure 3.9: Switch.
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3.4.3 Bridge

Bridges are used to divide larger networks into smaller sections. They do this by siting
between two physical network segments and managing the flow of data between the two.
It creates bridging tables for each segment to count different devices. It works on the OSI

model's Data link Layer.

~ ~

Figure: 3.10: Bridge.

3.4.4 Router

The router is a 3 layer device, that is, it can work with the OSI Layer's physical, data link
and network layer. For this reason, the router can work with the IP address in the network
layer. Routers usually help to create a WAN (Wide Area Network) by connecting LAN
(Local Area Network). There are two types of router wired and wireless. Routing table
replaces the MAC address with the IP address and all the records related to the networks
associated with it, which means that it can easily indicate which way a data is going to go

with or by a penalty.

Figure 3.11: Router

11



The router also fixes not just the connected networks, but also the way to send data to any
network on the distant network. Each router updates itself after a few seconds and sends
the update message to its adjacent router, which also makes updates to other routers. For
example, if a network or LAN was disconnected from the router for some reason, the router
will first update its own routing table and send the message to the surrounding router to
inform that the lane is disconnected. There are several routing protocols for running this
complete process: RIPv2, EIGRP, OSPF etc.

3.4.5 Media Converter

A media converter, in the context of network hardware, is a cost-effective and flexible
device intended to implement and optimize fiber links in every kind of network. Among
media converters, the most often used type is a device that works as a transceiver, which
converts the electrical signal utilized in copper unshielded twisted pair (UTP) network
cabling to light waves used for fiber optic cabling. It is essential to have the fiber optic
connectivity if the distance between two network devices is greater than the copper

cabling's transmission distance.

Figure 3.12: Media Converter.

3.4.6 Cable
3.4.6.1 Co-axial cable

Coaxial cable is used on some local area networks. Coaxial cables are of different types.
For example, 50 ohms (RG-8, RG-11 ARG-58), 75 Ohm (RG-59) and 93-Ohm (RG-62).

The price of the cable is very low. There is a problem with EMI being made of copper.

12



plastic jacket

dielectric insulater

/

metallic shieild
centre core

Figure 3.13: Coaxial cable
3.4.6.2 Twisted pair cable

» UTP
» STP

34.6.21UTP

Unshielded twisted pair has no additional shields outside the pair, except that there is a
plastic jacket outside. UTP is called four pairs of wire media and each pair is separated by
Color Code. UTP Cable has 8 copper loads. Each copper is covered by its insulating
material. The data transfer rate of this cable is 16 MBps.

Figure 3.14: UTP cable.

13



3.4.6.22STP

Shielded twisted pair cables have a pair of tweezers, one in a tight assortment. As a result
the electric interface is much less. The data transfer speed of this cable is 500 Mbps.

/ S
// :

Figure 3.15: STP cable.

3.4.6.3 Optical fiber

This cable is used as a glass media than copper wire. As a result, electromagnetic
interference is not available. This cable's data transmission speed is much higher. There
are two types of fiber optic cable. Single mode fiber and multimode fiber. The main

disadvantage is that the price is too high and it is difficult to install.

Figure 3.16: Optical fiber.

14



3.4.7 Connection Between cable and connector

There are several steps for connection steps for connection between cable and connector.

Steps are given bellow:

Step 1: Now insert the wires into the connector making sure that each wire goes into its
appropriate channel and extends all the way to the end of the connector underneath the gold
crimping connectors. Sometimes we can look at the end of the connector to see the gold
crimping connectors to see the copper wires if were using solid copper cable. If the wires
don’t extend to the end of the connector, the crimp may not make contact. Shows the figure

4.14 how to work Connection Cat5 & RJ-45 Connector.

Figure 3.17: Connection Cat5 & RJ-45 Connector.

Step 2: Repeat steps 1 then after successfully complete connection between cable and
connector; we can use these for our computer networking. The day was the first time for
me to connect a network cable with connector and also the way of connection was totally
unknown for me, That is why first time | felt nervous but supervisor guide me how to

complete connect connector with cable, Al last successfully complete my task.

Figure 3.18: RJ-45 Complete Connector.

15



3.4.7.1 Modular Connector and Configuration

We connect modular and Cat-5 wires to use Modular punch machine and Clamper for
connection 2- jack RJ face plate. For Modular Connection the wire combination is

Modular Wiring Configuration

Color Code A B
White-Blue 5 5
Blue 4 4
White-Orange 1 3
Orange 2 6
White-Green 3 1
Green 6 2
White-Brown 7 7
Brown 8 8

Table 3.1: Modular Wiring Configuration.

16



CHAPTER 4
MIKROTIK ROUTER CONFIGURATION

4.1 MikroTik Router

MikroTikls Ltd. Known internationally as MikroTik is a Latvian manufacturer of computer
networking equipment. It sells wireless products and routers. The company was founded
in 1995, with the inventor sell in the emerging wireless technology market. As of 2014, the
company has more than 100 employees. The company’s products are known for being low-

priced alternatives to expensive routers and Ethernet radio relay lines.

4.2 Router OS

MikroTik is a Linux-based operating system known as MikroTik Router OS. MikroTik
Router OS is the main operating system of MikroTik Router board hardware. If anyone
install Router OS on standard x86-based PC it turn the PC into a MikroTik Router with all
its feature routing, firewall, bandwidth management, backhaul link, wireless access point,
hotspot gateway, VPN server and more. MikroTik provides free trial version of MikroTik
Router OS with its entire feature without any limitation. Just need to go to MikroTik
official website www.mikrotik.com and download the installation CD image. But if
someone wants to use licensed version it's very easy to license the using product. Again if

update version of Router OS is available users may able to upgrade their product easily.

4.3 Features

Router OS supports many applications used by Internet service providers. For example

Provides DHCP Server.

Bandwidth management is very easy
Provides PPPoE Client and Server.
Provides VPN Client and Server.
Provides Firewall rules.

Provide Wi-Fi and captive portal based Hotspot System.

vV V.V V V VYV V

Easy administration

17



» Supports both IPv4 and IPv6 etc.

4.4 Release history

MikroTik has released different version of Router OS at different times. Some of them

are given below.

> Router OS version 6: May 2013
» Router OS version 5: Mar 2010
> Router OS version 4: Oct 2009
» Router OS version 3: Jan 2008

4.5 Router Board

The company manufactures a series of integrated circuit boards marketed under the name
Router board as well as accessory components which implement a complete hardware
operating platform for Router OS. The Router board line combined with Router OS is
marketed at small- to medium sized wireless Internet service providers 4.19, typically
providing broadband wireless access in remote areas. Also the Router board line includes
a series of Mini PCI and Mini PCI Express wireless adapters supporting a range of IEEE

802.11 protocols and designed to be used together with the router board’s lineup.

Figure 4.19: MikroTik Router.

18



Despite the fact that in-house developed Linux kernel patches required for hardware
support are not made publicly available by MikroTik many Router boards and their

versions are well supported by third-party Linux-based firmware’s notably Openwork.

4.6 Cloud Core Router

In November 2012 MikroTik released the Cloud Core Router 4.20 figure integrated unit
which is based on the Tilera CPU supporting 16 to 36 CPU cores, 12 1000BaseT Ethernet
interfaces and up to four SFP (Mini GBIC) interfaces as well as "fast-path” packet
forwarding between interfaces (with claimed 24 million packets per second forwarding
rate). This unit targets the medium-sized network providers as well as try to be a well-

priced alternative to the other more well-known brands.

BTNV S SIS HSHSHS NN, iy & i
e p— " e o | oue | e | e | 0 - e B
~ ——_—

Figure 4.20: MikroTik Cloud Core Router
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4.7 1P Address assign on an Interface

> IP > Address > Click (+) > Assign address > Select interface > Ok.

& Quick Set
o Interfaces
e ARP
S Accounting
®2 PPP
212 Mesh
o
> MPLS i s
2 e 1 . DHCP Server
= o . DNS
: o Firewall
Files
& tog |Psec
= =
Neighbors
S Radius -
X Tool |
S
A Pool
3| New Teminal =
= es
#5 MetaROUTER
® SMB
o SNMP

| 4 Make Supout sif

Address List

+ D! l & I \ [E Y Zind
Address T | Network Interface v
192.168.100.1/24 192.168.100.0  ether2-LAN
< 10.0.0.2/24 10.0.0.0 ether1-WAN

Figure 4.21: Shows Screen Print ip address on an interface.
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4.8 Add Default Route

A Default Route is configured to forward traffic to the next-hop where destination is

unspecified or unknown. Generally Default Route is used to get access to the internet.

» IP > Routes > Click(+) > General > Dst. Add > Assign gateway address > OK

|8 Interfaces
& Bridge
=Z PPP

Accounting (=] E3
Addresses Routes § Nexthops Rules VRF |

= +) - (=] [¥] EENEd
| Dst. Address |Gateway - |Distance | Pref. Source | ¥ |

DHCP Relay DAC P 10.0.0.0/24 ether1-WAN reachable 010002 ‘
DAC P 192.168.100.0... ether2-LAN reachable 0 192.168.100.1

Packing

&8 New Terminal A
; M:tw ROUTER E”—J 2
= SMB

#5 Partition

CAlMD

8 Interfaces
&5 Bidge
=g PPP

=2 Switch
°18 Mesh

s P

&’ MPLS
#2 Routing
Q Queues

New Route

Type: [unicast

= | | [

Scope: |30
Target Scope: i10
M Radius Routing Mark: I

¥4 MetaROUTER

Figure 4.22: Shows Screen Print routes & gateway
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4.8.1 Configure Network Address Translation (NAT)

e In NAT terminology, the inside network is the set of networks that is subject to

translation.

e Routers are able to change the source and destination address of packets that is traversing

through itself.

e |t can be used to reach public network from a private network.

» IP > Firewall > NAT > Click(+) > General > Chain(srcnat) > Src. Add> action >
action(masquerade) > Ok

Firewall

Fiter Rules | NAT | Mangle Service Ports Connections  Address Lists  Layer7 Protocols

4 BE ‘:D @ @ 7~ Reset Courters || 00 Reset All Counters
8] [

Acton |Chan  |Src. Address |Dst. Address |Proto... Src. Pot  |Dst. Pot

Figure 4.23: Shows Screen Print firewall
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& System J
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X Tools X
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®4 MetaROUTER

}é‘ Tools P

& New Teminal
B Mat=RNIITER

New NAT Rule
| General | Advanced Extra Action Statistics

Chaing isrcnat 6
Src. Addressff | 1192.168.100.0/24] 7

Dst. Address:

Protocol: |

Sec. Port:

Dst. Port

Any. Port:

In. Interface:

Out. Interface:

|

el

>

Packet Mark:
Connection Mark:

Daidimn Mad- -

Figure 4.24: Shows Screen Print NAT rule

New NAT Rule

General Advanced Extmﬁﬁstics

= 9

| | Log

Log Prefix: |

|+

Figure 4.25: Shows Screen Print NAT rule action.
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4.8.2 Configure DNS

e Domain Name Service (DNS) protocol is used to resolve Internet names to IP addresses.

» IP > DNS > Setting > Servers (one or more DNS address assign) > Apply > ok

e Safe Mode

q

Intesfaces
Bridge
PPP
Switch

Mesh

MPLS

Routing
System
Queues

Files

Log

Radwus

Tools

New Teminal
MetaROUTER

Make Supous nf
0

Manual

;tat-c

<+

[=]/E3

Z

Cache

7 G > 3

# Name Address TTL )

T

DNS Seftings
4 <':«ervers 888 >
v

Allow Remote Requests

o

Max UDP Packet Size: 512

Cache Size: 2048

Cache Used: 1058

tems

Exit

Figure 4.26: Shows Screen Print DNS

Verify connectivity between PC and ISP

7~

Ping statistics

Packets: Se

Approximate
Minimum

Command Prompt

C:\Users\UserOping 168.6.6.1

round trip times
Bms .

C:\Users\User> __

[l oS s S |

with 32 bytes of data:
ytes=32 time<lims
ytes=32 time<lms
ytes=32 time<lims

bytes=32 time<lms

TTL=63
TTL=63
TTL=63
TTL=63

b
b
b

4, Lost 8 <{Bxz loss>.
in milli—-seconds:

ms, Average Bms

nt 4, Received

Ma>ximum

B

Figure 4.27: Shows Screen Print Command prompt.

24



4.9 DHCP Server

e This service automates the assignment of IP addresses, subnet masks, gateway and
other IP networking parameters.

e In order for the DHCP server to work IP pools must also be configured (do not
include the DHCP server's own IP address into the pool range) and the DHCP
networks.

» IP > DHCP server > DHCP > DHCP Setup > then only next and assign > OK

Networks Leases Options Option Sets Alerts
7 ooen (e
7 o

ace Relay |Lease Time

Figure 4.28: Shows Screen Print DHCP Server.
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P4 MetaROUTER
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@ Manual
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) MPLS
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@ Queves
|| Files
.| Log
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X Tools

@) New Teminal

DHCP Setup E] m DHCP Setup
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DHCP Setup =] E3 || DHCP Setup

Select gateway for given network Selsct pool of ip addresses given out by DHCP server
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oo o ) [ cncs [ [ e
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Select DNS servers

|

Select lease time

e G 15

& L

* Setup has completed successfully

P 17 ()

Figure 4.29: Shows Screen Print DHCP Setup.
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4.10 Customize IP Pool
» IP > Pool > Pools > +dhcp_pooll(double click) > Assign IP address range > OK.

192.168.100.50-192.168.100.100

Name: dhcp_pooll
Packing
Adaenes. 192 168.100.50-152.168.100.100
) Next Pool- none i

SMB
SNMP
Services
Seftinn=s

Figure 4.30: Shows Screen Print Customize IP pool.

4.11 Add IP Pool

» IP >Pool > Pools > Click (+) > Name > Assign IP address range > OK.

192.168.100.50-192.168.100.100

Addresses§ 192.168.100.200-152.168.100.250

Next Pool: none

Figure 4.31: Shows Screen Print Add IP pool.
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4.12 DHCP Client

» IP > DHCP Client > Again DHCP Client > Click (+) > DHCP > Select interface >
Add default route (yes) > OK.

s |UseP..|AddD..[IP Addess  |Bxpires After | Status

[V Use Peer DNS
[v| Use Peer NTP

DHCPOptions: [ |%

e

Default Route Distance: 0

Figure 4.32: Shows Screen Print DHCP client.
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4.13. ARP (MAC) Bonding
» IP > ARP > Select ip address on right button click > Make static

V8 Interfaces
2 Bridge
=% PPP

52 Switch

(=38

lo

& MPLS 4
# Routing

4ch System

& Queues
Files

.l Log

. Radius

x‘ Tools

[Em New Teminal
4 MetaROUTER
#5 Partition

Q Make Supout rif
& Manual

ARP List

ARP
Accounting
Addresses
Cloud

DHCP Client
DHCP Relay
DHCP Server
DNS

Firewall
Hotspot
IPsec
Neighbors
Packing
Pool

Routes

SMB

SNMP
Services
Settinas

2

/ |MAC Address interface
E4:8D:8C:13:6E:A7 ether1-WAN

Al R . ’—“h.z.""r& m‘.-—- —
Show Categories b =
Detail Mode
Inline Comments
Show Columns >
Find Ctrl+F
Find Next Ctrl+G
Select All Ctrl+A
Add INS

2items (1 select

Remove DEL
Make Static
Pina

Figure 4.33: Shows Screen Print ARP.
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4.14 PPPoE Client Configuration:

> Interface > PPPoE client > General tab > select interface > click dial out tab > set

user name & password > apply > ok.
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[*> | <= | sate Mode |

Intecfaces

E

PPP

i
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MPLS
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S I e B I 4

frtodoce List i
tedace  Ethemet EolP Turmel P Tunnel GRE Tunnel VLAN VRRP  Borx
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e
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(v mechap v maschap2
|enabled I ] Status

Figure 4.34: Shows Screen Print PPPOE client.

4.15 PPPoE Server

At first create an ip pool:

» IP > Pool > Click (+) > Assign name & ip address range > Ok

<o Safe Mode |

T S T

T
;sgss;:@;mx;;g”*

New Te=we
Msor Suponr o#

(v e Fasewcre B 0

Figure 4.35: Shows Screen Print create pool.
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Once | have the ip pool done, I can proceed to creating the PPPOE server. Once | have a
new PPPOE server creation window open, simply choose the interface of the Mikrotik
router that | would like to act as the PPPOE server, in this example | have chosen the wlanl
card.

w ! ';.:. > — N » .

oS ! ¢ Profiee  Actve Connections

Syt ! | _ iteface  MaxMTU MaxMRU MRRU  Defack Profle Ashertication -

Qmues

Flos

s

Fadus —l

Tosh t =

Noew Temed ' o

Max MRU | 1480

Hake St : Dastie |

Marvsy 1 Y Cooy l
s o T I — —

% " " Ao |

Figure 4.36: Shows Screen Print create PPPOE Server.

I can now create a profile for the PPPOE server to use. This profile is where | will do some
basic bandwidth management .This is also where | will specify the use of the ip pool |
created earlier. 1 can create as many profiles as | like, all with different bandwidth
restrictions and simply apply them to the relevant users.
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Figure 4.37: Shows Screen Print create a profile.
[ s suatose | PIvre———

Figure 4.38: Shows Screen Print create a PPP profile for limits.
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Once the profile has been created | can proceed to creating some users. This is done in the
“Secrets” tab. Simply choose the username and password I like to dedicate to my client
select the profile that was created and | ready to go. | may creating many users as | wish.
My client can now dial up to this PPPOE server by creating a PPPOE client.

%[ ce | Sufe Mose v Hde Pasowords Bl )

TOHTERET

New Teminal
Moke Swpot o

"{

Figure 4.39: Shows Screen Print PPPoOE server.
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4.16 Bandwidth Management
4.16.1 Simple Queue

> Queues > simple queues > click (+) > general > name assign > Target address >
Max limit (Target upload, Target download) > OK.

[<][x] | == Reset Counters || 00 Reset Al Courters |

/ | Target | Upload Max Limt | Download Max Lim& | Packet Marks | Total Max Limit bi...|| ¥

X Tools r
B New Terminal

#4 MetaROUTER
#5 Pantion

|4 Make Supout of
€@ Manusl

B e

Figure 4.40: Shows Screen Print simple queue.
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4.16.2 Limit Different Bandwidth In Day and Night
Step: 01

Day:

/queue simple

name="DAY" target-addresses=192.168.1.0/24 dst-address=0.0.0.0/0
interface=all direction=Dboth priority=8

queue=default-small/default-small limit-at=256k/256k
max-limit=256k/256k total-queue=default-small

Figure 4.41: Shows Screen Print simple queue for day.
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Night:

/queue simple

name="NIGHT” target-addresses=192.168.1.0/24 dst-address=0.0.0.0/0
interface=all direction=Dboth priority=8

queue=default-small/default-small limit-at=512k/512k
max-limit=512k/512k total-queue=default-small

| General fAdvanced § Statistics  Traffic  Total Total Statistics

Limt 22: (512
Queuve Type: |8

[
Prioeity: L§

Figure 4.42: Shows Screen Print simple queue for night.
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Step: 02

System > Script > click (+) add name=DAY source="/queue simple enable DAY /queue
simple disable NIGHT”

mmm DAY /queue sinple |‘
NIGHT

Figure 4.43: Shows Screen Print script for day.

» add name=NIGHT source="/queue simple enable NIGHT; /queue simple disable
DA 2
[ ][] | safe moce |

A Onscc Sot
i CAPsMAN

Figure 4.44: Shows Screen Print script for night.
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Step: 03
Create Scheduler for day:

» Add name=DAY > on-event=DAY > policy=read, write start-date=0ct/25/2017 start-
time=60:00:00 interval=24:00:00 > ok

“)I("IS-(.M' (<] Hude Passworde Il C0
iodaces 3
Wircless Name: DAY ] oK
[l Dcve | Son bote: [Oa28201k ] canca | = B
PPP — — L] . —
Mesh ”-yv:;'v Sant Tams: ocoooo | £2 l l Aopiy ] - f? ‘
- T 55'.}.a Interval:  1d 00:00.00 | [ —_ ’—] [ — ]
i _oeene = R T
— L |- P T [ Commens | B TR L e Ot
MPLS 0| 1Y N | || = ooy paHT 8220171795 © Oct4
Routing Ll | L
System Lol | ~ Remove
Quouecs
Feos ‘
Log | =
o Oumer: |towe-01717955382 ]
Tools r ,
New Teminal | [ reboot ‘v read
1SDHN Channcls | 2 wrke L] polcy
KM 3| [ test ] passwerd I [+
Make Supout 5f |Zramo | | sl L] senstrve
(=4 ;
Nest Bun: | Oct/25/201% 060000 |
|enabica -

Figure 4.45: Shows Screen Print scheduler for day.

Create Scheduler for Night:

» Add name=NIGHT > on-event=NIGHT > policy=read, write > start-date=Mar/25/2018
start-time=18:00:00 interval=24:00:00 > ok

| w3 |2 | Sate Meds | (v Hde Passwerds Bl Cm

- |
| Mas 05,2010
: [12.00.00
{24.00.00

Pokay

Ll fp | roboat
o read (v wete
L] pobeoy | rast

|| password | wnf

] senstive

Run Cowt: |0
Next Fun: |Mar /0672018 11 55.00
enabled

Figure 4.46: Shows Screen Print scheduler for night.
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4.17 Firewall

Assume that, | want to allow only source IP 192.168.100.10 to get access to the internet,

all other source IPs from this subnet are restricted.

» IP > Firewall > Filter rules > click (+) > General > chain (forward) > src. Add assign >
click action tab > action (accept) > OK.

| Interfaces
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gi Bridge e =
=% PPP cotatuay Firewall
s ; ~ ;
== Switch o z iiter les § NAT Mangle Service Ports Connections Address Lists Layer7 Protg
U r
°1g Mesh =| |<]|[2] = 2= Reset Counters || 00 Reset All Counters
" o A= Ll Sy et e pem e,
f 3 S T i
E DHCP Relay =3 | ion |Chain |Src. Address | x ss roto... | . Port | &
<7” MPLS I~
32 Ro S DHCP Server
¢ i
s == . _DNS
o = 2
& Queues
= Hotspot
5] Files
o IPsec
L= g 2
Neighbors
2 Radius :
€ Tool ~ Packing
ools
* N e Pool
l;j lew Teminal Routes
=4 MetaROUTER T

Aa Guick Set
/8 intedfaces
&% Brdge
=3 PPP
5 Swich
“8 Mesh

Sec. Address{_ 1119216810010 ] 7 l
Dst. Address - [
4 P ) Protocol v | |
< MPLS J
22 Routing
& System ,
Q(heues Any. Podt -
5 Fies PZP:: v
= log In. Intedface: Rd
S8 Radius

Sec. Port v

Dst. Pot -

A5 Quick Set
8 Interfaces
& Bndge
wa PPP

% Switch
°2 Mesh
g IP

< MPLS
4 Routing
&> System

Figure 4.47: Shows Screen Print limit filter rules
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4.17.1 Address List

The concept of Address List is to gather some IP addresses or some IP blocks randomly

which to be used as source or destination in configuring filtering rules, routes etc. later on.

I can add multiple IPs or IP blocks in an Address List.

New Firewall Address List

New Terminal

Figure 4.48: Shows Screen Print address list.
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After creating an Address List | can use it in a filter rules to specify source or destination.

Src. Address Lt

Dst. Address List

Layer7 Protocal

Cortent:

Connection Btes
Connection Rate

Per Connection Classfier
S MAC Address:

Out. Bridge Pod:
In. Brdoe Podt:

Figure 4.49: Shows Screen Print Firewall Rule advance.
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4.17.2 Website Filter

» IP > Firewall > Filter rules > click (+) > General > chain (forward) > Src. Add
assign > advanced > content (facebook.com) > action tab > action (select drop) >
OK.

Interf
i: e ARP
&y Bridge 3
. iy Frewal
% PPP irewal
Addresses
3= Switch
Cloud :
°13 Mesh DHCP Client VA | B @ l:;: Reset Counters Hoo Reset All Counters J
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7 MPLS A Fely
é e I DHCP Server
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So A P DNS
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QQueues Hotzpot
[ Files
& Lo IPsec
L 200 Neighbors
B Radius =
6 N Packing
s
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¥4 MetaROUTER =

& Quick Set

8 nterfaces
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5 Switch :
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Figure 4.50: Shows Screen Print Firewall filter Rule & general option.
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Figure 4.51: Shows Screen Print Advance & action option.
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CHAPTER 5
CONCLUSION AND FUTURE SCOPE

5.1 Discussion and Conclusion

Review this internship has been a wonderful and rewarding experience. | have seen the
future and | will be able to help me with the opportunity to network with a lot of people
have been able to confirm that. Through this internship, | have learned that one of the main
issues and time management skills as well as self-motivation. When | first started | was
eight hours a day, six days a week is going to be able to sit in an office and did not think
that. Once | realized what | had to do my hours of overlapping is not broken so | organize
my day job. Organized and it was the right time, when | get a response prepared for
questions that need to be learned. This internship and time management of the office for
many hours, | had to learn how to motivate yourself through. I'm still looking for using the
company came up with the various proposals and ideas. I'm still keeping my options open
to new opportunities, however are continuing to work for the University of Bangladesh in
the world. I'm enjoying this line of work. I continue to work hard for my position and hope
to continue to learn about the industry and meet new people will. It was a wonderful

experience and | hope the other intern got a lot out of it.

5.2 Future Scope

In this digital era, everything is related with networking. I think it is a great opportunity for
me to get a job. There are many ISP companies in our country and also in abroad. So | have
a lot of options. The plus point is, | have also learned something about networking and
configurations. In this era, every major company needs IT support to keep its networks
running smoothly. Within IT departments, there are a variety of jobs. The benefits of
entering this career field are numerous. There’s no career field hotter than information
technology. With huge advances in technology over the past few decades, companies need
professionals who can help keep their computer networks working and improving them

with the times. So i think it is a great opportunity for me to get a job.
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APPENDIX

LAN Local Area Network

MAN Metropolitan Area Network

WAN Wide Area Network

MAC Media Access Control

NAT Network address translator

RJ Registered Jack

STP Shielded Twisted Pair

UTP Unshielded Twisted Pair

DNS Domain Name Server

DHCP Dynamic Host Configuration
Protocol

IP Internet Protocol

ISP Internet Service Provider

ARP Address Resolution Protocol

VLAN Virtual Local Area Network
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