62 DAFFODIL INTERNATIONAL UNIVERSITY JOURNAL OF SCIENE& AND TECHNOLOGY, VOLUME 5, ISSUE 1, JANUARY 2010

A SECURED M ESSAGE TRANSACTION APPROACH BY
DYNAMIC HILL CIPHER GENERATION AND M ESSAGE
DIGEST CONCATENATION

M. Ismail Jabiullah, Md. Zakaria Sarkér Anisur Rahmahand M. Lutfar Rahmdn
'Department of Software Engineering, Daffodil In&ianal University,
?Institute of Science and Technology, National Ursitg, Dhanmondi, Dhaka.
*Department of Computer Science and Engineeringobiinternational University
*Department of Computer Science and Engineeringk®hhiversity, Bangladesh.

E-mail: mijjabi@daffodilvarsity.edu.bd

Abstract: Secured message transactions are
very much desirable for  electronic
communications in so many ways. A secured
message transaction technique has been
designed, developed and implemented using
Java programming language. For this, a
symmetric key encryption technique dynamic
Hill cipher has been used for message
encryption-decryption with a dynamic key
length. A sguare-matrix of the given key length
has been generated with the property that
modulo operation of the product of the matrix
and the inverse of that matrix is identity. The
intended message is converted into binary form.
Performs the bitwise-XOR operation of the
equal two halves of the binary form and repeats
the operations 3 times to generate the message
digest (MD), and concatenate it with the
message. Encrypts them using the Hill cipher
technique with the key matrix and then send
them to the destination. In the receiving end, the
reverse process is performed to retrieve the
message in secured manner. This process can
be applied in many cryptographic applications
aswell as research works.

Key Words: Security, Message Security,
Message Digest, Hill Cipher and Cipher.

1 Introduction
Secured message

procedures to transfer the messages amon

transactions are thg

that performs all the security services is very
much desirable for secured electronic
communication [2]. To establish a safe and
secured transaction system, one needs an
encryption process, a message digest algorithm
and the combing process. In this process, Hill
cipher technique with dynamic key, the
complex matrix operations, modular arithmetic
operations and bit-wise XOR operations are
used for better security strength [3]. In Hill
cipher technique, the encryption algorithm
takes m successive plaintext letters and
substitutes for them m successive ciphertext
letters. The substitution is determined by m
linear equations in which each character is
assigned a numerical value. The encryption
process composed of the product of the key
matrix and the plaintext column vector and is
expressed as C = KP mod T, where C is the
ciphertext as column vector, K is the square
matrix, P is the plaintext as the column vector
and T is the index of the symbolic table.
Decryption process requires using the inverse
of the key matrix K. The inverse matrix#of

the key matrix K is defined by the equation
KK™ = KK = I, where | is the matrix that is all
zeros except for ones along the main diagonal
from upper left to the lower right. It is easily
geen that if the matrix Kis applied to the

the communicating parties with message Taple 1 XOR Table of A and B

confidentiality, message authentication, A B A XORB
and message integrity. Several approaches 1 1 1
are used to implement the mentioned 1 0 1
security services. Message encryption 0 1 1
establishes the confidentiality and 0 0 0

authentication in the message tranS"”‘Ct'or?:iphertext, then the plaintext is recovered. In

[1]. Message gncryption and Concatenatiorf'nodular arithmetic operations, the mod n
of message digest performs the messag ! .

integrity service. Any cryptographic system Sperator maps all integers into the set of
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integers [4]. This suggests that the modulaR Conventional M essage Transactions
arithmetic exhibits the addition, subtractionMessage encryption by itself can provide a
and multiplication as the fundamental measure of message authentication, and
properties. In bitwise-XOR operation, the message  confidentiality. =~ Consider  the
operation with the two O bits produces Ostraightforward use of symmetric-key
and otherwise produces 1. This can beencryption on the transmitted message. A
expressed as in the Table 1. message M transmitted from source A to the
The plaintext message is broken up intodestination B is encrypted by a conventional
blocks of length n in a Hill cipher cryptographic mechanism using a secret key K
encryption process, according to the m x rshared by the sender A and as well as receiver
matrix chosen. Each block of plaintext B. If no other party knows the secret key K and
letters is then converted into a vector ofno other party can decrypt the transmitted
numbers and is treated it with the matrix.message, then the confidentiality of the
The results are then converted back tamessage is provided. Here none can recover the
letters and the corresponding ciphertexiplaintext of the message. It is clear that B is
message is produced from the plaintextassured that the message came was generated
For decryption of the ciphertext messagepy the sender A. The message must have come
the inverse of the encryption matrix mustfrom the sender A, because A is the only other
be found. Once found, the decryptionparty that possesses the secret key K and
matrix is then placed with each n-block oftherefore the only other party with the
ciphertext message, that producing theinformation necessary to construct ciphertext
plaintext message [5].

Mes
sage

Mes
sage

Fig. 1 Secured Message Transaction using Messagg&ion

In this paper, a symmetric messagethat can be decrypted with the secret key [1].
transaction approach has been designediurthermore, if the transmitted message M is
developed and implemented by using theecovered, the receiver knows that none of the
dynamic Hill cipher generation techniques.bits of the message M have been altered in the
The key generation has been performed byransit, became an opponent that does not know
mathematical operations of modularthe secret key K would not know how to alter
inverse matrices. The key is composed obits in the ciphertext to produce desired
only the matrices whose modular changes in the transmitted plaintext. So, it can
operations maintain the inverse propertiesbe said that symmetric key encryption provides
Here length of the matrix is selected message authentication as well as the message
dynamically. Symmetric key confidentiality in the message transaction
encryption/decryption operations are usedorocess.

as cryptographic  mechanisms. ForHowever, this flat statement needs to be
establishing the message integrity in thequalified. Consider exactly what is happening
transacted message, bit-wise XORat the receiver B. Given a decryption function
operations are used to produce the messade and a secret key K, the destination will
digest and concatenated to the encryptedccept any input X and produce output Y =
message and then transmitted to thék(X). If X is the ciphertext of a legitimate
destination. message M produced by the corresponding
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Fig. 2 Secured Message Transaction with Messagesb{@oncatenation

encryption function E, then Y is some converted into a vector of numbers and is
plaintext message M. Otherwise, Y will dotted with the matrix. The results are then
likely be a meaningless sequence of bitsconverted back to letters and the ciphertext
There may need to be some automatemessage is produced. For decryption of the
means of determining at sender B whetheciphertext message, the inverse of the
Y is legitimate plaintext and therefore mustencryption matrix must be found. Once found,
have come from A [6]. the decryption matrix is then dotted with each
An alternative message authenticatiorn-block of ciphertext, producing the plaintext
technique involves the use of hash functiormessage [5, 10].

to generate a small fixed-size block of data,The developed process establishes the secured
known as cryptographic check-sum ormessage authentication both by secret key
message digest (MD) that is appended teencryption and by generating message digest
the message [7]. This technique assumegeneration.

that the two communicating parties, say A

and B, share the same process of digedilgorithm: The algorithm composed of the
generation. When A has a message to serfdllowing steps:

to the destination B, it calculates theStep 1: Sender selects a key length that is used

message digest (MD) of the message and as the length of the key matrix.
concatenates it with the message [8]. TheStep 2: Generate a square matrix (M) of length
message plus the MD are transmitted to the K which has an inverse matrix (W
destination B. Then B performs the same with the property that the product of
operations as the message digests function the key matrix and the inverse matrix
to produce the MD. with  modulo operation produces
If only the receiver and the sender know identity matrix (1). Thatis, M x M = I.
the process of message digest generation The matrix M is used as the K in the
technique and if the received MD and the encryption process and the inverse
generated MD matches, then: matrix M is sent to the destination to
(i) The receiver B is assured, that the use for decryption.
message has not been altered. If an attack&tep 3: Enter the transmitting message (P) and
alters the message but does not alter the perform  Hill  cipher encryption
digest MD, then the receiver’'s calculation technique to produce ciphertext (C).
of MD will differ from the received MD. That is, C = k(P).
(ii) The receiver is assured that the messag8tep 4: To generate message digest (D),
is come form the alleged sender. Because, performs the bit-wise XOR operation
no one else knows the message digest in the equal two halves of the message
generation techniques, no one else could P. Then again perform the bit-wise
prepare a message with proper MD [9]. XOR operation in the equal halves of
the produced previous output and again
3 Methodology perform the same operation in the last
In a Hill cipher encryption, the plaintext output and final output is the digest D.
message is broken up into blocks of lengthStep 5. The generated message digest D is
n according to the m x n matrix chosen. concatenated to the ciphertext (C) and

Each block of plaintext letters is then is sent to the destination B.
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Step 6: In the destination, receiver B firstthe destination. The reverse operations are
decrypt the ciphertext C using the performed successfully that establishes the
received inverse matrix Mand the desired security services.
decryption algorithm Hill Cipher
method to produce the plaintext P. 5 Security Analysis

Step 7: Receiver B then performs the sam@ny security system performs the fundamental
operations bit-wise XOR on the security services: confidentiality,
plaintext and calculates new authentication, integrity checking and non-
message digest MD’ and comparerepudiation. The proposed system performs all
it with the received message digestthe security operations and is given in Table 2.
MD and determine the integrity of
the message.

The process of the proposed system is

given in Fig. 3.
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Fig. 3 Secured Message Transaction Dynamic Hilh€iEncryption with Message Digest Concatenation
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Table 2 Comparative Security Services

Systems Confidentiality Authentication Integrity | Non-repudiation
Message Authentication Yes Yes No No
with Encryption
Message Authentication No Yes Yes No
with Message Digest
Proposed System Yes Yes Yes Yes
4 |mplementation 6 Conclusions
The proposed method has beenA secured message transaction technique has

implemented using the Java programmingoeen designed, developed and implemented. A
language because of its simplicity, bettersymmetric-key encryption technique Hill
security and its better interactive propertycipher has been used for message encryption-
with the users. If the program is run, then itdecryption with a dynamic key length. A
takes 8 as the key length of the key matrixsquare-matrix of the given key length has been
The key matrix K is generated and alsogenerated with the property that modulo
generated inverse matrix K If “PAY  operation of the product of the matrix and the
MORE MONEY” is inputted as the inverse of that matrix is identity. Then, the
plaintext message (P), the message if firsintended message is converted into binary
converted into binary form and perform form. The bitwise-XOR operation has been
bitwise-XOR operation on the two halves performed in the equal two halves of the binary
of the message to produce the messag®rm of the message and the operations have
digest (MD) and concatenated it with thebeen repeated 3 times to generate the message
message and then encrypted it using theligest (MD), and then concatenated it with the
dynamic Hill cipher technique that message. Encryption is performed on them
produces the ciphertext (C) and sent it tousing the Hill cipher technique with the key
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matrix and then has been sent them to theeceived his B.Sc. (Hons.), M.Sc. in Mathematics
destination. In the receiving end, thefrom Dhaka University and Ph.D. degrees in secured

reverse process has done to retrieve thelectronic transactions in the network environment.

message in secured manner. Here, ke n?err?zftisongﬁgttl)ﬂ?eif:celsnfors e;/:sr:Ltir':l atrll?snftlaseznrgh
generation is dynamic and is fully P 9
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dimensions. Only long messages can beaystem for last 18 years. He is the life member of
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method. This process is suitable in manySamity, Dhaka University Registered Graduate
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