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Abstract: Decentralized Finance (DeFi) applications involve a large volume of funds and exhibit diverse
user behaviours, including malicious activities such as smart contract exploits and financial scams. Existing
approaches struggle to capture complex behaviours. To address this gap, we propose a general Blockchain
User Behaviour Analysis (BUBA) pipeline for DeFi security. The pipeline presents an automated action
formation process that takes blockchain transactions as inputs and outputs user actions. In addition, BUBA
introduces a dual Graph Neural Network (GNN) model that jointly captures user action features, contract
and token interactions, and heterogeneous graph structure information to produce rich behavioural
embeddings, enabling effective clustering of semantically meaningful user behaviours. We evaluate the
proposed pipeline on Uniswap V3, where it outperforms baseline methods in identifying and differentiating
suspicious behaviours. A further case study on Sushiswap V2 demonstrates the generalisability of the
pipeline across DeFi applications.

Keywords: Blockchain User behaviour DeFi Transaction analysis Clustering GNN

https://doi.org/10.1016/j.as0¢.2026.115102

https://www.sciencedirect.com/science/article/pii/S1568494626005508



https://doi.org/10.1016/j.asoc.2026.115102
https://www.sciencedirect.com/science/article/pii/S1568494626005508
https://www.sciencedirect.com/science/article/pii/S1568494626005508

